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ISSUES FOR HEALTHCARE
COMPANIES WHEN CONTRACTING
WITH ASPS

KAReEN K. HARRIST

I. INTRODUCTION

“The concept of having someone else host [and provide] applications [ ]
as a service is certainly not new.”® “In the 1960s and 1970s, many
healthcare institutions began having their financial applications pro-
vided on a hosted basis . . . because they [either] could not afford com-
puters or could not find qualified technical personnel.”? “In the early
days of health care computing, larger provider organizations typically
used service bureaus and time-sharing approaches, storing financial and
administrative information at vendors’ data centers.”3

During the 1980s and early 1990s, computers became more affordable
and technical talent became readily available, so most healthcare insti-
tutions built their own data centers. In the late 1990s, several major
market trends began, which again created a compelling environment to
move back to hosted applications.4
Among these trends, certainly “[t]he advent of the Internet” was one
compelling reason; however, other important business trends such as
“the increasing complexity [and] rate of change of technology,” “a world-

t Karen K. Harris is a senior associate in Piper, Marbury, Rudnick & Wolfe’s Health-
care and Information Technology Practice Groups. Her practice includes issues regarding
healthcare regulatory compliance and transactional matters, information technology and
managed care, as well as venture capital and general corporate law. Prior to returning to
private practice Ms. Harris served as the Midwest Regional General Counsel at Aetna U.S.
Healthcare, Inc.

1. Dan Emig, Application Hosting: Back to the Future: Planning a Comprehensive
Strategy for HIPAA, e-Health and ASPs, 21 Health Mgt. Tech. 19 3, 5 (Dec. 1, 2000) (avail-
able in 2000 WL 8272138).

2. Id. In general, ASPs are a throwback to the pre-PC (personal computer) days,
where massive central computers ran all a company’s programs for users at dumb termi-
nals. Id. This time, however, the servers could be located anywhere — in another state, on
another continent. Id.

3. Fred Bazzoli, The Data Has Left the Building, Health Data Mgt. I 6 (Oct. 1999)
(available in LEXIS, News Group File, All).

4. Emig, supra n. 1, at 4.

569
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wide shortage of qualified information technology (“IT”) personnel” and
reallocation of IT resources and costs, “the need to derive business value
out of applications quickly, [and the] lack of capital” all contributed to
the trend to once again outsource technology applications.5

In particular, technologies have become so complex that it is easy for
an organization to get distracted by its tools and pulled away from its
core business missions.® Applications are also constantly requiring up-
grades and a company needs an experienced IT staff to keep systems
current and functioning, but there is currently a shortage of qualified IT
personnel.” By outsourcing its IT functions, “[e]xecutives and IT depart-
ments no longer need to concern themselves with day-to-day technology
issues or staffing woes.”® Additionally, “as [the] company grows, [it] will
need to adapt its IT platform to meet new business challenges” and out-
sourcing and/or ASPs can offer “seamlessly integrate[d] new applica-
tions” as the need arises.® “Speed is [also] a critical factor for companies
that want to compete in today’s Internet economy.”’?® Qutsourcing or us-
ing ASPs can allow a company “to have a cutting-edge application up and
running in record time.”!! The International Data Corporation’s (“IDC”)
White Paper on Purchasing ASP Services entitled Lessons Learned From
Executives confirms these reasons as one of the driving forces for out-
sourcing and the use of ASPs.12 In it, “executives at ten companies” were
interviewed about their ASP experiences.!®> When asked what they
found to be the benefits of using an ASP, the executives listed the follow-
ing benefits: (i) “ability to focus on core business,” (ii) “access to applica-
tions,” (iii) “one-stop shopping and support,” and (iv) “lack of in-house
expertise.”'* These responses underscore the continuing trend toward

5. Id. at § 5.

6. See id. at {J 12-15.

7. Jessica Goepfert & Meredith Whalen, Purchasing an ASP Service: Lessons Learned
From Executives, International Data Corporation White Paper, 10 (2000) (copy on file with
the Journal).

8. Id.

9. Id. at 5.

10. Id. at 2.

11. Id.

12. See generally id. The “IDC has been researching ASPs” since 1997 and focused this
study on the following issues: (1) “lessons learned from ASP customers;” (2) “the emerging
need for services and service delivery by ASP providers;” and (3) an analysis of “the drivers
for selecting an ASP and [ ] recommendations for . . . procur[ing] the services of an ASP.”
Id. at 1.

13. Id. at 1.

14. Id. at 9. The executives also listed their biggest challenges with ASP providers,
mainly: (1) “Finger pointing: [wlhen ASPs did not have the network under their control,
they seemed to blame the networking company for connectivity and vice versa;” (2) “Inexpe-
rienced Companies: [s]ince [ ] ASP is a relatively new concept, most ASP customers are still
struggling and learning throughout the process;” (3) “Communication: [blecause of commu-
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outsourcing and the use of ASPs.15 Moreover, this trend shows no signs
of decreasing but rather only increasing.'¢

It is “predict[ed] that by 2002, 40 percent of all [software] applica-
tions will be deployed on a hosted basis.”'7 In 1988, the application ser-
vice provider (“ASP”) market was only $23.1 million, but today it is one
of the fastest growing portions of the technology industry.18
“[Blusinesses worldwide will spend $600 million on application services
this year and an estimated $8 million [by] 2004.”1® “More aggressive
figures . . . suggest[s] that ASP revenues will reach $3.6 billion in 2000
and climb to $25 billion in the next 4 years” (some of these differences
are the result of whether you “count [ ] spending based [on any] given
year despite the length of the contract”).20 In terms of the United States’
participation in this spending, “researchers concur that the United
States will claim at least 75 percent of ASP revenue this year, and [that]
it will remain the market leader throughout the forecast period.”?! “The
healthcare [industry] . . . in the United States is a $1.2 trillion market.”?2
“United States enterprise ASP spending in the healthcare industry was
[only] $7 million in 1999 [and] . . . double[d] to $14 million in 2000.723 By
2004, this amount is expected to rise “to $95.4 million [ ], a nearly 70

nication breakdowns, customers were sometimes confused about what was actually in-
cluded in the service offering;” and (4) “Lack of Control and Security: . . . customers are
entrusting control of their [data] to a third party” and are appropriately “concerned about
the security of [such] data.” Id. at 3. However, as discussed previously, many of these
issues can be resolved either through careful selection of an ASP or through careful negoti-
ation of the Service Agreement. Id. at 13.

15. Id. at 9.

16. Id.

17. Emig, supra n. 1, at { 6.

18. Clare Gillan & Meredith McCarty, ASPs Are For Real. . .But What’s Right for You?,
International Data Corporation White Paper (1999) (copy on file with Journal). A basic
introduction to the concept of ASPs, this paper discusses (1) what ASPs are and how they
differ from other types of service offerings; (2) ASP market drivers, acceptance and success
factors; (3) customer experiences with ASPs; and (4) guidelines on issues to consider when
looking for an ASP. Particularly useful is the discussion explaining the concept of ASPs
and differentiating it from other types of outsourcing and web hosting arrangements. Id.
For example, ASPs’ services are different from business process outsourcing (BPO), where
the outsourcing contract encompasses management of entire business processes such as
human resources or finance. Id. at 2. Similarly, ASPs are different from Internet Service
Providers (ISPs) in that ASPs provide access to applications whereas ISPs provide access
only to the Internet.

19. David Lake, Time to Learn Your ASPs, The Indus. Stand. { 3 (Oct. 30, 2000) (avail-
able at <http:/thestandard.net/article/0,1902,19726,00.html>).

20. Id. at 99 4-5.

21. Id. at ] 4.

22. Dan Spirek, The Right Partner is Key to ASP Success, 22 Health Mgt. Tech. { 3
(May 2001) (available in 2001 WL 7197615).

23. Id. at {1 2; see Apps on Tap, Fortune Special (Dec. 1, 2001) (available at <http://
www_fortune.com /indexw jhtml?channel=artcol jhtml&doc_id=00000065>).
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percent compounded annual growth rate.”2¢ Not all of this spending will
come from large healthcare institutions; “by 2003, [an estimated] 70 per-
cent of physician offices [will] be using software on a Web delivery sys-
tem, as well as electronic commerce.”25

Another indication of the trend toward outsourcing and the use of
ASPs is the fact that a number of large healthcare institutions have al-
ready spent large sums to outsource their IT functions.2¢ “[Iln Novem-
ber [2000], New York Presbyterian Hospital (“NYPH”) announced a
seven-year, $228 million IT outsourcing contract with First Consulting
Group.”?7? Similarly, “Detroit Medical Center [entered into a] ten-year,
$1 billion agreement with Compuware, and Saint Joseph’s Health Sys-
tem [entered into a] ten-year, $270 million agreement with Perot Sys-
tems.”28 The reasoning behind these types of transactions was that:
“NYPH wanted [(i)] immediate benefits from the predictable costs, ser-
vice levels and outcomes offered by outsourcing;” (ii) “to stem attrition
exacerbated by Wall Street’s insatiable appetite for systems expertise;”
and (iii) “to find a risk and reward incentive arrangement for IT
operations.”2°

In sum, it appears that outsourcing and the use of ASPs by health-
care entities is a continuing trend. “[Moreover], the specter of the Health
Insurance Portability & Accounting Act of 1996 (“HIPAA”) will undoubt-
edly accelerate the move to [outsourcing and the use of] ASP model, espe-
cially as healthcare organizations weigh the costs and time needed to
refurbish systems that are rapidly becoming outdated against the need
to meet HIPAA deadlines.”30 After the final HIPAA regulations3! were
published, the Department of Health and Human Services (‘HHS”) pro-
jected that HIPAA implementation costs would be $17.5 billion over ten

24. Spirek, supra n. 22, at § 2.

25. Bazzoli, supra n. 3, at § 18. There is some debate, however, about this statistic. In
particular, some analysts argue that given physicians’ typically slow acceptance of automa-
tion overall and concerns about security and reliability, physician acceptance and use of
ASPs may be slower than anticipated. Id. at 9 35-42. Others, however, maintain that the
costs associated with ASPs compared to the costs of purchasing a practice management
application, which can range between $5,000 and $10,000 per physician, may spur provid-
ers toward ASPs. Id. at { 26. This view may be particularly true since providers’ other
concerns (i.e., security and reliability) can be addressed through thorough contracting and
discussing. Id. at 11 35-42.

26. Bob Smith & Pam Waymack, Outsourcing on a Grand Scale: Administrators, Phy-
sicians and Systems Integrators Play Different Rules, 21 Health Mgt. Tech. § 2 (July 1,
2000) (available at 2000 WL 8272011).

27. Id.

28. Id.at 4 7.

29. Id. at ] 5.

30. Spirek, supra n. 22, at I 13.

31. 45 C.F.R. § 160.103 (Dec. 28, 2000).
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years.32 Nolan Company, Inc. estimated, however, that it would cost
$42.9 billion over five years to come into compliance with HIPAA .33 No-
lan Company, Inc. estimate was based on HIPAA’s statutory provisions
and not the final HIPAA regulations and since regulations are often
more detailed than statutes, the actual cost of compliance could prove to
be even more expensive.3? Given that healthcare entities will continue
to move towards outsourcing and the use of ASPs, it is important for
healthcare entities to review both how they select their ASP providers,
and how they negotiate the terms of any agreements they enter into with
such providers.

II. CHOOSING AN OUTSOURCING OR ASP PROVIDER

An ASP typically provides rented software that customers access3®
through either a Web browser or a custom “thin client” program. In par-
ticular, the ASP manages and maintains the servers that house the
software applications, while the browser or thin client (a stripped-down
machine like the old dumb terminal) communicates across the Internet
with the server to send data and display information back and forth.
ASPs typically take sole responsibility for making sure that a program
runs smoothly and guarantees a certain amount of up-time. An ASP is
different from an ISP in that an ISP provides access to the Internet,
whereas an ASP provides access to applications. Yet, as one commenta-
tor has noted, ASPs are really only in version 0.5 of their business and,
unfortunately, a number of ASP vendors are really just pretenders who
have just gotten into the business.38 In fact, it is only in the last several
years that ASPs have developed and there are really only two genera-
tions of such providers.37

The first generation of these providers, including Digex, USin-
ternetworking, Corio and Interliant, has only been around since around
1998.38 This generation of ASPs often host the large, complex programs
know as enterprise resource planning software and may, or may not, cus-
tomize such software for their clients.3°

32. Cost & Impact Analysis: Common Components of Confidentiality Legislation, Rob-
ert E. Nolan Co., Inc., 5 (Fall 1999) (copy on file with Journal).

33. Id. at 31.

34. Id.

35. See Alex Lash, Hosts with the Most, The Indus. Stand. § 5 (Nov. 1, 1999) (available
at <http//www.thestandard.com/article/0,1902,7278,00.html>) [hereinafter Lash, Host
with the Most).

36. See generally Joanie Wexler, ASPs: Helpful or Hype-ful?, Bus. Commun. Rev., 32-
38 (Sept. 2000).

37. See id.

38. Lash, Hosts with the Most, supra n. 35, at q 5.

39. Id. at g 3.
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For example, “Corio [is an ASP which] rents Peoplesoft and Siebel
enterprise appllication]s for sales automation-CRM, human relations,
and financial management.”? Its “eighteen customers include[ ] Clarent
and ExciteAtHome and Vertical Networks [its start]-up fees start at
$50,000,” followed by a “three tier pricing [that goes] $25 to $50, $395
[and] $895 (per user)” depending upon what type of applications and ser-
vices are being provided to the customer.4!

Another example is Digex, a Maryland-based company “adept at
managing hardware, operating software, and [providing] network re-
sources.”2 Similarly, USinternetworking, another Maryland-based
company, is an ASP which “offers nine customized appl{lication]s.”43 It
currently has eighty-one contracts and its pricing “depends [up]on the
size and configuration” of the products a customer selects.4* With “500
customers including TWA, Nike, [and] Ford Motor,” it is one of the larger
ASPs.45  Finally, “Interliant, [a New York-based company], “hosts
appllication]s in five areas: groupware, low-end rentable applications,
sales automation-CRM, e-commerce and distributed learning.”46

Unlike the first generation of ASP providers which deployed the
software of others, “a second generation” of ASP providers have built
their “own net-based software from scratch and [have] taken on hosting
responsibilities.”*? These ASP providers have “targeted newer, smaller
businesses that haven’t built the internal infrastructure to handle enter-
prise software.”8 For example, eAlity, a California-based company, has
a list of “forty-five rentable online appllication]s [ ] for small busi-
nesses.”? They have twenty-six ASP contracts and their pricing is
“based on the number of users and appllication]s rented.”5°

But before a healthcare entity randomly selects one of these ASP
providers, it would do well to first consider its overall IT strategy.5! Typ-
ically, a healthcare entity will use different personnel for HIPAA, e-
health and ASP initiatives, without realizing that while there might not
be much overlap in the strategy for that particular application, the ac-

40. Alex Lash, Graceful Hosts, The Indus. Stand. at § 1 (Nov. 1, 1999) (available at
<http://thestandard.net/article/0,1902,7283,00.html>) [hereinafter Lash, Graceful Hosts].

41. Id.

42. Id. at § 2.

43. Id. at { 3.

44. Id.

45. Id.

46. Id.

47. Lash, Hosts with the Most, supra n. 35, at 99 5-6.

48. Id. at §6.

49. Lash, Graceful Hosts, supra n. 40, at { 6.

50. Id.

51. Siemens, Your Application Service Provider, The Benefits of a Remote Hosting
Strategy 2 <http://www.smed.com/solutions/isc/benefits.php> (accessed on Apr. 8, 2002).
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tual implementations for each application are tightly interwoven.52
Since it is imperative that an ASP is able to provide a robust network
with many hosted applications and extensive connectivity to various e-
health services and can operate in a HIPAA compliant manner it is only
practical for a healthcare entity to approach its IT strategy globally.
After evaluating its IT strategy, a healthcare organization should
next review the services and applications an ASP provides. In particu-
lar, if the healthcare entity knows what software it will need, then it can
contact that software maker and more than “likely the software maker
will steer” the healthcare entity to its ASP partner.53 Many software
makers have formed strategic alliances with ASP providers and some
software developers are even opening their own ASP units.5¢ Oracle, for
example, is opening a unit for hosting its software.55
Making sure that an ASP will meet the healthcare organization’s
specific needs is particularly important in this phase. For instance,
healthcare
payors are large, complex businesses [and] [t]hey are increasingly look-
ing for a single source of healthcare IT solutions to help them achieve
competitive advantage by increasing operational efficiencies. The sheer
number of routine, daily IT transactions in a large health plan - for ex-
ample - member inquiries, can be staggering. Even incremental effi-
ciency improvements in these areas can mean huge dollar savings for
healthcare payors. Given the size of these organizations and [their IT]
systems, [an ASP with] a singular healthcare focus is also crucial” to
ensuring that the ASP will be able to providle] two of the ASP models
most vaunted advantages: cost savings and effective IT solutions. ASPs
are often chosen because they “can reduce systems implementation
costs and time by up to 50 percent, [h]Jowever, this can only be accom-
plished by vendors that have pre-integrated the numerous applications
(claims administration, medical management and others) to work to-
gether in an out-of-the-box fashion.56
An ASP that is “[llearning to work with these disparate systems ‘on the
fly’ (i.e. during major payor implementation)” will not effectuate these
costs savings nor effective IT solutions.57
“[TIhe provider world, [on the other hand], is much more per-
sonal.”58 Physicians and physician groups require their ASP partners to
allow “them to focus on practicing medicine, as well as [helping them to]
increasele] revenues, maximiz(e] efficiency and comply{ ] with regula-

52. See Spirek, supra n. 22, at { 8.

53. Lash, Hosts with the Most, supra n. 35, at q 16.
54. Id.

55. Id.

56. See Spirek, supra n. 22, at {] 9-10.

57. Id. at § 10.

58. Id. at | 11.
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tions.”5® Given that physicians generally “have less technology expertise
and limited financial resources, . . . ASP solutions [for this market] must
be more simple and straightforward, but with the flexibility to add or
modify technologies as the emerge.”®® Additionally, for this sector of the
healthcare industry,

ASPs must take on the broader role of business partner, offering ser-

vices that complement and supplement the ‘traditional’ ASP offerings.

These include [services such as] billing, collections and other business

office/practice management functions that only a healthcare focused

vendor can provide.51

Unfortunately, however, “a significant number of ASP vendors have
no experience in the healthcare industry.”62 Yet, “the healthcare indus-
try is much too complex and too specialized” for its operations to be en-
trusted to novices.53 Instead, as discussed above, “an ASP must not only
understand healthcare, but also be able to recognize the distinct and dif-
ferent business needs of the [ ] market segments - payors [vs.] providers -
and their reasons for choosing an ASP.”64

Despite the general lack of experienced healthcare ASPs, a few ASPs
specializing in the healthcare industry have developed.6® For instance,
in the area of physician practice management, “NeuMed is an Internet-
based practice management solution that allows physicians to manage
their operations with quick, secured access from anywhere in the world,
at any time.”®6 “The application’s features and reporting capabilities are
designed to automate office administration and financial functions, in
addition to providing real-time exchange of information through claims
processing, eligibility verification and referral management.”? Simi-
larly, “Health Care Data Systems has roll[ed] out a series of ASP sub-
scription type services designed [ ] for small physician practices.”68 “[Itg]
applications include accounts receivables management, appointment
scheduling and medical records.”®® “Asterion.com, . . . one of the Internet
application service pioneers in healthcare,” is another example, but it
focuses on the payor side.’® Asterion’s applications, which help to link

59. Id.

60. Id.

61. Id. at § 12.

62. Id. at | 8.

63. Id.

64. Id.

65. See generally New Products & Services: ASPs Open for Business, Health Mgt. Tech.
(June 2000) (available in Lexis, News, News Group Files, Most Recent Two Years).

66. Id. at ] 2.

67. Id.

68. Id. at § 4.

69. Id.

70. Id. at q 3.
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HMOs to provider networks, “are now used by more than 7,0000 physi-
cians, with another 10,000 physicians in northern California HMO net-
work to pilot the system in the coming months.”! In particular,
Asterion’s solutions provide real-time eligibility, referrals, authoriza-
tions, claims integration plus connectivity for health plans and their an-
cillary facilities, providers, physicians and patients.?’? RIMSLink is an
example of a claims repricing and adjudication ASP.73 Specifically, it
“automates and simplifies the payment of healthcare claims for pre-
ferred provider organizations (PPOs), payers, and their trading
partners.”’4

The final aspect of an ASP that a healthcare entity should examine
is the ASP’s financial stability. As indicated earlier, ASPs are really still
in their first, and possibly second, generation.”> Additionally, except for
the few healthcare oriented ASPs listed above, the majority of these
ASPs are not properly prepared to deal with a healthcare entity.’¢ As
such, great care must be taken to be sure that the ASP with which a
healthcare entity contracts with is solvent, otherwise the entity could be
risking relying on a company for mission critical software that goes belly-
up.”?

“When [ ] asked . . . to share [ ] lessons learned” from their exper-
iences in contracting with ASPs, most healthcare executives responded
by saying that it is important to “Do your homework.””® Learn “the dif-
ferent models and types of ASPs, [] the benefits and limitations of each,”
and realize that since ASPs are new entities, “the financial health of the
. . . ASP should be investigated” (one of the most important factors in
selecting an ASP).7® These steps are exactly what healthcare executives
with experience with ASPs would suggest others do.8° Once a healthcare
company has done its due diligence and selected an ASP provider, the
next step is to negotiate an agreement.

ITII. NEGOTIATING A SERVICE LEVEL AGREEMENT

Once a healthcare entity has selected an ASP, the next step in the
process is negotiating what is called a Service Level Agreement

71. Id.

72. Id.

73. Id. at q 8.

74. Id.

75. Spirek, supra n. 22, at 1 9.
76. Id. at 1 7.

77. See generally id.

78. Goepfert, supra n. 7, at 3.
79. Id. at 4.

80. Id.
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(“SLA”).81 “The basic [SLA] may be thought of as a combination of a web
hosting agreement and an online service bureau agreement.”®2 [Specifi-
callyl], “SLAs identify and define the services provided by, as well as the
supported products, measurement criteria, reporting criteria, perform-
ance and standards for the ASPs services.”83
The concerns traditionally dealt in connection with service bureau
agreements apply to ASP agreements today — maintaining the confiden-
tiality of customer data, security, reliability, remedies, disaster recov-
ery, redundancy, scalability, termination grounds and issues related to
the effect of termination, dispute resolution, service levels, payment
terms, cancellation fees, and other issues that are common to many
agreements relating to information technology. Many ASP arrange-
ments also involve implementation, project management, milestones
and acceptance testing as well as intellectual property issues.84
In order to craft an agreement that will protect it on each of the issues,
the healthcare entity will need to be aware of a variety of issues.

A. SERvVICE LEVELS
1. Defining Service Levels

One of the most important issues when negotiating an SLA is describ-
ing the levels of service to be provided by the ASP.85 “The source of the
largest number of disputes between a healthcare provider and an ASP is
likely to result from the gap between the actual performance by an ASP
and the performance expected by the [c]lustomer.”®6 Thus, in addition to
listing the different types of applications that the ASP will provide, the
SLA should also discuss any additional or value-added services, such as
customer support, as well as the time periods for providing these applica-
tions and services.87

Generally speaking, an ASP will guarantee services and perform-
ances for particular time periods, but not that a customer’s access to the
ASP services will be uninterrupted, error free or secure.88 For instance,
oftentimes an “ASP [will agree to] use its commercially reasonable ef-
forts to provide ASP services twenty-four hours a day, seven days a week
throughout the term of the agreement [with specific recognition for]
scheduled downtime, service malfunctions and causes beyond the ASP’s

81. J.T. Westermeier, Application Service Providers, 21 Inst. on Computer L. 6, 8
(2000) (copy on file with the Journal).

82, Id. at 7.

83. Id. at 6-7.

84. Id. at 8.

85. Id. at 9.

86. Id. at 34.

87. See id.at 15-19.

88. Id. at 13.
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control.”8® Thus, an SLA may contain language such as:

ASP will provide for 99.5 percent Availability for Services . . . within

ASP’s “Direct Control” where Availability refers to the ability of an In-

ternet user being able to establish . . . a TCP connection to the appropri-

ate ASP hosted server. ‘Direct Control’ includes all components below:

(1) Network services to the Internet Service Provider (“ISP”) circuit ter-
mination point on the router in ASP’s data center [ ];

(2) Network services, beginning with the ASP data center and ex-
tending through the router [provided by ASP] located on Customer’s
premises [ 1;

(3) All hardware and software applications provided by ASP; and
ASP-managed routers on Customer’s premises.

All Customer-provided software noted below and Customer Content are
specifically excluded from the definition of Direct Control.
[The] “Availability Percentage” shall be calculated as follows:
X = (n-y)* 100
— an

where “x” is the Availability Percentage, “n” is the total number of
hours in a given calendar month, and “y” is the total number of hours
service is not Available (as defined above) in a given calendar month.
The calculation of “x” shall be prorated in any month in which services
commence on any day other than the first day of the month.
Specifically excluded from “n” and “y” in this calculation and defined as
exceptions to the levels of Availability provided herein are (a) scheduled
maintenance windows and (b) reasons for Force Majeure (as defined in
the Agreement).

Specifically excluded from “y” are (a) failures of Availability caused by
or related to downtime due to ASP or its designates not being able to
access the routers for repair at Customer’s premises; (b) issues associ-
ated with Customer-provided hardware, software, and other equip-
ment; (c) issues associated with Customer-provided or Customer-leased
local area networks or ASP connections; (d) use of unapproved or modi-
fied hardware or software; and/or (e) issues arising from the misuse of
the ASP services by Customer, its employees, agents, customers, and/or
contractors.90

In ASP arrangements Force Majeure clauses may be especially impor-
tant because the customer is dependent on the ASP even with respect to
natural disasters and the ASP should have a sufficient disaster recov-
ery and continuity of operations plan to maintain ASP operations not-
withstanding many Force Majeure events.9!

Another way to approach the problem of defining service levels is not
to give “the [c]ustomer any specific service level obligation.”2 An exam-

89. Id.

90. Id. at 16-18.
91. Id. at 35.
92. Id. at 18.
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ple of contract language using this approach is as follows:
In the event that ASP discovers or is notified by Customer of the exis-
tence of non-Schedule Downtime, ASP will take all actions reasonably
necessary to determine the source of the problem. If the source of the
problem is outside of the control of ASP, then ASP will use commer-
cially reasonable efforts to notify the party/parties responsible and co-
operate with the party/parties to resolve such problem as soon as
possible. If the source of the problem is within the control of ASP, the
ASP will use best efforts to resolve the problem within two (2) hours of
determining its source.93
Obviously, depending upon whether you are representing the
healthcare entity or the ASP, one of these provisions would be preferable
over the other. One of the potential risks associated with outsourcing to
an ASP is the risk that downtime will be beyond the healthcare entity’s
control.?4 Since downtime is always expensive due to both lost revenues
and repair costs, when representing the healthcare organization, a very
specific service level formula similar to the first example would be pref-
erable.?5 On the other hand, an ASP would probably prefer a provision
which does not specify any particular levels since the business risk an
ASP assumes for guaranteeing a particular level of service could be
significant.96

2. Remedies for Service Level Interruption

Perhaps just as important as specifying the service level to be provided
are “[t]he remedies for service interruption.”? In particular, since these
remedies are typically the only remedies for service interruption, or the
ASP’s “failure to meet or exceed the specified service levels,” such reme-
dies must be clearly articulated.?®8 “Typically, the remedy for a service
interruption is a credit against the monthly fees that would otherwise be
payable.”®® For example, an ASP might provide credits under the follow-
Ing circumstances:

If Downtime is: (a) due to a problem within the control of ASP, (b) non-
Scheduled Downtime; (c) lasts for a period of at least forty-five (45) con-
secutive minutes; and (d) is not resolved within two (2) hours of deter-
mining its source, then Customer, upon written request to ASP shall be
entitled to a pro rata reduction in fees for such Downtime (“Service
Credit”). One Service Credit shall equal one-thirtieth (1/30) of the re-
curring monthly Subscription Charges for the particular subscribed

93. Id. at 18-19.
94. Id. at 15.
95. Id. at 17.
96. Id. at 15.
97. Id. at 19.
98. See id.

99. See id.
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applications selected by Customer (“Subscribed Applications™) exper-

iencing Downtime for each twenty-four (24) hour period. The maximum

number of Service Credits to be issued by ASP for any single calendar

month shall not exceed seven (7) Service Credits. In order to receive

Service Credit(s), Customer must notify ASP in writing within seven (7)

days from the date that Customer’s right to receive Service Credit(s).

Service Credits) will be reflected in the ASP invoice in the month follow-

ing the Downtime, unless the Service Credit(s) are due in the final

month of the term, in which case the dollar value of the Service

Credit(s) will be refunded.100

“Since there [ils no surefire way to make any network failsafe,”101
specifying the particular remedy for a service interruption is very impor-
tant.192 At least one insurance company has recognized this need and
has begun to offer ASPs insurance that will provide the ASPs with cash
compensation for network failures and outages.193

“In May [2000], Atlanta-based insurance provider Insuretrust.com
launched a program with BMC Software called Assuretrust to provide
fsuch] insurance to ... ASPs.”19¢ In order to qualify for this insurance,
the ASP “must meet BMC’s OnSite certification, a program that includes
BMC monitoring software, as well as twice annual inspections by BMC
consultants.”95 “[Plremiums and coverage levels can range from $5,000
a year for $1 million in liability coverage to as much as $50,000 a year for
$25 million in coverage, depending on the types of [applications and ser-
vices the ASP is] offering and the size of the business.”106 These
“[plremium prices [probably will not] be standardized until more insur-
ance companies enter the market and the policies become ubiquitous —in
about three or four years.”107

So far, other insurance companies have been slow to roll out such
new policies since they must first face the tricky task of assessinge-busi-
ness risk and quantifying potential damages, however, this type of insur-
ance will “put{ ] sharper teeth into . . . [ASP’s] SLAs.”98 Whereas,
“SLAs [current]ly offer a period of free service or other discounts in the
event of failures, [and do not] compensate customers for any financial

100. Id. at 20-22.

101. See generally Sean Donahue, Cover Me: New Insurance Policies Cover Online Busi-
nesses and Their Customers Against Failures, Business 2.0 (July 2000) (available at <http:/
/www.business2.com/articles/mag/0,1640,13805,FF.html>) [hereinafter Donahue, New
Insurance).

102. Westermeier, supra n. 81, at 19.

103. Donahue, New Insurance, supra n. 101, at | 3.

104. Id.

105. Id.

106. Sean Donahue, Cover Me: Fear of Fraud, Business 2.0, § 3 (July 2000) (available at
<http://www .business2.com/articles/mag/0,1640,138052,FF.html>).

107. Id.

108. Id. at | 4.
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losses they incur because of those outages,” this type of insurance will
basically offer customers a warranty for any interruptions.109

B. PayMmMENT TERMS

Payment terms in an SLA typically provide for the payment of an ini-
tial fee upon contract execution or commencement of a specific applica-
tion “and then fixed monthly fees for the term of the agreement.”110 In
particular, “the application software operated and licensed by the ASP
may be subject to license fees based on the number of named and concur-
rent users.”111 “Moreover, the license fees may be based on a maximum
permitted number of named or concurrent users for each applicable ap-
plication the Customer subscribes.”’12 “In such circumstances, the
monthly charges for ASP services are computed on a subscription basis
based on the named and concurrent users.”113 “The monthly ASP ser-
vice fees for each application are specified to be not less than the sum of
the minimum number of named and concurrent users multiplied by the
applicable application fee.”11* “These application fees are added to a
monthly base operations fee that applies irrespective of the number of
named or concurrent users.”115 “Early termination charges may also be
applicable in the event the [c]ustomer elects to terminate before the end
of the initial term.”116

C. TerM AND TERMINATION
1. Term

The term of a SLA “is usually a fixed term of three or more years.”17
“The length of the term reflects the economics of the ASP relation-
ship.”118 “Much like outsourcing agreements, the term is designed to
permit the ASP to make a reasonable profit over the full term.”119 “The
ASP often needs a number of years to permit it to recover its investment
in software, hardware and telecommunications infrastructure to support
the [clustomer.”120 “As such, longer terms of agreement may be applica-
ble where the ASP has made significant investments in third-party ap-

109. Id. at | 4-5.
110. Westermeier, supra n. 81, at 22.
111. Id.

112. Id.

113. Id.

114. Id.

115. Id.

116. Id. at 27.
117. Id.

118. Id.

119. Id.

120. Id.
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plication software and other investments specifically for the [cJustomer
since longer terms may be necessary to spread the costs for recovery pur-
poses.”121 For example, NYPH, Detroit Medical Center and St. Joseph’s
all entered into seven to ten-year agreements, likely in part because of
the large implementation costs.122

2. Termination

“Most ASP agreements provide for termination upon failure to cure a
material breach within thirty days after receiving notice.”?23 Unlike
other contracts, however, that have similar termination provisions, the
abruptness of a short termination period and the effect such termination
can have on an ASP customer needs to be carefully considered.12¢ In the
context of an ASP termination, a customer could either be left seram-
bling to find a replacement ASP for mission critical software, or could
find itself having to expend huge sums in order to bring such applica-
tions “back in house.”?25

Consideration should also be given to what happens if the ASP’s
software license with the software application maker is terminated.126
In such an event, the SLA would also be effectively terminated and un-
less provisions had been made, the healthcare entity could be left with
even less notice within which to find replacement coverage.

D. LancuaGeE REQUIRED DUE TO THIRD-PARTY SOFTWARE
LICENSING AGREEMENTS

1. Third Party Licensing Requirements

Part of the ASP model is that the application software provided to a

ASP customer may be third-party software licensed by the ASP, software
" licensed or developed by the customer, or proprietary software developed
by or for the ASP or a combination of any of the foregoing.12? As such,
additional provisions may be required to deal with these licensing is-
sues.128 Since the ASP may not necessarily be the maker of the
software, but only be licensing it if certain other provisions must also be
included.’?® For instance, many SLA agreements will contain “an Ac-
ceptable Use Policy.”13¢ An “Acceptable Use Policy is very much like a

121, Id.

122. Smith, supra n. 26, at 1] 2, 5, 7.
123. Westermeier, supra n. 81, at 28.
124. Id.

125. Id.

126. Id. at 9.

127. Id. at 26.

128. Id.

129. Id.

130. Id. at 25.



584  JOURNAL OF COMPUTER & INFORMATION LAW [Vol. XIX

Website Terms of Use or Terms of Service that most websites are imple-
menting aggressively today to manage, avoid and/or mitigate every po-
tential risk imaginable.”’31 In general, such use policies outline all of
the uses that a customer may make of the ASP’s applications.

In addition to the restrictions in the Acceptable Use Policy, most
SLAs may also have additional “software license restrictions” that “may
be necessitated by [license agreement between] the ASP [ ] [and] the
third party application software provider.”132

An example of these restrictions [include]:

(1) Customer will not alter or permit a third party to alter, any part of

the Application Software.

(2) Customer will not copy or permit a third party to copy the Applica-

tion Software.

(3) Customer will not reverse engineer, decompile, disassemble, or oth-

erwise attempt to derive source code from the Application Software
or the ASP Service.

(4) Customer will not license, sell, transfer, lease or disclose the ASP

Service or Application Software.133

(5) A related risk “is what happens in the event that the ASP’s license
for third-party software terminates. Such a termination would “ef-
fectively terminate( ] the ASP service” and therefore the SLA should
specifically address this issue in the termination section.134

2. Ouwnership of Materials

Another important issue is defining the ownership of the content of the
site and any software specifically adopted for the customer.135 In partic-
ular, the SLA should state that the “[c]lustomer retains all right, title and
interest in and to the Content and any Customer Software at all
times.”136 Additionally, in order to avoid any concerns that ASPs will
hold the customer’s data hostage in the event of a dispute, the SLA
should clearly state that upon termination, non-renewal or expiration of
the agreement, such software will immediately be returned to the cus-
tomer regardless of the reason for the termination, expiration or non-
renewal 137

3. Source Code Escrows

“Source code escrow arrangements should not be overlooked” in a SLA,

131. Id. at 26.
132. Id.

133. Id. at 26-27.
134. Id. at 28.
135. Id. at 26.
136. Id.

137. Id. at 28.
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either.138 In the event that the application software was actually devel-
oped by the ASP (or perhaps the ASP merely customized the software for
the customer) it would be wise for the customer to ensure that a source
code escrow is in place to protect against an ASP’s insolvency.139

E. CustoMER RESPONSIBILITY

The SLA should also clearly specify the customer’s responsibilities.140

[Flor example, [they] might include the following:

1. Customer content must comply with the ASP’s Acceptable Use
Policy.

2. Customer may be responsible for obtaining some form of Internet
connectivity to perform the required Applications.

3. Customer must designate qualified personnel to act as liaisons be-
tween the Customer and the ASP respecting technical, administra-
tive and content matters, providing accurate and current contact
information.

4. Customer shall not take any actions that interfere, disable, or affect
ASP’s back-up processes.

5. Customer is responsible for obtaining license terms for customer
furnished application software which are sufficient to allow use of
the software on ASP’s servers through the life of the contract.

6. Customer is responsible for knowing who has access to Customer’s
applications and servers, keeping track of who has login accounts,
and making sure that proper security precautions are being taken
with respect to the user name and password information for those
accounts.

7. Customer is responsible for providing information for acceptance
testing.141

F. DescripTioN OF PrROJECT PLAN

Many SLAs include “a Project Plan.”142 “The Project Plan includes the
project schedule and explains how the implementation [of the applica-
tions] will be accomplished.”'43 “It provides a basis for tracking the pro-
ject” and should “provide a definition of each major task” as well as
contain a “provision dealing with changes to the plans as are mutually
approved by the parties so that the plan will reflect current information
and performance.”144

138. Id. at 34.
139. See id.

140. Id. at 24.
141. Id. at 24-25.
142, Id. at 30.
143. Id.

144. Id.
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The following stages are typically in the ASP implementation of an
Application:

Stage I — Project Planning and Discovery

Stage I1 - Design

State III — Development

Stage IV — Deployment

State V — Post Implementation Support and Audit”14?

Additionally, “[I]t is important to designate project managers who
are given day-to-day authority, provide for approval over replacements
and continuity of operations.”146 If the ASP agreement is fairly basic,
then acceptance testing, “if any, may be limited to basic platform and
database accessibility and storage capacity verification.”147

F. DispuTE RESOLUTION

“There will always be disputes where the parties are not able to agree
on performance issues.”148
Since resolution of disputes in this arena is particularly important,
every minute down is time that is costing revenue — the courts should be
the last alternative. Therefore, a dispute resolution provision to manage
the dispute resolution process is highly desirable. For large contracts, a
multi-tiered dispute resolution process may be appropriate. For smaller
contracts, a single-tiered dispute resolution process is more cost
effective.14?

G. CONFIDENTIALITY

Lastly, but by no means least, healthcare entities must go to great
lengths to ensure that the SLA provides adequate confidentiality protec-
tions for their health care information in order to ensure compliance with
HIPAA.150 Pursuant to HIPAA, covered entities may only disclose pro-
tected health information to “Business Associates” if they obtain satisfac-
tory assurance through a written agreement that the Business Associate
will appropriately safeguard the information.151

HIPAA defines a business associate as a person or entity who, on
behalf of a covered entity, participates or performs functions or activities
that involve “the use or disclosure of” protected health information (e.g.

145. Id. at 28-29.

146. Id. at 31.

147. Id. at 33.

148. Id. at 34.

149. Id.

150. CyraCom Intl., The Health Insurance Portability & Accountability Act of 1996 § 3
<http://www.cyracom.net/subpages/custsup-regnews-laws-hipa.html> (accessed Apr. 8,
2002).

151. Id. at { 4.
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“claims processing or administration,” utilization review, “billing, quality
assurance).”'52 Examples of business associates include auditors, law-
yers, consultants, and vendors.153 Although the commentary to the
HIPAA regulations specifically states that telecommunication entities
that provide connectivity or mechanisms to convey information, such as
telephone companies and Internet service providers, are not considered
covered entities, such entities can be considered business associates. In
the written agreement, or business associate agreement, the business as-
sociate must agree to:

¢ Establish permitted and required uses and disclosures;

* Not use or disclose information other than as provided by the
contract;

¢ Use appropriate safeguards;

¢ Report unauthorized use or disclosure of PHI;

* Bind agents to contract requirements;

¢ Make PHI available as required;

* Destroy PHI at termination of the contract (if feasible); and

¢ Authorize the covered entity to terminate the contract if a violation
occurs, 154

Given that a covered entity can be held liable for the violations of its
business associate if the covered entity knew that the business associate
was breaching its obligations and did nothing to cure such violations,
before entering into any SLA, a healthcare entity must be sure these pro-
visions are included.155

IV. CONCLUSION

As discussed, the use of ASPs and outsourcing of IT services is here to
stay. In order for healthcare entities to benefit from this trend, they
would do well to evaluate their global IT strategy, review ASPs’ services
and financial statements of ASPs carefully, and negotiate a well thought-
out SLA.156

152. H. Kennedy Hunder, Esq., HIPPA Tune-up: Your Business Associates, Phys. Ins.
Agency of Mass. ] 2-3 <http://www.piam.com/compliance/HIPAA_0301.html> (accessed
Apr. 8, 2002).

153. Id. at ] 3.

154. Id.

155. Id.

156. Goepfert , supra n. 7, at 13.
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