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I. INTRODUCTION

As Robert F. Kennedy once observed, “Just because we cannot see
clearly the end of the road, that is no reason for not setting out on the
essential journey. On the contrary, great change predominates the
world, and unless we move with change we will become its victims.”?

The business world has taken this to heart when it has come to the
Internet. Companies have ventured onto the Information Superhighway
in increasing numbers to “reduce distribution and marketing costs . . .
eliminate the middleman . . . increase efficiency, promote impulse trans-
actions and streamline distribution to far-flung locales” as well as to
“connect directly with consumers at home . . . streamline operations and

1. Tue QuUoTaBLE LAwYER § 18.19, at 38 (David S. Sharager and Elizabeth Frost eds.,
1986) (citing Robert F. Kennedy’s farewell statement, Warsaw, Poland, which was reported
in the N.Y. Times, July 2, 1964).
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internal transactions, and increase business-to-business sales.”? The
value of U.S.-based e-commerce transactions was estimated to be $43 bil-
lion in 1998, and is projected to grow to $1.3 trillion by 2003, over nine
percent of total U.S. business sales.® More importantly, electronic com-
merce (“e-commerce”) stands on the threshold of broad global acceptance.
According to projections by one research firm, worldwide e-commerce
sales will reach as high as $3.2 trillion in 2003, representing nearly five
percent of all global sales.# Significantly, business-to-business transac-
tions have been the most common form of e-commerce, accounting for
approximately eighty percent of online transactions.5

Likewise, governments around the world have enthusiastically em-
braced e-commerce as a positive development that should be encouraged.
For example, numerous governments have announced that fostering e-
commerce is a major public policy objective.® Indeed, governments them-
selves have benefited from the e-commerce revolution by launching their
own Web sites to better communicate with and serve constituents while
reducing transaction costs.”

State upon state, and country upon country, have noted this move-
ment online and responded by proposing, and in many cases enacting, e-
commerce legislation and regulations on a wide variety of topics: taxa-
tion of e-commerce transactions, jurisdiction over online transactions,

2. Margaret Littman, Cyberspace Race: Online Sales Projected to Reach $368 billion
in 2002, CraiN’s Cui. Bus., Nov. 30, 1998, at SR1.

3. Forrester Research, Inc., U.S. On-Line Business Trade Will Soar to $1.3 Trillion by
2003, according to Forrester Research (visited Dec. 17, 1998) <www forrester.com/Press/
Releases/Standard/0,1184,121,00.html>.

4. Forrester Research, Inc., Forrester Estimating Worldwide Internet Commerce Will
Reach as High as $3.2 Trillion in 2003 (visited Nov. 5, 1998) <http://www.forrester.com/er/
press/releases/standard/0,1358,144,ff. html>.

5. Anne Moore, A Medium That’s Not for Everyone, CraiN’s CHi. Bus., Nov. 30, 1998,
at SR5.

6. See, e.g., A Framework for Global Electronic Commerce (July 1, 1997) <http://www.
ecommerce.gov/framewrk.htm> (noting that the global information infrastructure “has the
potential to revolutionize commerce . . . by dramatically lowering transaction costs and
facilitating new types of commercial transactions” and stating that “[t]o encourage elec-
tronic commerce, the U.S. government should support the development of both a domestic
and global uniform commercial legal framework that recognizes, facilitates, and enforces
electronic transactions worldwide”); European Commission, Proposal for European Parlia-
ment and Council Directive on a Common Framework for Electronic Signatures, (May 13,
1998) <http://www.ispo.cec.be/eif/policy/com98297.htm> (stating that “[e]lectronic com-
merce presents the European Union with an excellent opportunity to advance its economic
integration”).

7. See, e.g., U.S. General Services Administration, Access Certificates for Electronic
Commerce (visited April 9, 1999) <http://www.gsa.gov/aces> This program is designed to
facilitate public access to the services offered by government agencies through use of infor-
mation technologies, including online access to computers for purposes of reviewing, re-
trieving, providing, and exchanging information. Id.
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data protection and data privacy, confidentiality of e-commerce transac-
tions (including export controls of encryption products), unsolicited com-
mercial e-mail (spam), information security, and the enforceability of e-
commerce transactions. In some cases, the legislation has been intended
to promote and facilitate what is seen as a desirable public policy. In
other cases, however, it has been intended to control it.

The enforceability of e-commerce transactions is the most basic and
fundamental issue to be addressed by e-commerce legislation. Moreover,
it is the subject that has seen the most activity, generally in the form of
electronic signature legislation.

Stimulated by the development of the American Bar Association
Digital Signature Guidelines,® electronic signature legislation began
with the Utah Digital Signature Act,® which was enacted in 1995 and
focused solely on issues raised by cryptography-based digital signatures.
Soon thereafter, legislation was introduced in several other states. Yet,
the second state to introduce such legislation, California, quickly
changed its direction by adopting a very minimalist and technology-neu-
tral approach limited to transactions with state government agencies.1?
Subsequent legislation rapidly migrated from technology-specific stat-
utes focused on digital signatures to technology-neutral statutes that fo-
cused generally on all types of electronic signatures.

At last count, forty-nine states, the U.S. Federal Government, and
the governments of over fifteen countries have enacted or are currently
considering some form of electronic signature legislation.!! In the U.S.
alone, fifty-seven new electronic signature bills were introduced in the
state legislatures during the first two months of 1999.12 In addition, the
National Conference of Commissioners on Uniform State Laws
(“NCCUSL”) is completing a project to develop a Uniform Electronic
Transactions Act (“UETA?”) in the U.S.;13 the European Union has pro-
posed a Directive on a Common Framework for Electronic Signatures for

8. Information Security Committee, Electronic Commerce Division, Digital Signature
Guidelines, 1996 AB.A. Sec. Sc1. & TecH. [hereinafter Digital Signature Guidelines],
available at <http://www.abanet.org/settach/ec/isc/dsgfree.html/>.

9. See Uran CopE AnN. §§ 46-3-101 to 46-3-504 (1999).

10. See CaL Gov't Copk § 16.5 (West 1999).

11. See McBride Baker & Coles, Hot Topics, (visited Apr. 9, 1999) <http:/
www.mbc.com> (providing a regularly updated summary of all enacted and pending elec-
tronic and digital signature legislation). Massachusetts is the only state that has not intro-
duced any e-commerce legislation). Id.

12. See McBride Baker & Coles, Summary of Electronic Commerce and Digital Signa-
ture Legislation (visited Apr. 12, 1999) <http://www.mbc.com/ds_sum.html>.

13. The UETA project was completed in Spring 1999 and will be ready for approval by
NCCUSL at its annual meeting in the Summer of 1999. Accordingly, the UETA should be
ready for enactment by the states in early 2000.
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the European Union;14 and the United Nations Commission on Interna-
tional Trade Law (“UNCITRAL”) Working Group on Electronic Com-
mercel® completed work on its Model Law on Electronic Commerce!® in
1996, and is currently drafting international legislation addressing digi-
tal signatures and certification authorities.!? The Organization for Eco-
nomic Co-operation and Development (“OECD”) is also addressing
electronic signature legal issues,'8 as are several other public and pri-
vate organizations.19

Yet a quick look at the electronic signature legislation currently en-
acted or under consideration2? reveals that while there is agreement on
where we ultimately want to go (facilitating e-commerce), there is little
agreement on how to get there. As discussed in more detail below, legis-

14. See European Commission, supra note 6, at 1.
15. UNCITRAL: THe Unrrep NATIONS COMMISSION ON INTERNATIONAL TRADE Law
(2d ed. 1991). UNCITRAL is the body within the United Nations primarily
charged with oversight of international commercial law. It was created in 1966 by
General Assembly Resolution 2205 (XXI) in order to enable the United Nations to
play a more active role in reducing or removing legal obstacles to the flow of inter-
national trade. A list of its completed projects and their current status may be
found at UNCITRAL’s home page <http:/www.un.or.at/uncitral>.
Amelia H. Boss, Electronic Commerce and the Symbiotic Relationship Between Interna-
tional and Domestic Law Reform, 72 TuLanE L. Rev, 1932 n.3 (1998).

16. See United Nations, UNCITRAL Model Law on Electronic Commerce with Guide to
Enactment 1996 (visited Apr. 19, 1999) <www.un.or.at/uncitral/english/texts/electcom/ml-
ec.htm>.

17. In 1996, UNCITRAL decided to place the issues of digital signatures and certifica-
tion authorities on its agenda. UNCITRAL’s Working Group on Electronic Commerce was
requested to examine the desirability and feasibility of preparing uniform rules on those
topics, and to provide UNCITRAL with sufficient elements for an informed decision regard-
ing the scope of the uniform rules to be prepared. As to a more precise mandate for the
Working Group, it was agreed that the uniform rules should address such issues as: the
legal basis supporting certification processes, including emerging digital authentication
and certification technology; the applicability of the certification process; the allocation of
risk and liabilities of users, providers, and third parties using certification techniques; the
specific issues of certification through the use of registries; and incorporation by reference.
See United Nations Commission on International Trade Law, Report of the Working Group
on Electronic Commerce on the Work of its Thirty-Second Session (Feb. 11, 1998) <http:/
www.un.or.at/uncitral/english/sessions/unc/unc-31/acn9-446.htm>.

18. See Organisation for Economic Co-operation and Development, EMU—Facts,
Challenges and Policies (last modified Mar. 16, 1999) <http://www.oecd.org>. The OECD is
an international organization with twenty-nine member countries from North America,
Europe, and the Asia-Pacific area. Based in Paris, France, OECD is a forum permitting
governments of the industrialized democracies to study and formulate economic and social
policies. Its sole function is direct cooperation among the governments of its member coun-
tries. Id.

19. See, e.g., ILPF, Internet Law and Policy Forum (visited Apr. 9, 1999) <http:/
www.ilpf.org>.

20. See McBride Baker & Coles, supra note 12 (providing a summary of all electronic
and digital signature legislation).
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lation ranges from a minimalist approach that simply authorizes the use
of electronic signatures in very limited circumstances, to legislation that
establishes some evidentiary presumptions and default provisions that
parties can contract out of, to a very formal and highly regulatory ap-
proach governing the manner in which digital signatures may be used
and certification authorities may operate.2!

The essential question with regard to electronic signature legislation
is: How far down the road will it take us? Can the various types of legis-
lation move e-commerce in the right direction, or might they cause unin-
tended detours? Should we simply wait for disputes to arise and leave it
to judges to transform the legal landscape? Do the laws that work re-
markably well and provide predictability in the traditional, paper-based
commercial world translate line for line and serve as adequate mile
markers for companies blazing trails to more efficient commerce on the
new electronic frontier? Given the explosion of e-commerce activity, is
legislation even necessary, or are there inherent limits to the growth of
e-commerce that legislation could help to overcome?

Enacting legislation designed simply to remove barriers, while an
important and worthwhile endeavor, may not move us far enough toward
the ultimate goal. Conversely, enacting laws or imposing regulations
that force the market to use a specific business model or specific technol-
ogy, or that protect against perceived problems that have not yet sur-
faced, might preclude the pursuit of more promising e-commerce
avenues.

Yet, if done properly, electronic signature legislation can, and per-
haps should, be designed and enacted to accomplish two goals: (1) to re-
move barriers (actual and perceived) to e-commerce, and (2) to enable
and promote the desirable public policy goal of e-commerce by helping to
establish the “trust” and the “predictability” needed by parties doing
business online. These two goals might be best accomplished by enacting
legislation that preserves freedom of contract while recognizing that, be-
cause parties don’t always resolve all issues by prior contractual agree-
ment, limited default rules should apply when such unresolved issues
arise. Although the judiciary will certainly play a key role in establish-
ing the rules that will govern online transactions, we should not auto-
matically discount the positive contributions and early guidance that
legislation can provide. Likewise, while the goal of technology neutrality
is important from the standpoint of not stifling development or unfairly
favoring one technology over another, we must be careful as we draft
electronic signature legislation not to let neutrality become an excuse to
avoid addressing legitimate new issues raised by a unique technology, or
worse, use neutrality as a means to discriminate against the develop-

21. Id.
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ment of those technologies seen by most as facilitating secure e-com-
merce. Finally, we must continually be cognizant of the danger that the
forty-nine different versions of electronic signature legislation under-
taken by the various states in this country might, despite our best inten-
tions, actually undermine the trust and predictability we are seeking to
establish.

Toward that end, this article explores some of the questions we
should be asking ourselves in using electronic signature legislation as a
vehicle for advancing e-commerce.22 First, we will define what we mean
when we refer to electronic and digital signatures. Second, we will ex-
amine the three fundamental legal issues raised by online transactions
that have fostered the felt need for electronic signature legislation. Fur-
thermore, for each issue, we will outline the underlying concerns, ex-
amine the primary legislative approaches developed to date, and discuss
the role that electronic signature legislation—whether at the state or
federal level—can play in allaying the identified concerns. Third, we will
conclude with some thoughts on legislation’s role in promoting the
growth of e-commerce by reviewing some statutes that have historically
been a positive force in promoting economic growth.

II. THE CORE LEGISLATIVE CONCERN: ELECTRONIC AND
DIGITAL SIGNATURES

The core concern of electronic signature legislation has been elec-
tronic documents, sometimes referred to as “records” or “electronic
records,”3 and “signatures” that are created, communicated, and stored
in electronic form.2¢ Generally, these signatures are referred to as either
“electronic signatures” or “digital signatures.” Unfortunately, these
terms themselves have created considerable confusion.2? Thus, for pur-

22. Because our focus is primarily on business-to-business e-commerce, we do not ad-
dress the additional issues raised by consumers’ concerns.

23. See, e.g., 5 ILL. CoMP. STAT. 175/5-105 (effective July 1, 1999). Under Illinois law, a
“record” is “information that is inscribed, stored, or otherwise fixed on a tangible medium
or that is stored in an electronic or other medium and is retrievable in perceivable form.”
Id. Additionally, an “electronic record” is a “record generated, communicated, retrieved, or
stored by electronic means for use in an information system or for transmission from one
information system to another.” Id. See also Report of the United Nations Commission on
International Trade Law on The Work of its Twenty-Ninth Session, U.N. GAOR, 51st Sess.,
Supp. No. 17, at Annex 1, U.N. Doc. A/51/17 (1996).

24. “Electronic” form refers generally to a variety of formats by which information can
be stored, including electrical, digital, magnetic, optical, electromagnetic, or any other form
of technology that entails capabilities similar to the foregoing technologies. See, e.g., 5 ILL.
Comp. Star. 175/5-105.

25. Because all forms of electronic signatures exist in digital form, many of the elec-
tronic signature statutes erroneously use the technology-specific term “digital signature” to
refer to the generic class of all methods by which an electronic message can be signed—i.e.,
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poses of this article, we will define these terms as most commentators
have:26

e “Electronic signature” is a generic, technology-neutral term that
refers to the universe of all of the various methods by which one can
“sign” an electronic record. Although all electronic signatures are repre-
sented digitally (i.e., as a series of ones and zeroes), they can take many
forms and can be created by many different technologies. Examples of
electronic signatures include: a name typed at the end of an e-mail
message by the sender; a digitized image of a handwritten signature that
is attached to an electronic document (sometimes created via a biomet-
rics-based technology called signature dynamics);27 a secret code or PIN
(such as that used with ATM cards and credit cards) to identify the
sender to the recipient; a code or “handle” that the sender of a message
uses to identify himself; a unique biometrics-based identifier, such as a
fingerprint or a retinal scan; and a digital signature (created through the
use of public key cryptography).

¢ “Digital signature™38 is simply a term for one technology-specific
type of electronic signature. It involves the use of public key cryptogra-

electronic signatures. Some statutes correctly use the term “digital signature” to refer to a
public key cryptography-based signature, while other statutes use it to refer to any type of
signature in digital form (i.e., an “electronic signature”). Statutes in this latter category
include: Ariz. REv. StaT. ANN. § 41-132 (West 1998); CaL. Gov’t CopE § 16.5 (West 1999);
Ga. CopE ANN. § 10-12-4 (Michie 1998); 15 ILL. Comp. StaT. 405/14.01 (West 1998); Mb.
CoDE ANN. StaTE Gov'r § 8-504 (1998); NEB. REv. StAT. ANN. § 86-170 (Michie 1999); N.H.
REv. StaT. AnN. § 294-D: 4 (1999); TeEx. Gov't CoDE ANN. § 2054.060 (West 1999); Tex.
Transp. CopeE ANN. § 201.933 (West 1999); Va. CopE ANN. §§ 59.1-467, 59.1-468, 59.1-469
(Michie 1998). See e.g., CaL Gov't CopE § 16.5 (defining a “digital signature” as “an elec-
tronic identifier, created by computer, intended by the party using it to have the same force
and effect as the use of a manual signature”). Cf. Fra. Star. § 282.70 (West 1998) (defining
an “electronic signature” more appropriately as “any letters, characters, or symbols, mani-
fested by electronic or similar means, executed or adopted by a party with an intent to
authenticate a writing”).

26. Global Information Infrastructure Commission, A Global Action Plan for Business
With Governments Toward Electronic Commerce (Sept. 9, 1998 draft) <http://www.giic.org/
pubs/e_biaa.pdf>. A consensus appears to be emerging to define “electronic signature” as
the process of signing an electronic document or transaction to obtain legal equivalence
with the hand written signature, and “digital signature” as one (but not the only) technique
to deliver the functions required of an electronic signature. Id.

27. CaL. CopE REgs. tit. 2 § 22003(b)(1)XD) (1998). Under the California Digital Signa-
ture Regulations, “‘Signature Dynamics’ means measuring the way a person writes his or
her signature by hand on a flat surface and binding the measurements to a message
through the use of cryptographic techniques.” Id.

28. For purposes of this article, we assume that the reader is familiar with digital
signatures and the asymmetric (public key) cryptography used to create them. For an over-
view of this technology and the process by which digital signatures are created; see THOMAS
J. SMEDINGHOFF, ONLINE Law chs. 3, 4, 31 (1996); Warwick FOrRD AND MICHAEL Bauwm,
SeEcure ELEcTRONIC COMMERCE (1997); Digital Signature Guidelines, supra note 8.
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phy?°® to “sign” a message,3° and is perhaps the one type of electronic
signature that has generated the most business and technical efforts, as
well as legislative responses.

A signature, whether electronic or on paper, is first and foremost a
symbol that signifies intent. Thus, the definition of “signed” in the Uni-
form Commercial Code includes “any symbol” so long as it is “executed or
adopted by a party with present intention to authenticate a writing.”31
The primary focus, of course, is on the “intention to authenticate,” which
distinguishes a signature from an autograph. Yet, the nature of that in-
tent will vary with the transaction, and in most cases can be determined
only by locking at the context in which the signature was made.32 A
signature may, for example, signify an intent to be bound to the terms of
the contract, the approval of a subordinate’s request for funding of a pro-
ject, confirmation that a signer has read and reviewed the contents of a
memo, an indication that the signer was the author of a document, or
merely that the contents of a document have been shown to the signer
and that he or she has had an opportunity to review them.

In addition to evidencing a person’s intent, a signature can also
serve two secondary purposes. First, a signature may be used to identify
the person signing. Second, a signature may serve as some evidence of
the integrity of a document, such as when parties sign a lengthy contract
on the final page and also initial all preceding pages to guard against
alterations in the integrity of the document through a substitution of
pages.

For electronic transactions, these secondary signature functions of
identity and integrity can be key. Especially to the extent that we auto-
mate electronic transactions, and conduct them over significant dis-
tances using easily altered digital technology, the need for a way to
ensure the identity of the sender and the integrity of the document be-
comes pivotal.

Unlike the world of paper-based commerce, where the requirement
of a signed writing most frequently serves the function of showing that
an already identified person made a particular promise, in the e-com-

29. Public key cryptography employs an algorithm using two different but mathemati-
cally related cryptographic keys. One key is for creating a digital signature or transform-
ing data into a seemingly unintelligible form, and the other key is for verifying a digital
signature or returning the message to its original form.

30. In more technical terms, a digital signature is the sequence of bits that is created
by running an electronic message through a one-way hash function to create a unique di-
gest (or “fingerprint”) of the message and then using public key encryption to encrypt the
resulting message digest with the sender’s private key.

31. U.C.C. § 1-201(39) (1999).

32. Some statutes, however, infer intent. See, e.g., CCA, Singapore Electronic Trans-
actions Act 1998, §18(2)(b) <http://www.cca.gov.sg/eta/framecontent.htm> [hereinafter Sin-
gapore Electronic Transactions Act).
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merce world, a requirement of an authenticated electronic message
serves not only this function, but the more fundamental function of iden-
tifying the person making the promise contained in the message in the
first place. This additional function is critical in e-commerce because
there are few other methods of establishing the source of an electronic
message.33

Thus, while handwritten signatures in most cases serve merely to
indicate the signer’s intent, signatures in an electronic environment typi-
cally serve three critical purposes for the parties engaged in an e-com-
merce transaction—i.e., to identify the sender,34 to indicate the sender’s
intent (e.g., to be bound by the terms of a contract), and to ensure the
integrity of the document signed.35

III. THE FUNDAMENTAL LEGAL ISSUES RAISED
BY E-COMMERCE

Three fundamental legal issues arise when parties to a transaction
use electronic records to replace paper, employ an electronic medium as
the mode of communication, and use electronic signatures to authenti-
cate their transactions:

o Is it legal? Both federal and state law contain many requirements
that transactions be documented in “writing” and be “signed.” Many are
concerned that this requires ink on paper and, thus, that electronic com-
munications do not meet appropriate legal requirements for writing and
signature and will not be enforceable.

® Can I trust the message? Recipients of electronic messages must
have some basis for trusting the message (from a legal perspective), so
that they can act in reliance upon the message, often in real time, and
without the need for out-of-band verification communications. Achieving
the key goals of e-commerce (including speed, efficiency, and economy)
requires that recipients of electronic messages be willing to act in reli-
ance on messages received (e.g., ship product, transfer funds, enter into
binding contractual commitments, change position in reliance on
messages), and to do so promptly and in many cases automatically. Yet,
the indicia of reliability that usually accompany paper-based communi-

33. R. J. Robertson, Jr., Electronic Commerce on the Internet and the Statute of Frauds,
49 S.C. L. Rev. 813 (1998).

34. See infra notes 60-65 and accompanying text. In apparent recognition of this fact,
the electronic signature statutes enacted in several states (e.g., California) require that an
electronic symbol identify the signer before that symbol will qualify as an electronic
signature.

35. It is, of course, possible to use a security procedure to preserve the integrity of an
electronic record without creating an electronic signature. Yet, regardless of whether an
electronic signature or an alternative security procedure is used, the issue of ensuring the
integrity of electronic documents must be addressed.
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cations (such as a paper document signed with ink signatures and deliv-
ered by trusted third parties such as the U.S. Postal Service) are missing
in electronic transactions. Moreover, the ease with which digital docu-
ments can be altered without detection increases the risk of fraud for
electronic transactions.

o What are the rules of conduct? As with all legal transactions, the
parties should know the rules of the game. For example, what is the
liability of a certification authority or a trusted third party for inaccurate
identification? What is the liability of the signer of a message who loses
the private key or other signature device used to create the message?
What is required for cross-border recognition of electronic messages?

The most difficult question of all is what role, if any, electronic sig-
nature legislation should play in addressing such legal issues. The fol-
lowing sections will explore these three legal issues, the extent to which
electronic signature legislation addresses these issues, and the direction
in which such legislation should be moving.

A. Is It LEcaL? REmoviNG BARRIERS TO ELECcTRONIC COMMERCE
1. The Issue

The first of these three issues—is e-commerce legal?—is the most
fundamental, because it involves questions regarding the enforceability
of electronic transactions. This issue raises concerns regarding whether
electronic records and electronic signatures meet legal formalities such
as the writing and signature requirements imposed by a variety of stat-
utes and regulations; whether an electronic record constitutes an “origi-
nal” for evidentiary purposes;3¢ whether electronic records and electronic
signatures will be denied admissibility because of their electronic form;

36. The requirement that a document be “an original” occurs in a variety of contexts

for a variety of reasons. In many situations, documents must be transmitted unchanged
(i.e., in their “original” form), so that other parties may have confidence in their contents.
Examples of documents where an “original” is often required include trade documents (e.g.,
weight certificates, agricultural certificates, quality/quantity certificates, inspection re-
ports, insurance certificates) and non-business related documents (e.g., birth certificates
and death certificates). When these documents exist on paper, they are usually only ac-
cepted if they are “original,” because alterations may be difficult to detect in copies.
The requirement that a document be “an original” is also important from an evidentiary
perspective. In particular, the “best evidence rule,” sometimes referred to as the “original
document rule,” requires that: “[iln proving the terms of a writing, where the terms are
material, the original writing must be produced unless it is shown to be unavailable for
some reasons and other than the serious fault of the proponent.” Epwarp W. CLeary, Mc-
CorMick oN EviDENCE § 230 at 704 (3d ed. 1984). See also 6 Jock B. WEINSTEIN'S FEDERAL
EviDencE § 1002 (Joseph M. McLaughlin & Matthew Bender eds., 2d ed. 1998) (defining
“Requirement of Original,” which states that “to prove the content of a writing, recording or
photograph, the original writing, recording, or photograph is required, except as otherwise
provided in these rules or by act of Congress”).
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whether records can be maintained solely in an electronic form; and
whether the recordkeeper can establish the authenticity and integrity of
such records.

Yet, the concern that has generated the most discussion, and the one
that we examine here, is whether electronically signed records meet
writing and signature requirements. In many cases, the law requires
that an agreement be both documented in “writing,”37 and “signed” by
the person who is sought to be held bound, in order for that agreement to
be enforceable. The Statute of Frauds is, of course, the best example of
such a law.38 Nevertheless, thousands of other federal, state, and local
statutes and regulations also require a transaction to be documented by
a writing and a signature. In Illinois, for example, over 3,000 statutory
sections contain such requirements. Likewise, Georgia has over 5,500,
and Ohio has over 8,000, such statutory sections.3°

Statutes and regulations that require transactions to be “in writing”
and “signed” are generally perceived to constitute barriers to e-com-
merce—barriers that must be removed if e-commerce is to flourish.
Otherwise, an electronic record might not satisfy statutory writing re-
quirements, and an electronic signature might not satisfy statutory sig-
nature requirements. In other words, there is a concern that writing and
signature requirements are satisfied only by ink on paper. Interestingly,
however, concerns over whether electronic records and electronic signa-
tures will satisfy these legal requirements may not be warranted.4® As

37. Requirements that agreements be “in writing” serve a variety of purposes. These
include: (1) providing tangible evidence of the existence and nature of the intent of the
parties to bind themselves; (2) alerting parties to the consequences of entering into a con-
tract; (3) providing a document that is legible to all, including strangers to the transaction;
(4) providing a permanent record of the transaction that remains unaltered over time; (5)
allowing the reproduction of a document so that each party can have a copy of the same; (6)
allowing for the authentication of the data by means of a signature; (7) providing a docu-
ment that is in a form acceptable to public authorities and courts; (8) finalizing the intent of
the author of the writing and providing a record of that intent; (9) allowing easy storage of
data in tangible form; (10) facilitating control and subsequent audit for accounting, tax, or
regulatory purposes; and (11) bringing legal rights and obligations into existence in those
cases where a “writing” is required for validity purposes. See Commission on Electronic
Commerce and Crime, Final Report of the Commission on Electronic Commerce and Crime
(Mar. 23, 1998) <http://www.mbc.com/ceccmsg.html>.

38. For the Statute of Frauds and contracts involving the sale of goods, see U.C.C. § 2-
201(1) (1998); see also U.C.C. § 1-206 (1998) (limiting enforcement of unsigned, unwritten
contracts for the sale of securities for $5,000 or more). See REsTATEMENT (SECOND) OF CON-
TRACTS, § 110 statutory note, at 284-85 (1982) for a state-by-state listing of state statutes of
frauds.

39. See Report of the National Conference of Commissioners on Uniform State Laws
(NCCUSL), Uniform Electronic Transactions Act, Task Force on State Law Exclusions
(Sept. 18, 1998), <http://www.webcom.com/legaled/ETAForum/docs/report4.html>.

40. See Letter from Business Software Alliance, to Professor Raymond T. Nimmer &
Carlyle C. Ring, Jr., Article 2B Drafting Committee (Jan. 20, 1999) <http:/
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the discussion below indicates, the case law suggests that courts would
find that electronic records can meet the statutory writing requirements,
and that electronic signatures can meet the statutory signature
requirements.

a. Writing Requirement

The traditional definition of a “writing” is not limited to ink on pa-
per. Rather, the essence of the requirement is that the communication
be reduced to a tangible form.4? As early as 1869, a New Hampshire
court found a telegraphed contract to be a sufficient writing under the
Statute of Frauds:

It makes no difference whether that operator writes the offer or the
acceptance . . . with a steel pen an inch long attached to an ordinary
penholder, or whether his pen be a copper wire a thousand miles long.

In either case the thought is communicated to the paper by use of the

finger resting upon the pen; nor does it make any difference that in one

case common record ink is used, while in the other case a more subtle
fluid, known as electricity, performs the same office.*2

Courts have also found telexes, Western Union Mailgrams, and even
tape recordings to be writings under the Statute of Frauds.43 Faxes have
been assumed to be writings under the Statute of Frauds.#* Magnetic
recordings of data on computer disks have been held to constitute “writ-
ings” for a variety purposes, including under forgery statutes and copy-
right law.45 Accordingly, it is likely that a court would find that

www.2bguide.com/docs/0199bsa.html>. According to the Business Software Alliance, “bil-
lions of dollars of business is being successfully conducted on an assumption of nondiscrim-
ination [against electronic records and signatures] and there are no reported decisions that
could be fairly construed as systematically discriminating against electronic records or sig-
natures in the context of contract law issues.” Id.

41. The U.C.C. defines “written” or “writing” as “printing, typewriting or any other in-
tentional reduction to tangible form.” U.C.C. § 1-201(46) (1998) (emphasis added).

42. Howley v. Whipple, 48 N.H. 487 (1869). One commentator has noted that “the
Whipple opinion was a bit eccentric in its metaphors, to be sure, but was not maverick in
its results.” Douglas Morrison, Note, The Statute of Frauds Online: Can a Computer Sign a
Contract for the Sale of Goods? 14 Geo. Mason U. L. Rev. 637 (1992).

43. Joseph Denunzio Fruit Co. v. Crane, 79 F. Supp. 117 (S.D. Cal. 1948) (holding that
a telex is a writing); McMillan Ltd. v. Weimer Drilling & Eng. Co., 512 So0.2d 14 (Ala. 1986)
(holding that a mailgram is a writing); Ellis Canning Co. v. Bernstein, 348 F. Supp. 1212
(D. Colo. 1972) (holding that a tape recording is a writing). But see Roos v. Aloi, 127
Misc.2d 864 (N.Y. Sup. Ct. 1985) (holding that a tape recording is not a writing).

44. See Bazak Int'l Corp. v. Mast Indus., Inc., 535 N.E.2d 633 (N.Y. 1989) (assuming
faxes to be writings under U.C.C. 2-201). In American Multimedia Inc. v. Dalton Packag-
ing, Inc., 143 Misc.2d 295 (N.Y. Sup. Ct. 1989), a faxed purchase order was assumed to be a
writing for purposes of a federal arbitration statute.

45. People v. Avila, 770 P.2d 1330 (Colo. Ct. App. 1988) (stating that recording on com-
puter disk was a “writing” for purposes of forgery statute). See also Clyburn v. Allstate,
826 F. Supp. 955 (D.S.C. 1993).
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electronic messages recorded in a tangible medium would also satisfy the
writing requirement.6

b. Signature Requirement

Generally, a signature is “any symbol executed or adopted by a party
with present intention to authenticate a writing.”4? Thus, the key re-
quirement is not ink on paper, but rather the presence of a “symbol” cou-
pled with the party’s “intention.”

The courts have found many symbols on a variety of media to be
signatures: names on telegrams,*® names on telexes,*® typewritten
names,?® names on Western Union Mailgrams,5! and even names on let-
terhead.52 Faxed signatures have also been assumed to constitute effec-
tive signatures.53 Thus, any symbol or code on an electronic record that

46. Some courts may have concerns about reliability—i.e., whether magnetic media
are more subject to tampering than paper—but these concerns should not affect whether
an electronic transmission is considered a writing. Rather, they should only be relevant to
the authentication, for evidence purposes, of a particular transmission record. But see Mor-
rison, supra note 42, at 637 (analyzing reliability of EDI records in determining whether to
consider them “writings” under the Statute of Frauds).

47. U.C.C. § 1-201(39) (1998).

48. Selma Savings Bank v. Webster County Bank, 206 S.W. 870 (Ky. 1918); Hillstrom
v. Gosnay, 614 P.2d 466 (Mont. 1989). But see Pike Indus., Inc. v. Middlebury Assoc., 398
A.2d 280 (Vt. 1979); affd on other grounds, 436 A.2d 725 (Vt. 1980), cert denied, 455 U.S.
947 (1992). See Morrison, supra note 42, at 637.

49. Joseph Denunzio Fruit Co. v. Crane, 70 F. Supp. at 117; Franklin County Coop. v.
MFC Services, 441 So0.2d 1376 (Miss. 1983); Hideca Petroleum Corp. v. Tampimac Oil Int’]l
Ltd., 740 S.W.2d 838 (Tex. Ct. App. 1987). But see Miller v. Wells Fargo Bank Int’l Corp.,
406 F. Supp. 452 (S.D.N.Y. 1975) (suggesting that there was a question as to whether test
key on telex is a signature).

50. In Watson v. Tom Growney Equip. Inc., 721 P.2d 1302 (N.M. 1986), a name typed
on a purchase order was found to be a sufficient signature, because the signatory had delib-
erately filled out other details on the form. See In re Matter of Save-On Carpet of Arizona,
Inc., 545 F.2d 1239 (9th Cir. 1976) (holding that a typewritten signature on a U.C.C. fi-
nancing statement satisfied the signature requirement of the Statute of Frauds). But see
In re Carlstrom, 3 U.C.C. Rep. Serv. 766 (Bk. D. Me. 1966). See also A & G Const. Co. v.
Reid Bros. Logging Co., 547 P.2d 1207 (Alaska 1976) (holding that a typed name was
sufficient).

51. Hesenthaler v. Farzin, 564 A.2d 990 (Pa. Super. Ct 1989) (focusing on intent to
authenticate); McMillan Ltd v. Warrior Drilling & Eng Co., 512 So. 2d 14 (Ala. 1986).

52. In Kohlmeyer & Co. v. Bowen, 192 S.E.2d 400 (Ga. Ct. App. 1972), a securities
brokerage firm’s name was printed on a confirmation statement for the sale of securities.
The court found that the printed name was intended as authentication and met the signa-
ture requirement under the Statute of Frauds. See also Associated Hardware Supply Co. v.
Big Wheel Distrib. Co., 355 F.2d 114 (3d Cir. 1966) (discussing printed names on
letterhead).

53. In Beatty v. First Exploration Fund 1987 and Co. Limited Partnership, 25
B.C.L.R.2d 377 (1988), a British Columbia case, faxed signatures on proxy documents were
sufficient to meet the signature requirements under a limited partnership agreement. In
Gilmore v. Lujan, 947 F.2d 1340 (9th Cir. 1991), the court upheld an agency’s determina-
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is intended as a signature should also meet the requirement. Even a
name typed at the end of an e-mail should qualify as a signature,54 so
long as it was created with the proper intent.

Yet, concerns have lingered not only because of a few contrary court
decisions,5 but also because of a lack of specific statutory authorization.
Notwithstanding the foregoing case law, a general concern about the “le-
gality” of electronic records and electronic signatures has persisted, lead-
ing to numerous calls for legislation to remove the perceived barriers to
e-commerce resulting from traditional writing and signature require-
ments. The benefits of predictability in the law?€ argue in favor of legis-
lation that clearly and unambiguously states that electronic signatures
satisfy legal signature requirements and that electronic records can sat-
isfy legal writing requirements.

2. The Legislative Response

All electronic signature statutes enacted to date have a component
designed to remove these perceived barriers to e-commerce. In fact, for
most electronic signature legislation, that is the only issue that is
addressed.

Unfortunately, the legislative approaches to what appears to be a
simple issue of merely removing barriers to e-commerce have been some-
what varied and inconsistent, and may have actually made the situation
worse. Specifically, in clarifying that electronic records meet writing re-
quirements and that electronic signatures meet signature requirements,
statutes have differed greatly regarding two fundamental issues: (1)
What qualifies as a signature; and (2) what types of transactions can be
undertaken using electronic records and electronic signatures. The fol-
lowing sections discuss the variety of legislative approaches (and incon-
sistencies) regarding these two issues.

a. What Qualifies as a Signature?

Perhaps the biggest issue that arises in legislation devoted to remov-
ing barriers to e-commerce is the question of what type of electronic sig-
nature qualifies as a signature (i.e., meets statutory and regulatory
signature requirements). Unfortunately, there is no uniform answer to

tion that a fax did not meet the regulation’s strict requirement that a document be “ho-
lographically signed in ink,” but criticized the agency for its narrow-minded approach. In
Madden v. Hegadon, 565 A.2d 725 (N.J. Super. 1989), affd 571 A.2d 296 (N.J. 1989), a
faxed signature was deemed effective for filing a nomination petition.

54. See BENnJaMIN WrIGHT, THE Law oF ELEcTRONIC COMMERCE (1994).

55. See, e.g., Department of Trans. v. Norris, 474 S.E.2d 216 (Ga. Ct. App. 1996), rev’d
sub nom., Norris v. Georgia Dep't of Trans., 486 S.E.2d 826 (Ga. 1997) (holding that a fax
transmission was not a writing).

56. See discussion infra Section C.3.
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this question. Typically, legislation has taken one of three apparently
inconsistent approaches: (1) all electronic signatures satisfy legal signa-
ture requirements; (2) electronic signatures satisfy legal signature re-
quirements only when they possess certain security attributes; or (3)
digital signatures satisfy legal signature requirements.

Moreover, not only is legislation inconsistent from state to state, but
in some cases inconsistent approaches have been enacted within the
same state.

In the paper world, at least in the United States, anything can qual-
ify as a signature. The current definition of signature in the Uniform
Commercial Code (“U.C.C.”) includes “any symbol made with an intent to
authenticate.”7 Because there is no requirement as to the nature of the
mark that qualifies, courts have found that, in addition to the traditional
handwritten signature, a wide variety of marks (including a simple “X”)
will qualify.58 Several states have taken the same approach with elec-
tronic signatures—that is, any form of electronic “symbol” on a message
can qualify as a signature.5? All such statutes take a technology-neutral

57. U.C.C. § 1-201(39) (1999) (emphasis added).

58. See notes 47-56 and accompanying text.

59. See Ariz. REv. STaT. ANN. § 41-132(D)(4) (West 1998) (defining electronic signature
as an “electronic or digital method of identification that is executed or adopted by a person
with the intent to be bound by or to authenticate a record”); FLA. STaT. ANN. § 282.72(4)
(West 1998) (“Electronic signature means any letters, characters, or symbols, manifested
by electronic or similar means, executed or adopted by a party with an intent to authenti-
cate a writing.”); 5 ILL. Comp. STaT. 175/5-105 (effective July 1, 1999) (“[Alny symbol exe-
cuted or adopted, or any security procedure employed or adopted, using electronic means or
otherwise, by or on behalf of a person with intent to authenticate a record.”); INp. Cong
ANN, § 5-24-2-2 (West 1998) (“[Aln electronic identifier, created by computer, executed or
adopted by the party using it with the intent to authenticate a writing.”); Miss. CoDE ANN.
§ 25-63-1 (1998) (“[Alny word, group of letters, name, including a trader-assumed name,
mark, characters or symbols made manually, by device, by machine, or manifested by elec-
tronic or similar means, executed or adopted by a party with the intent to authenticate a
writing.”); N.H. Rev. StaT. ANN. § 506:8 (1999) (“Electronic signature means a digital sig-
nature, executed or adopted by a party with an intent to authenticate a writing.”); OHio
Rev. CopE AnN. § 3701.75

(“[Alny of the following attached to or associated with an electronic record by an

individual to authenticate the record: (a) a code consisting of a combination of let-

ters, numbers, characters, or symbols that is adopted or executed by an individual

as that individual’s electronic signature; (b) a computer-generated signature code

created for an individual; (c) an electronic image of an individual’s handwritten

signature created by using a pen computer.”);
Or. Rev. StaT. § 192.835 (1998) (“[Alny letters, characters or symbols, manifested by elec-
tronic or similar means, executed or adopted by a party with an intent to authenticate a
writing.”); S.C. Cope ANN. § 26-5-330 (Law. Co-op. 1998) (“[Alny identifier or authentica-
tion technique attached to or logically associated with an electronic record that is intended
by the party using it to have the same force and effect as a manual signature.”); TeEx. Bus.
& Com. CopE ANN. § 2.108 (West 1998) (“[Aln electronic identifier, created by a computer,
intended by the party using it to have the same force and effect as the use of a manual
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approach to the means by which such signatures are created (i.e., they do
not specify the technology that must be used, only the result that must
be achieved). The only requirements are, quite simply, the existence of a
symbol or security procedure, and an intent to authenticate on the part
of the signer. The proposed Uniform Electronic Transactions Act also
takes this approach.6®

A second category of statutes, however, requires that electronic sig-
natures possess certain attributes or meet certain requirements before
they will be considered legally enforceable. Virtually all of these statutes
take a technology-neutral approach to these requirements.

Perhaps the most common requirements imposed by this second cat-
egory of statutes derive from a decision of the U.S. Comptroller General
that was first included in the California legislation enacted in late
1995.61 Under statutes adopting this approach, an electronic signature
is legally effective as a signature only if it is: (1) unique to the person
using it; (2) capable of verification; (3) under the sole control of the per-
son using it; and (4) linked to the data in such a manner that if the data
is changed, the signature is invalidated. Some statutes have varied this
approach by including these four requirements in the definition of an
electronic signature (i.e., it’s not an electronic signature if it doesn’t pos-
sess those four attributes) but also specifying that only electronic signa-
tures are legally effective as signatures. In either case, however, this
approach requires attributes of security as a precondition to the validity
of the signature itself, something not required for paper-based signa-
tures. Statutes in nearly a third of the states have adopted this ap-
proach.62 The draft European Directive takes a similar approach.3

signature.”); Va. Cope AnN. §§ 59.1-467, 59.1-468, 59.1-469 (Michie 1998) (“[Aln electronic
identifier, created by a computer, intended by the party using it to have the same force and
effect as the use of a manual signature.”); W. Va. Copk § 39-5-2 (e) (1998) (“[Alny identifier
or authentication technique attached to or logically associated with an electronic record
that is intended by the person using it to have the same force and effect as a manual signa-
ture.”); Wis. STAT. ANN. § 137.04(2) (West 1999) (“[Alny combination of words, letters, sym-
bols or characters that is attached to or logically associated with an electronic record and
used by a person for the purpose of authenticating a document that has been created in or
transformed into an electronic format.”).

60. See Uniform Transactions Act, § 102(8) (May 10, 1999 interim draft) (on file with
author).

61. See U.S. Comptroller General, Matter of National Institute of Standards and Tech-
nology: Use of Electronic Data Interchange Technology to Create Valid Obligations, 71
Comp. Gen. 109 (1991); (Dec. 13, 1991); CaL. Gov’t. CopE § 16.5 (West 1999).

62. See ALaska StaT. § 09.25.510 (Michie 1999) (applying generally to all communica-
tions); CaL. Gov’t Cope § 16.5 (limiting application to communications with public enti-
ties); Ga. Cope ANN. § 10-12-4 (Michie 1998) (applying generally to all communications);
Ipano Copk § 67-2357 (1998) (limiting application to the filing and issuing of documents by
and with state and local agencies); 15 ILL. Comp. Star. 405/14.01 (limiting application to
communications between a state agency and the comptroller); 205 ILL. Comp. Stat. 705/5
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Unfortunately, the meaning of these four requirements is not entirely
clear, and such requirements may create significant and unnecessary
hurdles.64

(West 1998) (limiting application to communications between financial institutions and
their customers); Iowa Cope ANN. § 1555A. 27 (West 1999) (limiting application to pre-
scriptions); Kan. StaT. ANN. § 60-2616 (1997) (applying generally to all communications);
Ky. Rev. Star. AnN. § 369.020 (Banks-Baldwin 1999) (applying generally to all kinds of
communications); Mp. ConpeE ANN. STATE Gov't § 8-504 (1998) (limiting application to any
communications among governmental entities); NEB. REv. StaT. § 86-1701 (1998) (applying
generally to all communications); N.H. REv. Stat. ANN. § 294-D:4 (1999) (limiting applica-
tion to communications between the state and any agency or instrumentality of the state);
N.C. Gen. Srtart. § 66-58.1 (1999) (limiting application to filings with public agencies);
OKLA. STaT. ANN. tit. 15 § 965 (West 1999) (applying generally to all communications); R.I.
GEN. Laws § 42-127-4 (1998) (limiting application to transactions between public agencies).

63. See European Commission, supra note 6. However, the draft European Directive
does not require that these elements be present in order to create an enforceable electronic
signature.

64. The four requirements generally impose conditions not normally required to create
an enforceable signature on a paper document. They can be explained as follows:

(a) Unique to the Person Using It—The requirement that an electronic signature be “unique
to the person using it” is presumably intended to ensure that not more than one person
would produce the same electronic signature. It is likely that a digital copy of a handwrit-
ten signature would be considered to be unique to the individual signer—i.e., every person
presumably has a unique way of writing his or her signature. Likewise, the requirement of
uniqueness could also presumably be satisfied by a biometric-based signature that incorpo-
rates certain attributes unique to the signer, such as a fingerprint or a retinal scan. The
requirement can also be satisfied by a digital signature where the public-private key pair
used by the signer was randomly generated and of sufficient key length so that the likeli-
hood of anyone else generating the same public-private key pair would be exceedingly re-
mote. By contrast, however, while the name “John Smith” or the letter “X” typed at the
bottom of a paper document can qualify as a signature, it is not unique to any person that
uses this method of signature, and thus would presumably not qualify as an electronic
signature.

Such an absolute requirement of uniqueness is not necessary. If the law of signatures in
the context of paper-based transactions does not require that signatures be unique, it may
not be appropriate to impose such a requirement on electronic transactions (in certain situ-
ations, the recipient of the message may be taking a risk that it cannot authenticate the
signature in court, but the recipient takes a comparable risk with a paper-based transac-
tion containing a non-unique signature, such as an “X”). Where uniqueness is required, it
seems that it should be required only in the domain in which the signature is used, rather
than on a true worldwide basis.

(b) Capable of Verification—The requirement that a signature be capable of verification
does not mean that the signature itself must consist of or include the signer’s name.
Rather, it focuses on the ability to determine or verify the identity of the signer of the
message. Thus, verification based on reference to other sources of information is likely to
be sufficient. For example, under the California Digital Signature Regulations, a digital
signature is capable of verification if the recipient of the digitally signed document can
verify that the document was digitally signed by using the signer’s public key to decrypt the
message, and a digitized handwritten signature created using signature dynamics is capa-
ble of verification if the handwriting measurements can allow a handwriting and document



1999] ELECTRONIC SIGNATURE LEGISLATION 741

A different set of legal signature requirements is imposed by the
UNCITRAL Model Law. Specifically, the UNCITRAL Model Law re-
quires that:

1. an electronic signature must include a method to identify the
signer,

2. an electronic signature must include a method to indicate the
signer’s approval of the information contained in the message, and

3. the method used must be as reliable as was appropriate for the
purpose for which the message was generated or communicated.8?

A third category of legislation focuses not on the attributes an elec-
tronic signature must possess in order to be enforceable as a signature,
but rather on the technology used to create the signature itself. Statutes
falling within this third category authorize the use of only a specific type
of electronic signature (i.e., a digital signature) and ignore the general
category of electronic signatures. Such legislation has been enacted in
five states: Minnesota, Missouri, New Hampshire, Utah, and

expert to access the authenticity of the signature. See CaL. Gov'T CobpE § 22003 (West
1999).
It should be noted, however that even the conclusion of an expert in handwriting analysis
who has compared admitted signatures of the purported signer with the signature in ques-
tion is at best subjective. See, e.g., U.S. v. Rosario, 118 F.3d 160 (3d Cir. 1997) (“Handwrit-
ing analysis is at best an inexact science, and at worst mere speculation itself.”).
(c) Under the Sole Control of the Person Using It—The California Digital Signature Regula-
tions provide that (1) a digital signature is under the sole control of the person using it
when the person who holds the relevant key pair assumes a duty to exercise reasonable
care to retain control of the private key and prevent its disclosure; and (2) a digitized hand-
written signature created using signature dynamics is under the sole control of the person
using it if the signature digest captures the handwriting measurements and cryptographi-
cally binds them to the message and makes it computationally infeasible for the handwrit-
ing measurements to be bound to any other message. CaL. Gov’'r Copk § 22003. Yet, it is
not clear whether this is a proper interpretation of the “sole control” requirement or
whether the requirement is appropriate where another party may be “authorized” to exe-
cute a signature on behalf of the signer, such as by operating a check writing machine or
using the signer’s private key with appropriate authorization.
(d) Linkage to the Data Signed—The final requirement is that the signature must be linked
to the data being signed in a manner such that if the data is altered after the signature is
made, the fact of such alteration is disclosed to persons relying on the electronic record.
This requirement is critical for a secure signature, because otherwise the electronic signa-
ture of one person could be altered to look like the electronic signature of another, or an
electronic signature could be simply excised from one electronic record and pasted onto
another. See, e.g., Food and Drug Administration Regulations on Electronic Records and
Electronic Signatures, 21 C.F.R. § 11.70 (1999) (providing that “electronic signatures . . . .
shall be linked to their respective electronic records to ensure that the signatures cannot be
excised, copied, or otherwise transferred to falsify an electronic record by ordinary means”).
It is questionable, however, whether this requirement should apply to “all” electronic signa-
tures, and it surely does not apply to paper documents. Id.

65. See United Nations, supra note 16, at Article VII, subpara. 1.
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Washington.66

Yet a fourth category of enacted legislation says nothing whatsoever
about what constitutes a valid electronic signature.6?

These inconsistent approaches create a certain level of uncertainty
for businesses trying to do e-commerce in multiple jurisdictions, espe-
cially if such businesses do not use electronic signatures that comply
with requirements in all jurisdictions.

b. What Types of Transactions Are Covered?

Electronic signature legislation has also taken a variety of ap-
proaches regarding the types of transactions for which the use of elec-
tronic signatures is authorized. Nearly 40% of the states expressly
authorize the use of electronic signatures for virtually all transactions.58
Other states have statutes that authorize the use of electronic signatures
only for certain categories of transactions, such as U.C.C. filings, medical
records, or motor vehicle records.6® Some states, however, condition the

66. MiInN. StaT. ANN. § 325K.20 (West 1998); Mo. ANN. Stat. § 28.657 (West 1999);
N.H. Rev. StaT. ANN. § 294-D:4 (1999); Utan CopE ANN. § 46-3-101 (1998); Wasu. Rev.
CoDE ANN. § 19.34.900 (West 1998). This legislation does not prohibit (or render unen-
forceable) the use of any other form of electronic signature, it simply leaves the issue open.
See, e.g., Uran CopE ANN. § 46-3-101 (1998) (“[Nlothing in this chapter precludes any sym-
bol from being valid as a signature under other applicable law such as Utah Uniform Com-
mercial Code Section 70A-1-201(39).”).

67. The term “electronic signature” is used, but not defined, in the following statutes:
ConN. GEN. StaT. ANN. §8§ 19(a)-25(a) (West 1999); DEL. ConE ANN. tit. 29 §§ 2706(a), 5942
(1998); La. Rev. StaT. ANN. §§ 32, 2145, 1520, 3733.1 (West 1999); MiNN. StaT. ANN.
§ 221.173 (West 1998); Nev. ReEv. Star. ANN. § 239.042 (Michie 1997); TENN. CoDE ANN.
§ 16-1-115 (1998); Wyo. StaT. ANN. § 9-1-306 (Michie 1998); VT. Copk R. 26 (1995). In all
of these states, there appears to be no other electronic signature legislation defining the
term.

68. Statutes that authorize the use of electronic signatures for all types of transactions
include: ALAska StaT. § 09.25.510 (Michie 1999); FLA. STAT. ANN. § 282.72 (West 1998); Ga.
CoDE ANN. § 10-12-4 (Michie 1998); 5§ ILL. Comp. Stat. 175 (effective July 1, 1999); Kan.
StaT. ANN. § 60-2616 (1997); Ky. REV. STAT. ANN. § 369.020 (Banks-Baldwin 1999); MinN.
StaT. ANN. § 325K.20 (West 1998) (referring to digital signatures only); Miss. CoDE ANN.
§ 25-63-1 (1998); Mo. ANN. STAT. § 28.657 (West 1999) (referring to digital signatures only);
NEeB. REv. Star. § 86-1701 (1998); N.H. REv. STaT. ANN. § 294 D:4 (1999); OKLA. STAT. ANN.
tit. 15 § 965 (West 1999); Or. REv. Start. § 192.835 (1998); S.C. CoDE ANN. § 26-5-330 (Law.
Co-op. 1998); Utan Cope ANN. § 46-3-101 (1998) (referring to digital signatures only); Va.
CoDE ANN. §§ 59.1-467, 59.1-468, 59.1-469 (Michie 1998); WasH. REv. CopE AnN. § 19/34/
900 (West 1998) (referring to digital signatures only); W.Va. CopE § 39-5-2 (1999); Wis.
STAT. ANN. § 137.04(2) (West 1999). Some of these statutes do have limited exceptions,
such as for wills. See, e.g., 5 ILL. Comp. STAT. 175/5-120 (effective July 1, 1999).

69. A number of state electronic signature statutes only pertain to specific types of
transactions. See, e.g., ALa. CopE § 40-30-5 (1998) (referring to electronic filing of tax re-
turns and other documents with the Department of Revenue); CorLo. REv. STAT. ANN. § 4-9-
413 (West 1999) (referring to electronic filing of U.C.C. Financing Statements); CoNN. GEN.
StaT. ANN. § 422-9-402 (West 1999) (referring to electronic signatures for medical records
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authorization to use electronic signatures on the type of party involved in
the transaction. For example, some statutes authorize the use of elec-
tronic signatures only where both parties are government agencies,’®
while other statutes require at least one of the parties to be a govern-
ment entity.’! In yet other states, statutes authorize the use of elec-
tronic signatures only for transactions involving a specific private entity,

maintained in hospitals); DEL. CODE ANN. tit. 29 § 2706(a), 5942(a) (1998) (referring to
certain state documents relating to budget, accounting, and payroll); Haw. REv. STAT. ANN.
§ 231-8.5 (referring to electronic filing of court documents); Iowa Cope ANN. § 48A.13 (re-
ferring to voter registration forms); Iowa CopE ANN. § 155A.27 (West 1999) (referring to
prescriptions); La. REv. STaT. ANN. § 2144 (West 1999) (referring to medical records); ME.
REv. STAT. ANN. tit. 29-A, § 1401 (West 1998) (referring to applications under the Motor
Vehicle Code); On1o Rev. Cope Ann. § 3701.75 (West 1999) (referring to health care record
authorizations). The status in these states of electronic signatures used for other types of
transactions is unclear because it has not been addressed by legislation.

70. Several statutes limit the authorization to use electronic signatures to transactions
between government agencies. See Ariz. REv. STAT. ANN. § 41-132 (limiting application to
use by state agencies, and for the acceptance of documents filed with the Secretary of
State); DEL. CoDE ANN. tit. 29 § 2706(a), 5942(a) (1998) (limiting application to the use of
electronic signatures for certain state documents relating to budget, accounting, and pay-
roll); Ky. REv. STAT. ANN. § 369.020 (Banks-Baldwin 1999) (limiting application to the use
of electronic signatures by state agencies in determining whether state construction con-
tractors should be released from performance bond); Mp. Cope ANN. StaTE Gov't § 8-504
(1998) (limiting application to communications among governmental entities); N.H. Rev.
StaT. ANN. § 294-D:4 (1999) (limiting application to communications between the state and
any agency or instrumentality of the state); R.I. GEN. Laws § 42-27-4 (1998) (limiting appli-
cation to transactions between public agencies).

71. Many statutes authorize the use of electronic signatures only for transactions
where at least one of the parties is a government entity. See ALa. Copg § 4-30-5 (1998)
(referring to filing of tax returns and other documents with the Department of Revenue);
CaL. Gov't CopE § 22003 (West 1999) (applying to communications with public entities);
CoLo. REv. STAT. ANN. (West 1999) (referring to electronic filing of U.C.C. Financing State-
ments); Ipano Copk § 67-23-57 (1998) (referring to filing and issuing of documents by and
with state and local agencies); IND. CoDE ANN. § 5-24-2-2 (West 1998) (referring to transac-
tions with the state); Iowa CopE ANN. § 48A.13 (West 1998) (referring to voter registration
forms); ME. REv. STAT. ANN. tit. 29-A §§ 1401, 1205, and 1410 (referring to use in connec-
tion with applications under the Motor Vehicle Code); Mo. ANN. Star. § 28.621 (West 1999)
(applying to filings with the Secretary of State for certain business organizations); MonT.
CoDE ANN. §§ 2-15-401, 2-15-404 (1999) (allowing Secretary of State to implement an elec-
tronic filing system); NEv. REv. STAT. ANN. § 239.042 (Michie 1997) (referring to financial
transactions with the state); N.M. StaT. ANN. § 14-3-15.2 (Michie 1998) (referring to public
records and filings); N.C. GEN. StaT. § 66-58.1 (1999) (limiting application to filings with
public agencies); N.D. CEnT. CopE § 1-08-12 (1997) (limiting application to filings with pub-
lic agencies); TEx. Gov't CODE ANN. § 403.027 (West 1998) (limiting application to transac-
tions with the state comptroller or between public agencies); Wyo. StaT. AnN. § 9-1-306
(Michie 1998) (limiting application to filings with the Secretary of State). The status of
electronic signatures used for other types of transactions is unclear because it has not been
addressed by legislation.
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such as a financial institution.”2

3. The Role of Legislation in Removing Barriers

Taking such varied approaches to what qualifies as an electronic sig-
nature, what types of transactions can be undertaken electronically, and
what types of parties may use electronic signatures may only be making
matters worse for e-commerce. For example, one problem created by
statutes that authorize the use of electronic signatures only for transac-
tions involving certain types of parties, or only for certain types of trans-
actions, is that it raises a concern that, by implication, any other use of
electronic signatures is not authorized. By providing for the enforceabil-
ity of electronic signatures in certain limited types of transactions, the
legislature may have implicitly evidenced an intention to preclude the
enforceability of electronic signatures in other types of transactions. To
put it another way, we would not need specific legislation authorizing the
use of electronic signatures if electronic signatures were generally en-
forceable. And, of course, when different states set different standards
as to what attributes are required for an electronic signature before it
will be considered enforceable, businesses face daunting practical diffi-
culties in using electronic signatures for transactions on a nationwide
(not to mention a worldwide) basis.

The bottom line is that in trying to remove barriers, we may have
created more uncertainty. While there may be disagreement on the
proper definition of an electronic signature, or on exactly which types of
transactions are not appropriately conducted by electronic means, the
lack of uniformity between the states may be creating a more significant
barrier to e-commerce.

B. CanN I TrusT THE MESSAGE?
1. The Issue -

The second primary concern of parties to an electronic transaction is
the issue of trust. That is, what is required before a party will act in
reliance on electronic messages in real time, and enter into commercial
transactions, ship product, extend credit, transfer funds, change the
party’s position, or otherwise enter into binding legal commitments with
significant economic consequences? The importance of trust for the suc-
cess of e-commerce is widely recognized. For example, the Commission of
the European Communities noted that:

The first objective is to build trust and confidence. For e-commerce to

develop, both consumers and businesses must be confident that their

72. See, e.g., the Illinois Financial Institutions Digital Signature Act of 1999, 1997
H.B. 597 (arguably superceded by § ILL. Comp. STaT. 175 (effective July 1, 1999).
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transaction will not be intercepted or modified, that the seller and the

buyer are who they say they are, and that transaction mechanisms are

available, legal, and secure. Building such trust and confidence is the

prerequisite to win over businesses and consumers to e-commerce.”3

Likewise, the world’s largest software industry trade association ob-
served that: “[t]he notion of trust in e-commerce is of critical importance
and applies to both consumers and businesses. From secure sales to the
handling of personal data to certifying transactions and individuals,
trust is the underlying issue that will determine whether e-commerce
reaches its full potential.”?4

Trust, of course, plays a role in virtually all commercial transac-
tions. Regardless of whether the deal is struck in cyberspace or in the
more traditional paper-based world, transacting parties must trust the
messages that form the basis for the bargain. Trusting a message, from
a legal perspective, requires consideration of the authenticity and integ-
rity of the message, as well as an assessment of whether the message is
nonrepudiable by the sender in the event of a dispute.

a. Authenticity

Authenticity is concerned with the source or origin of a communica-
tion.”> Who sent the message? Is it genuine or a forgery?

A party entering into an online transaction in reliance on an elec-
tronic message must be confident of that message. For example, when a
bank receives an electronic payment order from a customer directing
that money be paid to a third party, the bank must be able to verify the
source of the request and ensure that it is not dealing with an
impostor.76

Likewise, a party must also be able to establish the authenticity of
its electronic transactions should a dispute arise. That party must re-

73. Commission of the European Communities, A European Initiative in Electronic
Commerce COM (97) 157 (Apr. 16, 1997 final draft) <http:/www.cordis.lu/esprit/src/
ecomcom.htm>.

74. Software Publishers Association (n/k/a Software and Information Industry Associ-
ation), Code, Content and Commerce: SPA’s Vision for the Digital Future (May, 1998)
<http://www.spa.org/govinnt/govnews.htm>.

75. See Fep. R. Evip. 901(a) (1995).

76. See U.C.C. §§ 4A-202, 4A-203 & cmt. (1998). Section 4A-202 solves this problem
for a bank and its customer who has agreed to transact its banking electronically and to be
subject to Article 4A. Id. If the bank verifies the payment order by using a commerciaily
reasonable security procedure, the customer will be bound even if it did not in fact author-
ize the payment order. § 4A-202(b). If, however, the customer can prove that the person
sending the fraudulent payment order did not obtain the information necessary to send
such an order from an agent or a source controlled by the customer, the loss is shifted back
to the bank. § 4A-203(a)(2). If the bank does not follow the security procedure and the
order is fraudulent, the bank generally must cover the loss. § 4A-202(a).
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tain records of all relevant communications pertaining to the transaction
and keep those records in such a way that the party can show that the
records are authentic. For example, if one party to a contract later dis-
putes the nature of its obligations, the other party may need to prove the
terms of the contract to a court. A court, however, will first require that
the party establish the authenticity of the record that the party retained
of that communication before the court will consider it as evidence.”?

b. Integrity

Integrity is concerned with the accuracy and completeness of the
communication. Is the document the recipient received the same as the
document that the sender sent? Is it complete? Has the document been
altered either in transmission or storage?

The recipient of an electronic message must be confident of a com-
munication’s integrity before the recipient relies and acts on the
message. Integrity is critical to e-commerce when it comes to the negoti-
ation and formation of contracts online, the licensing of digital content,
and the making of electronic payments, as well as to proving up these
transactions using electronic records at a later date. For example, con-
sider the case of a building contractor who wants to solicit bids from sub-
contractors and submit its proposal to the government online. The
building contractor must be able to verify that the messages containing
the bids upon which it will rely in formulating its proposal have not been
altered. Likewise, if the contractor ever needs to prove the amount of the
subcontractor’s bid, a court will first require that the contractor establish
the integrity of the record he retained of that communication before the
court will consider it as evidence in the case.”8

¢. Nonrepudiation

Nonrepudiation is the ability to hold the sender to his communica-
tion in the event of a dispute.’® A party’s willingness to rely on a com-
munication, contract, or funds transfer request is contingent upon
having some level of comfort that the party can prevent the sender from
denying that he sent the communication (if, in fact, he did send it), or
claim that the contents of the communication as received are not the
same as what the sender sent (if, in fact, they are what was sent). For

77. See, e.g., U.S. v. Eisenberg, 807 F.2d 1446 (8th Cir. 1986) (disputing the authentic-
ity of letter); U.S. v. Grande, 620 F.2d 1026 (4th Cir. 1980) (disputing authenticity of in-
voice), cert. denied, 449 U.S. 830, 919 (1980).

78. See, e.g., Victory Med. Hosp. v. Rice, 493 N.E.2d 117 (Tll. App. Ct. 1986).

79. See Digital Signature Guidelines, supra note 8. One definition of nonrepudiation is
“[sltrong and substantial evidence of the identity of the signer of a message and of message
integrity, sufficient to prevent a party from successfully denying the origin, submission or
delivery of the message and the integrity of its contents.” Id. § 120.



1999] ELECTRONIC SIGNATURE LEGISLATION 747

example, a stockbroker who accepts buy/sell orders over the Internet
would not want his client to be able to place an order for a volatile com-
modity, such as a pork bellies futures contract, and then be able to con-
firm the order if the market goes up and repudiate the order if the
market goes south.80

With paper-based transactions, a party can rely on numerous indica-
tors of trust to determine whether the signature is authentic and the
document has not been altered. These include using paper (sometimes
with watermarks, colored backgrounds, or other indicia of reliability) to
which the message is affixed and not easily altered, letterhead, hand-
written ink signatures, sealed envelopes for delivery via a trusted third
party (such as the U.S. Postal Service), personal contact between the
parties, and the like. With electronic communications, however, none of
these indicators of trust are present. All that can be communicated are
bits (0s and 1s) that are in all respects identical and can be easily copied
and modified.

This has two important consequences. First, it often becomes ex-
tremely difficult to know when one can rely on the integrity and authen-
ticity of an electronic message. This, of course, makes difficult those
decisions that involve entering into contracts, shipping products, making
payments, or otherwise changing one’s position in reliance on an elec-
tronic message. Second, this lack of reliability makes proving up one’s
case in court virtually impossible. For example, while a typewritten
name appended at the end of an e-mail message may qualify as a signa-
ture under applicable law, that name could have been typed by anyone,
and if the defendant denies the “signature” in a lawsuit, it may be virtu-
ally impossible for the plaintiff to prove the authenticity of that signa-
ture. As a result, nonrepudiation is by no means assured in such a case,
and parties thus may choose to forego e-commerce where the risk of re-
pudiation is too great.

In many respects, trust is a key element of the measurement of risk.
And the need for trust can vary significantly, depending on the risk in-
volved. Selling books on the Internet, for example, may not require a
high level of trust in each transaction, especially where a credit card
number is provided and the risk of loss from fraud is relatively low (e.g.,
a $20 book). On the other hand, entering into long-term, high-dollar
value contracts electronically may require a much higher level of trust.
At a minimum, the risk of a fraudulent message must be acceptable
given the nature and size of the transaction.

Thus, where the amount at issue is relatively small or the risk is
otherwise low, trust in an electronic message’s authenticity and integrity

80. See generally Follow the Money—A New Stock Market Arises on the Internet, Sci.
Am. 31 (July 1995).
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may not be a critical issue. If e-commerce is to reach its full potential,
however, parties must be able to trust electronic communications for a
wide range of transactions, particularly ones where the size of the trans-
action is substantial or the nature of the transaction is of higher risk. In
such cases, a party relying on an electronic communication will need to
know, at the time of reliance, whether the message is authentic, whether
the integrity of its contents is intact, and, equally important, whether
the relying party can establish both of those facts in court if a dispute
arises (i.e., nonrepudiation).

2. The Legislative Response

Most electronic signature statutes simply do not address the issue of
trust at all. Those statutes that do focus on the issue take two different
approaches, although either approach requires implementation of rules
or standards, or a procedure or mechanism, for determining which tech-
nologies are capable of creating such trustworthy signatures, and when,
and under what circumstances, that capability is considered fulfilled.

Under the first approach, a trustworthy electronic signature is a pre-
condition to enforceability as a signature. Statutes adopting this ap-
proach typically require that electronic signatures possess four
attributes—i.e., the electronic signature must be: (1) unique to the per-
son using it; (2) capable of verification; (3) under the sole control of the
person using it; and (4) linked to the data in such a manner that if the
data is changed, the signature is invalidated.81 If all of these require-
ments are met, the electronic signature will be deemed to be a signature
for purposes of that state’s various statutory and regulatory signature
requirements—i.e., the electronic signature will be enforceable.

A number of other statutes have adopted a second approach. These
statutes state that almost any form of electronic signature can be en-
forceable and meet legal signature requirements, while recognizing that
some electronic signatures are more trustworthy than others.82 To en-
courage the use of those electronic signatures deemed to be more trust-
worthy, and to provide relying parties with an enhanced level of
assurance at the time of reliance regarding the authenticity and integ-
rity of messages using such signatures, these statutes typically provide a
legal benefit in the form of an evidentiary presumption regarding the

81. See generally supra note 62 (providing a list of statutes adopting this approach).

82. Electronic signatures, like traditional signatures of ink on paper, come in varying
degrees of security. A handwritten signature, for example, is more trustworthy than an
“X,” and a notarized signature is more trustworthy than both. Just as the law provides
certain benefits to the more trustworthy forms (e.g., notarized signatures are considered
self-authenticating by the FEDERAL RULES oF EvinENCE 902(8)), these electronic signature
statutes seek to define the characteristics required for a trustworthy (or secure) signature.
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sender’s identity and/or the integrity of the document.83 Yet, the criteria
for determining which technologies and which messages are sufficiently
trustworthy to be accorded the benefit of such legal presumptions have
varied significantly from statute to statute.

Some of these statutes take a technology-neutral approach to identi-
fying the class of trustworthy electronic signatures that qualify for such
a legal benefit. For example, the Illinois Electronic Commerce Security
Act creates a class of trustworthy signatures called “secure electronic sig-
natures.”¢ In addition to certain requirements regarding implementa-
tion,85 a signature qualifies as “secure” if the parties to the transaction
agree on such a characterization, or if the technology used to create the
signature is certified by the Secretary of State as capable of creating, in a
trustworthy manner, an electronic signature that:

¢ [i]s unique to the signer within the context in which it is used;

¢ can be used to objectively identify the person signing the electronic

record;

¢ was reliably created by such identified person;

83. Courts have recognized that the legislature has the authority to establish legal
presumptions. For Illinois examples, see People v. Rolfingsmeyer, 461 N.E.2d 410, 412 (Tll.
1984) (“[Ilt is clear that the legislature of a state has the power to prescribe new and alter
existing rules of evidence or to prescribe methods of proof.”); Heitz v. Hogan, 480 N.E.2d
185, 189 (Ill. App. Ct. 1985). Moreover, numerous Illinois statutes provide for a variety of
different evidentiary presumptions. See, e.g.,, 35 ILL. ComP. StaT. 5/503 (West 1998) (“The
fact that an individual’s name is signed to a return or notice shall be prima facie evidence
for all purposes that such document was actually signed by such individual.”); 10 ILL.
Comp. StaT. 5/10-10 (West 1998). The statute states that:

In the event of a State Electoral Board hearing on objections to a petition for an
amendment to Article IV of the Constitution . . ., or to a petition for a question of
public policy to be submitted to the voters of the entire state, the certificates of the
county clerks and boards of election commissioners showing the results of the ran-
dom sample of signatures on the petition shall be prima facie valid and accurate,
and shall be presumed to establish the number of valid and invalid signatures on
the petition sheets reviewed in the random sample . . . .
Id; 750 IrL. Comp. Stat. 45/5 (West 1998) (providing that a man is presumed to be the
natural father of a child if certain conditions are met, and providing further that such
presumption “may be rebutted only by clear and convincing evidence”); 720 ILL. Comp.
StarT. 5/16-11 (West 1998) (stating that possession of a device that intercepts or decodes the
transmission of cable television service is prima facie evidence of a violation of this section
prohibiting the unauthorized use of a television interception or decoding device); 725 ILL.
Comp. Stat. 150/7 (West 1998) (specifying situations that give rise to a presumption that
certain property was furnished in exchange for a substance in violation of the Illinois Con-
trolled Substances Act, which presumptions are “rebuttable by a preponderance of the
evidence”).

84. 5ILL. Comp. StaT. 175/1-110 (effective Julyl, 1999). This Act also defines a class of
secure electronic records. Id. at 175/10-110.

85. See 5 ILL. Comp. Stat. 175/10-110(a). The electronic signature must be (1) created
in a manner that was commercially reasonable under the circumstances; (2) applied by the
relying party (to verify the signature) in a trustworthy manner; and (3) reasonably and in
good faith relied upon by the relying party. Id.
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» and®8 is created and is linked to the electronic record to which it re-

lates in a manner such that if the record or the signature is intention-

ally or unintentionally changed after signing the electronic signature is

invalidated.87

An electronic signature that qualifies as a secure electronic signa-
ture enjoys a rebuttable presumption that the signature is that of the
person to whom it correlates.88 Similar types of presumptions for a tech-
nology-neutral class of secure records and secure signatures appear in
legislation that has been enacted in South Carolina and Singapore.8°
Other technology-neutral electronic signature legislation incorporating
rebuttable presumptions (although limited to certain types of transac-
tions) has been enacted in Alabama (limited to certain tax-related us-
age)? and in Ohio (limited to certain health care usage).®1

Technology-specific statutes that confer similar legal presumptions
have been enacted in Minnesota, Missouri, Utah, and Washington, and
all such statutes focus solely on digital signature technology.92 To en-
sure that the digital signature possesses a level of trust sufficient to war-
rant enhanced legal recognition, these statutes impose a regulatory
structure on certification authorities who voluntarily elect to be licensed

86. Id. For example, an electronic signature might be reliably created by a specific
person if some aspect of the procedure used to create the signature involves the use of a
signature device or other means or method that is under the sole control of such person.

87. Id. Note that these four requirements, while similar to the four requirements im-
posed by the statutes in the second category noted above, are also different in two signifi-
cant ways. Id. First, satisfaction of these requirements is not a precondition to creating an
enforceable signature, but rather is only a precondition to qualifying as a secure signature
entitled to an additional legal benefit of an evidentiary presumption. Id. Second, the re-
quirements themselves differ. Id. Relative uniqueness, rather than absolute uniqueness,
is all that is required for the first element. Id. The second element focuses on objective
identification, rather than focusing merely on being “capable of verification.” Id. The third
element rejects the “sole control” requirement and focuses instead on a reliable assurance
that the named signer actually signed or authorized the signature. Id.

88. 5 ILL. Comp. StaT. 175/10-120 (effective July 1, 1999).

89. The concepts of a “secure electronic record” and a “secure electronic signature”
were first introduced in the October 14, 1997 draft of the Illinois Electronic Commerce
Security Act released for public comment by the Illinois Commission on Electronic Com-
merce and Crime (copy on file with authors). That concept was subsequently incorporated
in the final enacted version of the Illinois Electronic Commerce Security Act, as well as in
legislation enacted in South Carolina and Singapore. It has also been used in the draft
legislation being considered by UNCITRAL (which renamed the concept “enhanced elec-
tronic signature”). See 5 ILL. Comp. StaT. 175; S.C. CobpE. § 26-5-330 (Law Co-op. 1998);
UNCITRAL, Draft Articles on Electronic Signatures (December 15, 1998) <http:/
www.un.or.at/uncitral/english/sessions/wg_ec/wp-80.htm>; Singapore Electronic Transac-
tions Act, supra note 32.

90. Ara. CoDE § 40-30-5 (1999).

91. Onio Rev. Copk AnN. § 3701.75 (West 1999).

92. See MINN. STAT. ANN. § 325K.20 (West 1998); Mo. ANN. StaT. § 28.677 (West 1998);
Utan CoDE ANN. §46-3-101 (1998); WasH. Rev. CobE.§ 19/34/900 (West 1998).
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by the State.®® Based on the apparent assumption that all certificates
issued by licensed certification authorities are trustworthy, and that a
digital signature that is created using the private key corresponding to
the public key listed in such a certificate is a trustworthy signature, the
legislation has bestowed attributes of trust to messages verifiable by
such certificates.?4

3. The Role of Legislation in Promoting Trust

Whether electronic signature legislation should address the issue of
trust, and, if so, whether such legislation should require some level of
trust as a precondition to enforceability, or offer the benefit of trust (in
the form of evidentiary presumptions) as an incentive to use more secure
signature methods, is an issue that has generated rather extensive
controversy.

Evidentiary presumptions serve a variety of purposes:

One purpose is to allocate the burden of production or persuasion to the
party in the better position to have the evidence. The common law pre-
sumption that a letter reaches its addressee if it is properly addressed,
stamped, and deposited in the U.S. mail serves such a purpose. Obvi-
ously, the sender usually will be in no position to prove receipt. Only
the addressee can affirmatively prove receipt or testify that he did not
receive the letter. A second purpose of evidentiary presumptions is ‘to
avoid an impasse, to reach some result, even though it is an arbitrary

one.’ . . . Finally, most presumptions coincide with what is probably
true. For example, the husband of the mother usually is the father of
the child.9

For electronic transactions, presumptions of the signer’s identity
and of message integrity can help to provide necessary assurances to re-
lying parties, thereby enabling them to engage in online commercial ac-
tivities with confidence that their transactions will be easier to enforce in
court if that should be necessary. Such presumptions can provide the
predictability and trust necessary to rely on a message, and act accord-

93. See, e.g., MINN. StaT. ANN. § 325K.20; Mo. ANN. STAT. § 28.677; Utar CoDE ANN.
§ 46-3-101; Wasn. Rev. CopE § 19/34/100. The digital signature legislation enacted in Ger-
many, Italy, and Malaysia contains a similar approach.

94. See, e.g., Uran Copk AnN. § 406(3). The Utah Digital Signature Act provides that
if a digital signature is verified by the public key listed in a valid certificate issued by a
licensed certification authority, then a court of the State of Utah “shall presume that”: (a)
the digital signature is the digital signature of the subscriber listed in that certificate, and
(b) the digital signature was affixed by that subscriber with the intention of signing the
message. Id.

95. Keith B. Hall, Practitioner’s Note: Evidentiary Presumptions, 72 TuL. L. Rev. 1321,
at 1325-26 (Mar. 1998) (quoting from McCormick oN EviDENCE § 343 (4th Ed. 1992)).
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ingly, in real time.%¢ Such presumptions are based on the trustworthi-
ness of the security procedure used to create the electronic signature,
and the fact that the purported sender is more likely than the recipient
to possess the information necessary to prove or disprove the validity of
the signature.

Yet the use of presumptions in electronic signature legislation has
also been criticized.®? Such criticism has centered on concerns that con-
sumers and small businesses that lack an understanding of the sophisti-
cated technologies used to create the secure electronic signature may
unwittingly find themselves in a situation where their failure to protect
the security of their signature device (e.g., their private key) will expose
them to substantial liability for unauthorized transactions made by per-
sons who unlawfully obtained access to their signature device.98 Unfor-
tunately, the debate on either side of the issue has not rigorously
analyzed the attendant legal and policy issues involved, and often has
focused solely on emotional arguments such as “grandma could lose her
private key and someone could sell her house and clean out her bank
account.”

The criticism has also been particularly vocal regarding technology-
specific statutes that impose highly regulatory schemes and licensing re-
quirements in exchange for presumptions. Beyond the obvious problems
that can be anticipated by the prospect of fifty different state licensing
schemes as well as a separate (and presumably incompatible) licensing
scheme that varies from country to country, these technology-specific
statutes are problematic because they appear to assume that only digital
signature technology is worthy of trust, assume or even require the use

96. Arelated issue is the effect of the presumption. Several statutes also give different
effects to presumptions. In some cases, the presumption is merely a prima facie case. See,
e.g., 35 ILL. Comp. Star. 5/503 (West 1998). In other cases, the statute defines the pre-
sumption in terms of the burden of going forward with the evidence. See, e.g., 740 ILL.
Cowmp. Star. 95/4 (West 1998) (noting that “[t]he presumption provided shall only shift to
the defendant the burden of going forward with evidence, and shall in no event shift the
burden of proof to the defendant”). In still other cases, the presumption is rebutted by a
preponderance of the evidence. See, e.g., 725 ILL. Comp. STAT. 150/7 (West 1998) (referring
to “such presumptions being rebutted by a preponderance of the evidence”). Current law
also provides that “a signature on a document filed by facsimile in accordance with rules
adopted by the Secretary of State is prima facie evidence for all purposes that the document
actually was signed by the person whose signature appears on the facsimile.” 15 ILL. Comp.
StaT. 305/15 (West 1998).

97. Early drafts of the Uniform Electronic Transactions Act, for example, included pre-
sumptions similar to those in the Illinois Electronic Commerce Security Act, but the draft-
ing committee ultimately voted to remove all presumptions from the UETA.

98. See also Reporter to the Uniform Electronic Transactions Act Drafting Committee,
Memorandum (Sept. 18, 1998 draft) <http://www.law.upenn.edwlibrary/ulc/uecicta/
etal098m.html> (discussing some of the reasons favoring and disfavoring the use of pre-
sumptions in electronic signature legislation).
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of a particular business model for the implementation of digital signa-
tures, and require a relatively high (and therefore costly) level of authen-
tication by the certification authority in order to ensure that the
certificates are trustworthy. Critics say that the net result, on a global
basis, may very well be the inhibition of e-commerce by virtue of incom-
patibilities between jurisdictions, the erection of potential trade barriers
between jurisdictions, and the imposition of significant costs and opera-
tional constraints upon certification authorities and trading partners en-
gaged in electronic transactions. In other words, in taking one step
forward, we may be taking two steps back.

Whether legislation should address the issue of trust for e-com-
merce, and whether it should do so in the form of presumptions or
through some other means, is an issue that deserves thorough study and
analysis. Suffice it to say, for purposes of this article, that developing
practical and workable legislative approaches to the issue of trust in e-
commerce could be critical to the growth of business-to-business and, ul-
timately, business-to-consumer transactions.

C. Waart ARE THE RuLESs oF CoNnDpUCT?
1. The Issue

In addition to facilitating the trust necessary to encourage users of
e-commerce messages to act in reliance on them, electronic signature leg-
islation can provide the predictability required by businesses to engage
in e-commerce transactions. Predictability is a watchword for the
growth of commerce, and law can play a key role in providing this valua-
ble commodity.%°

99. Numerous commentators have discussed the need for predictability and the role
played by the law in providing such predictability. For example, in discussing the growth
of the lumber industry in Wisconsin in the 1800s, legal scholar James Willard Hurst noted
that “[blecause marketing cannot go on save in a context of reasonably assured expecta-
tions, the legal order as a whole was, of course, indispensable to the existence of a market.”
James WiLLARD HursT, Law anND EcoNomic GrowTh: THE LEGAL HisTORY OF THE LUMBER
INDUSTRY IN WisconsIN 1836-1915 285 (1964) [hereinafter Law anp Economic GRowTH].
Legal scholar Lawrence M. Friedman, in discussing American common law’s move away
from formality for its own sake over the past two centuries, emphasized that the business-
man had no need for “ceremonial formalism” but rather valued “substantive predictabil-
ity”—“[e]lconomic decisions depended upon the ability to know, within limits, what was ‘the
law.” LawReNCE M. FriEDMAN, CoNTRACT LAW IN AMERICA: A SociaL aND Economic CAsE
Stupy 92 (1965) [hereinafter CoNTRACT Law IN AMERICA]. Oliver Wendell Holmes, Jr., one
of this country’s greatest jurists, observed that:

People want to know under what circumstances and how far they will run the risk
of coming against what is so much stronger than themselves, and hence it becomes
a business to find out when this danger is to be feared. The object of our study,
then, is prediction, the prediction of the incidence of the public force through the
instrumentality of the courts.
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Predictability in e-commerce will no doubt be founded upon many
sources of relevant law: longstanding principles of freedom of contract in
which parties determine the terms that will govern their online transac-
tions, the rich common law tradition of judge-made precedent recogniz-
ing such contracting principles and shedding light on statutes governing
commercial transactions, and legislation geared to e-commerce as well as
statutes of more general application. For example, as James Willard
Hurst noted in his analysis of the legal history of the lumber industry in
Wisconsin between 1836 and 1915, the relevant law for providing the
reasonably assured expectations that were essential to the growth of the
industry included not only that of simple contracts, but also “the law of
more complex arrangements of negotiable instruments, of secured trans-
actions (mortgage, pledge, reserved title, lien), of business association
(joint venture, partnership, corporation), and of insurance.”100

The difficult question is how predictability can best be provided to
advance e-commerce. The Internet is revolutionizing the way that com-
panies do business, and parties engaging in online transactions face
novel legal challenges that test the limits of existing statutory and case
law. In many instances, the rules in e-commerce transactions will follow
from the rules set forth for paper-based transactions. For example, to be
enforceable, certain contracts must be signed by the party to be bound.
Likewise, for a contract to be valid, there must be an offer and accept-
ance as well as consideration for the transaction. In other instances,
however, e-commerce transactions have raised, and will continue to
raise, issues not easily answered by extensions of traditional law, partic-
ularly regarding issues that are unique to a specific technology.

For example, while electronic signatures created through the use of
a digitized handwritten signature (or even via signature dynamics) are
probably governed by traditional rules relating to signatures, electronic
signatures created through the use of digital signatures raise a host of
new legal issues. Because digital signatures are created by using a
unique and secret private key that is associated with the signer, an issue
is raised as to the liability of the identified signer if the private key is
compromised and the signature is, in fact, created by someone else.
Likewise, because digital signatures frequently involve the use of certifi-
cates to establish identity, and because certificates are typically issued
by a trusted third party, issues are raised as to the obligations of that

RicHarD A. PosNER, THE EssenTiaL HoLMes 160 (1992) (citing Oliver Wendell Holmes, Jr.,
The Path of the Law, 10 Harv. L. Rev. 457 (1897)). As U.C.C. Art. 2 drafter and legal
scholar Karl Llewellyn noted in his treatise on jurisprudence, the true ideal is not really
certainty but rather “reasonable regularity of decision” or “a reckonability equivalent to
that of a good business risk.” KarL N. LLEweLLYN, THE ComMoN Law TraprrioN: DECIDING
ApPEALS 216, 18 (1960).

100. See Law anp Economic GROwTH, supra note 99, at 285.
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third party and its potential liability in the event that certificates are
erroneously issued, improperly verified, or not revoked upon request.

2. The Legislative Response

Most electronic signature statutes enacted to date say nothing about
the rules governing the conduct of parties using electronic signatures. A
few states have, however, enacted legislation addressing at least some of
the rules governing the conduct of the parties. This legislation generally
falls into two categories.

The first category is exemplified by the technology-specific digital
signature legislation enacted in Minnesota, Missouri, Utah, and Wash-
ington.101 These statutes address a variety of issues raised by the use of
public key technology. First, they specify the scope of the obligations of
the person obtaining a digital certificate to:

¢ make truthful representations in applying for a certificate;
review and accept a certificate before using it;
make certain representations upon acceptance of the certificate;
control and keep confidential the person’s private key;
and promptly revoke the certificate upon compromise of the underly-

ing private key.

Such statutes also extensively outline the obligations of certification
authorities outline the obligations that seek the benefit of the state li-
censing provisions (and, in some cases, of all certification authorities,
whether or not licensed). Typically specify the obligations of the certifi-
cation authority to:

® use a trustworthy system;
disclose its practices and procedures;
properly identify a prospective applicant for a certificate;
publish issued certificates in a repository;
suspend and/or revoke certificates;
make warranties to the certificate applicant upon issuance of the cer-

tificate; and

* make warranties to persons using the certificate to verify digitally

signed messages.

These statutes also usually specify qualifications required to become
a licensed certification authority, including rules governing personnel,
the filing of a bond or suitable guaranty, the use of a trustworthy system,
the possession of sufficient working capital, the maintenance of an office
in the state, and the compliance with other licensing requirements estab-
lished by the state.192 The statutes also permit certification authorities
to limit their liability in a variety of ways.

101. See generally supra note 93.
102. See supra note 93.
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Some technology-neutral electronic signature statutes address is-
sues related to the general use of electronic signatures, including rules
regarding:

¢ the creation and control of signature devices used by the signers of

electronic messages to produce a unique electronic signature;

¢ instances in which signatures would be attributed to the named

signer;

¢ the unauthorized use of signature devices;

e whether a party is obligated to accept an electronic signature; and

¢ the circumstances under which the parties to a transaction may vary

the provisions of the statute (i.e., party autonomy).103

In some cases, such as those involving the licensing of certification
authorities, the statute establishes a regulatory structure. In other
cases, however, the statutory rules simply address questions bound to
arise sooner or later. For example, if a private key is compromised, and
an unauthorized message is used to defraud an unsuspecting third party,
we must answer the question of which party (i.e., the defrauded third
party or the person whose signature was “forged”) should bear the result-
ing loss. Although numerous public policy arguments can be made for
each position, the fact remains that different questions such as these
cannot be indefinitely ignored—if they are not addressed by a contract
between the parties, they must either be answered legislatively or, if all
else fails, by a court.

Most forms of electronic signature legislation that apply to business-
to-business transactions provide few if any, provisions relating to the
rules governing the conduct of the parties using electronic signatures.
Many statutes simply specify the attributes required before an electronic
signature will be considered enforceable. Several do, however, provide
that the use or acceptance of an electronic signature is at the option of
the parties to the transaction.19¢ A few other statutes also provide some
limited rules governing the conduct of the parties using electronic signa-
tures. These include, for example, Georgia, which provides a remedy for
a person whose electronic signature is used in an unauthorized fash-
ion;105 Hawaii, which provides that a time-stamp is prima facie evidence
that the time-stamped signature took effect as of the date and time indi-
cated in the time-stamp;19¢ and Illinois, which provides rules relating to
electronic recordkeeping, the creation and control of signature devices,

103. See, e.g., 5 ILL. Comp. STaT. 175 (effective July 1, 1999); see also Uniform Computer
Information Transactions Act (Feb. 1, 1999 draft).

104. See, e.g., CaL. Gov'T CopE § 16.5 (West 1999); Ga. CopE AnN. § 10-12-4 (Michie
1998); 5 ILL. Comp. Star. 175/5-140; N.H. REv. STAT. ANN. § 294-D:4 (1999); OKLA. STAT.
ANN, tit. 15 § 965 (West 1999); S.C. CopE AnN. § 26-5-330 (Law. Co-op. 1998); W. Va. CopE
§ 39-5-2(e) (1998).

105. Ga. CopE ANN. § 10-12-4.

106. Haw. REv. Star. ANN. § 231-8-5 (Michie 1998).



1999] ELECTRONIC SIGNATURE LEGISLATION 757

and the rights and responsibilities of parties using digital signatures.107

A key issue that arises when prescribing rules of conduct for the par-
ties is whether such rules should be mandatory or operate simply as gap-
fillers (i.e., default rules that can be varied by contract). This issue of
party autonomy (i.e., freedom of contract) has also been critical for the
United States in the context of its international negotiations regarding
electronic signatures through the UNCITRAL Working Group on Elec-
tronic Commerce. However, those seeking a regulatory licensing regime
governing certification authority services and the use of digital signa-
tures, and persons seeking strong consumer protection, have all favored
legislation containing certain provisions that cannot be varied by an
agreement of the parties.

A review of existing U.S. electronic signature legislation reveals very
few statutes that address these issues. The technology-specific digital
signature statutes enacted in Minnesota, Missouri, Utah, and Washing-
ton, which provide for the voluntary licensing of certification authorities,
all contain numerous provisions that cannot be varied by agreement of
the parties. Moreover, they do not contain a general party autonomy
provision. Conversely, the electronic signature legislation enacted in Illi-
nois, as well as the proposed Uniform Electronic Transactions Act, con-
tain express provisions authorizing parties to a transaction to vary the
terms of the statute by agreement between them. Most other legislation
is simply silent on the subject of party autonomy. This includes the leg-
islation specifying the four conditions of trust that must be present
before an electronic signature will be considered enforceable, thereby
leaving unanswered the question of whether the contracting parties may
agree between themselves to accept an electronic signature that does not
meet the requirements of those statutes.

3. The Role of Legislation in Specifying the Rules of Conduct
a. The Need for Predictability

As we indicated earlier, most electronic signature statutes do not go
beyond the basic question of affirming that e-commerce transactions are
in fact enforceable. Yet, we should not discount the predictive value that
legislation could provide to contracting parties, particularly where the
technological issues are complex. Although courts typically strive to
achieve reckonability of result and to reflect prevailing commercial prac-
tices in the opinions they issue, and the Uniform Commercial Code is
designed to permit courts to develop the law of commercial transactions
“in the light of unforeseen and new circumstances and practices,”108

107. See 5 ILL. Comp. Star. 175/5-105 (effective July 1, 1999).
108. U.C.C. § 1-102, cmt. 1 (1998).
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many judges will likely feel hard pressed to grapple with some of the
unique issues raised by the rapid and complex technological changes as-
sociated with e-commerce.

For example, while most courts would probably feel comfortable in
extending the law to hold that electronic transactions are legal, can the
same be said about the host of new and highly technical legal issues
raised by the use of digital signatures? An electronic signature statute
that merely indicates that electronic transactions are enforceable does
nothing to resolve the issue of liability of an identified signer when a
private key has been compromised, or of a certification authority for erro-
neously issuing or improperly verifying digital certificates. Lacking well-
built rules fashioned by the legislature to address such complexities, will
the decisions that are issued by courts be perceived to be the right ones?
Given the novelty of the legal issues, what will be the cost to predictabil-
ity, and thus the nationwide growth of e-commerce, of conflicting (albeit
well-reasoned) court opinions that vary from jurisdiction to jurisdiction
and, perhaps, from judge to judge?

Although a believer in the Grand Style of judging, Karl Llewellyn—
the central figure in drafting Article 2 of the Uniform Commercial Code
(the latter of which has been described as the most successful codification
of American law)—emphasized that judges must be given the proper
tools in the form of rules well-built to fit the situation. He advocated
“‘the on-going production and improvement of rules which make sense on
their face, and which can be understood and reasonably well applied
even by mediocre men.””19? Llewellyn attacked the then-current sales
law as being “full of rules and concepts that are badly tailored to the
facts and needs of life, full therefore of situations in which it takes a
better than average judge to get results which are both sound in result
and clean in doctrinal craftsmanship and clear guidance for the
future.”110

Although courts will no doubt strive for continuity and predictability
of result in their opinions, we should consider the alternative to a case-
by-case, wait-and-see revelation of the law of e-commerce. As Llewellyn
observed:

109. Zipporah Batshaw Wiseman, The Limits of Vision: Karl Llewellyn and the
Merchant Rules, 100 Harv. L. REv. 465, 494 (Jan. 1987) (citing Karr N. LLEWELLYN, supra
note 99, at 38).

110. Wiseman, supra note 109 (citing Karl N. Llewellyn in an undated paper, appar-
ently written between 1943 and 1949). In Llewellyn’s treatise in which he discussed the
need for predictability and reckonability in jurisprudence, which sheds light on the need for
specificity in the drafting of legislation, Llewellyn similarly noted that “. . . probability in
prediction will vary with the technical excellence of the rule itself—i.e., of its tailoring to
purpose. . . .” KarL N. LLEwWELLYN, THE ComMmoN Law TraprTION: DECIDING APPEALS 181
(1960).
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[wlhat does it cost a polity in delay and uncertainty and in legal

discomfort or injustice to have the making or review of a rule wait upon

the chance raising and appeal of issues one by one by dragging one?

Consider, in contrast, what a Uniform Commercial Act or a Uniform

Commercial Code does in making available in a jurisdiction where rul-

ings are sparse the experience and wisdom of the whole country—all at

a single stroke. Or consider the problem of accessibility of doctrine as it

bears on the man-hours of talented labor (if there is to be accuracy

based on knowledge), and so on the expense, needed for advice. 111

If properly drafted, statutes arguably can provide greater certainty
and predictability in a shorter period of time. The question arises
whether the “slow drip, drip of case-law wearing away the stony abstrac-
tion of the law”112 is the best way to promote e-commerce and develop
the legal guideposts by which companies steer their course. Unlike
courts, which as interpreters of the law must wait until a dispute arises
before they can in effect make law regarding a particular statute or issue,
state and federal legislatures are continually poised to create new laws
and amend or abolish existing laws. While legislatures can systemati-
cally approach a given set of issues and troubleshoot areas of perceived
legal uncertainty for contracting parties, courts must limit themselves to
actual disputes: “[i]t is no answer to say that all important questions will
turn into disputes; ‘disputes’ are not litigation, and only litigation—pri-
marily, appellate litigation—makes new law. ... The common law is
therefore not only slow; it is impotent to effect certain kinds of significant
legal change.”113

Likewise, it is no answer to say that private parties can merely con-
tract around any areas of legal uncertainty. The world has embraced e-
commerce in many respects because of the potential it offers for reducing
transaction costs, increasing efficiency, and streamlining transactions.
Requiring parties to contract around areas of legal uncertainty while
waiting months and even years for needed precedent from the courts
might actually increase transaction costs, decrease efficiency, and im-
pose cumbersome contracting obligations that would not be necessary in
more traditional paper-based transactions. Therefore, we should not dis-
count the potential value offered by legislation that establishes default
rules regarding electronic signatures and other related e-commerce is-
sues. Such default rules can lower transaction costs because the parties
need not try to spell out or anticipate every possible scenario arising out

111. See LLEWELLYN, supra note 99, at 518. See also U.S. Government, Framework for
Global Electronic Commerce (visited Sept. 18, 1998) <http://www.ecommerce.gov/
framewrk.htm> (“To encourage electronic commerce, the U.S. government should support
the development of both a domestic and global uniform commercial legal framework that
recognizes, facilitates, and enforces electronic transactions worldwide.”).

112. CoNTrRacT Law IN AMERICA, supra note 99, at 245,

113. LAwreNcE M. FriepMAN, A HISTORY OF AMERICAN Law 22 (2d ed. 1985).
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of the transaction.’’* Nor should we assume that parties will always
resolve all issues relating to electronic signatures through their agree-
ments. Most commercial transactions, especially those that become rela-
tively routine, are characterized by shorter and shorter agreements that
frequently fail to deal with many of the issues that could arise.

While such cost concerns are likely to be important for all parties
doing business online, they can be key for entrepreneurs launching their
businesses on the Internet; for some of these start-ups, legal fees are an
expense that they cannot afford,}15 and yet entering into contracts in
which the legal consequences are not clear also poses a risk where the
price may be too high. Instead, electronic signature legislation can pro-
vide rules that show parties how they can minimize risk regarding new
technologies (i.e., digital signatures), and prevent disputes from occur-
ring in the first place, by determining in advance what consequences will
follow from certain action. Avoiding disputes is a desirable objective
from a business point of view; in addition to the legal costs involved, liti-
gation can be expensive in terms of damaged business relationships, ad-
verse publicity, and loss of good will.

Providing predictability in business transactions through legislation
might well include specifying the rules governing the conduct of the par-
ties and, as a consequence, defining the risks and liabilities of the parties
to the transaction. We should consider whether taking a legislative ap-
proach to developing the law of e-commerce would have any advantages
over relying solely on a case-by-case approach. An ounce of prevention
through the legislative establishment of default rules could well be worth
a pound of cure.

b. The Proper Role of Technology Neutrality

The U.S. government and numerous commentators have stressed
that e-commerce legislation should be “technology neutral.” In fact, in
many circles, this has become the mantra by which electronic signature
legislation is evaluated. According to the Framework for Global Elec-
tronic Commerce, for example, “rules should be technology-neutral (i.e.,

114. Indeed, it seems particularly fitting that “default rules” should be established to
govern the computer-driven world of e-commerce, given that the term “default rules” is
computer jargon for rules that a computer program automatically follows unless the user
specifies otherwise.

115. While lawyers will no doubt be called upon to interpret the statutes that are en-
acted, a dispute with a trading partner over a murky digital signature issue (especially a
dispute that may well have to climb its way to the appellate level against a well-financed
litigant) could be far more cost-prohibitive and more likely to thwart the growth of e-
commerce.
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the rules should neither require nor assume a particular technology).”116
Similarly, the U.S. proposal for an international convention on e-com-
merce states as follows:
Technology Neutrality—Any rules should neither require nor hinder
the use or development of authentication technologies. States should
anticipate that authentication methods will change over time and avoid
legislation that might preclude innovation or new applications. States
should avoid laws that intentionally or unintentionally drive the pri-
vate sector to adopt only one particular technology for electronic au-
thentication to the exclusion of other viable authentication methods.117

This position grows, in part, out of the concern that legislation ad-
dressing one particular form of electronic authentication (e.g., digital sig-
natures) may have the unintended consequence of precluding other
methods of authentication that might also be appropriate, and thus in-
hibit the development of other technologies that might be equal or supe-
rior to digital signatures. In other words, states and countries should
recognize that there are (or will be) many methods that will be suffi-
ciently reliable for authenticating electronic messages for a given
purpose.

Yet what is meant by the term “technology neutral” is often not
clear. In some cases it is a code for the position that legislation should
not address the special issues raised by any specific technology. In other
cases, it means that legislation should not unfairly favor one technology
over another. These are, however, two different positions, as the latter
view does not necessarily prohibit a legislative solution to the new issues
raised by one technology (such as digital signatures), so long as that solu-
tion does not discriminate against other similar technologies.

Attaining the ideal of technology neutrality need not preclude con-
sideration of unique and legitimate legal issues raised by the use of a
digital signature PKI118 jnfrastructure. Quite simply, the use of digital
signatures raises a set of singular issues that must be addressed at some
point by transacting parties. These issues include the responsibility of
the signer of a message for the use or misuse of the signer’s private key,
the obligation of a certification authority to properly authenticate per-
sons to whom it issues certificates, and the responsibility of message re-
cipients to verify the integrity of the digital signature before relying on
it. In a closed PKI system, these issues and others can, of course, be

116. Framework for Global Electronic Commerce (July 1, 1997) <http://www.ecommerce.
gov/framewrk.htm>.

117. Draft International Convention on Electronic Transactions (May 25, 1998 draft)
<http//www.un.or.at/uncitral/english/sessions/wg_ec/wp-77.htm>.

118. “PKI” or “public key infrastructure” means the framework of rules governing the
rights and responsibilities of participants in a system that uses public key cryptography for
purposes of authentication and ensuring integrity and/or of encryption.
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addressed by contractual agreement between the parties. But the fact
that all fifty states have adopted a rather extensive Uniform Commercial
Code designed primarily to provide “gap-filler” provisions suggests that
parties engaged in commercial transactions do not always take the time
to address every legal issue likely to arise between them.11? Of course,
several commentators have argued that an open PKI system will never
develop and that legislation is not needed to address issues raised by
such an environment. But this begs the question as to whether it is de-
sirable for an open PKI system to develop and whether legislation pro-
viding the needed certainty might facilitate that public policy objective.

Abstract concepts can only go so far in legislation regarding unique
technology and communications media. For instance, under First
Amendment jurisprudence, broadcasting media (i.e., television and ra-
dio) are regulated differently than print media (i.e., newspapers). Broad-
casters can be sanctioned for airing indecent speech that would not be
sanctioned if it were published in printed form.12° A number of differ-
ences between the various technologies results in such differential regu-
lation. Despite the existence of different statutory schemes for these
various technologies and communications industries—whether it be ra-
dio, television, cable, telephone, or the like—that has not precluded the
development of other new technologies and communications media, such
as the Internet. Therefore, creating a statutory scheme that addresses
the unique legal issues raised by digital signatures, for example, would
not necessarily preclude the development of other such technologies and
business models.

As indicated below in our discussion regarding the positive historical
role that legislation has played in the economic growth of the U.S., differ-
ent industries and market segments can raise their own unique legal
issues and justify their own particularized statutes. For example, the
need to promote growth of the lumber industry in 19* Century Wiscon-
sin led the state legislature to enact log-labor liens to encourage laborers
to work in the woods,'2! while the need to encourage construction in
early America led state legislatures to establish the mechanic’s lien.122
Likewise, because the promotion of e-commerce has been identified as a
desirable public policy goal and because particular types of electronic sig-
natures, such as digital signatures, raise certain unique issues, it may be
appropriate to address those issues legislatively so long as it is done in a
manner that does not unfairly favor one technology over another.

119. Whether gap-filler or default rules should be legislatively resolved only after com-
mercial practice has developed is, of course, an issue that deserves further consideration.

120. F.C.C. v. Pacifica Found., 438 U.S. 726, 748 (1978).
121. See infra section C.4.
122. See infra section C.4.
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4. Some Closing Thoughts on Why a Legislative Approach May Be
Warranted

We live in an age of statutes!23—a time when the various state and
federal legislatures have emerged as the dominant force in ascertaining
public policy and translating it into law.124¢ Thus, it is not surprising
that forty-nine of the fifty U.S. states have responded legislatively to the
legal issues raised by electronic signatures.

It is important to understand, however, that legislation can come in
many forms, and produce markedly different results depending on those
forms. Statutes, or corresponding regulations, can control or mandate
certain behavior as an extension of the state’s “police power.” Examples
abound of instances in which the government has imposed bureaucratic
procedures or controls on various industries with the stated purpose of
protecting consumers, such as from the dangers of unlicensed occupa-
tions,125 or from railroads that became “overmighty subjects” that had to
be controlled by some sort of watchman.126 It would be hard to dispute
that rigid controls or heavy bureaucratic structures imposed on e-com-
merce in its nascent state could be counterproductive. Likewise, statutes
that impose mandatory provisions that parties cannot contract around
can seriously inhibit the development of a new industry. Freedom of con-
tract, a guiding principle of the Uniform Commercial Code,'2? should be
preserved online, at least in business-to-business transactions.!?® On
the other hand, statutes that promote predictability, reduce uncertainty,
and provide default rules to fill in gaps in contractual coverage or to min-
imize the need (and the attendant cost) of contracting to anticipate every
possible eventuality can play a facilitating role. These are statutes that
are designed not to function as straitjackets that parties cannot contrac-
tually get out of, but rather to serve as a welcome guide through unex-
plored Internet territory.

Good arguments have been made that any electronic signature stat-
ute that goes beyond merely removing the most obvious barriers to e-
commerce (e.g., going beyond the question of “Is it legal?”) will actually

123. RoBERT A. HiLimaN ET AL., CoMMON Law anD Equity UNDER THE UN1ForRM CoM-
MERCIAL CopEk § 1.01, at 1-2 (1985).

124. ABNER J. Mikva aND Eric LANE, LEGIiSLATIVE ProcEss 1 (1993).

125. See Friedman, supra note 113, at 455-457. Those occupations hearing the “siren
song of licensing” saw it as a way to restrict competition and increase the prestige of the
trade. Id.

126. Id. at 449.
127. U.C.C. § 1-102, cmt. 2 (1998).

128. But see U.C.C. § 1-102. It is worth remembering that even the U.C.C. contains
exceptions to the parties’ ability to agree otherwise. Id.
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hurt, not help, e-commerce.12? These arguments are especially persua-
sive when it comes to compulsory controls or regulations that parties
cannot contract out of. Although we live in the Information Age, we do
not live in a world of perfect information—no crystal ball will tell us
whether the electronic signature statute we pass today will in fact
achieve its objectives or cause unintended consequences. But we must
also keep in mind that doing nothing more than removing the most obvi-
ous barriers is not necessarily a “safe” approach to promoting e-com-
merce and avoiding unintended consequences. It is possible that in
standing pat and failing to do what we can do to provide default rules
and facilitate trust, we could also be hindering the growth of e-
commerce.

Legislation is neither inherently bad nor good. U.S. legal history is
filled with examples of statutes that were ill-conceived, ineptly drafted,
enacted too early or too late to achieve their objectives, or just simply
counterproductive.13® By the same token, U.S. history also provides nu-
merous instances in which legislation has been extremely beneficial and
has functioned to promote, rather than restrict, economic growth.131

Legal scholar James Willard Hurst, for example, noted that law was
used in Wisconsin as a “positive instrument” to develop the 19* Century
lumber industry in that state. Toward that end, the state legislature
enacted log-labor liens to encourage laborers to work in the woods, and
also included navigation guaranties in stream franchises to expand traf-
fic volume.132

Likewise, legal scholar Lawrence M. Friedman has identified nu-
merous instances in which state legislation has been used to facilitate
and promote economic growth.133 Statutes freeing corporations and mu-
nicipalities from traditional contractual disabilities facilitated economic
development and provided a sort of government aid. Legislation also
played key roles in ensuring the extension of credit and thus of economic

129. Such arguments include: (1) we do not yet know enough about e-commerce; (2) the
time for legislation or regulation is after identifiable problems exist in a mature industry,
not before an industry even exists, and (3) drafting commercial statutes that regulate com-
mercial practices that do not exist do not enable commercial transactions but rather im-
pede them.

130. See generally James WiLLARD Hurst, THE GROWTH OF AMERICAN Law: THE Law
Makegs (1950); Law anp EconoMic GRowTH, supra note 99; CONTRACT Law IN AMERICA,
supra note 99; FRIEDMAN supra note 113.

131. More often than not, law follows on the heels of change to provide stability and
legitimacy: “its role has been much more to organize, channel, legitimize, and in a substan-
tial measure to redirect the course of changes that started outside the law.” See HursT,
supra note 130, at 19.

132. See Law anp Economic GROWTH, supra note 99, at 571.

133. See FRIEDMAN, supra note 113 at 242-246; CoNTrRAaCT Law IN AMERICA, supra note
99, at 142-148, 186.



1999] ELECTRONIC SIGNATURE LEGISLATION 765

growth in the U.S. For example, “[a] strong mortgage law, giving credi-
tors strong rights, was as necessary for debtors as for creditors, if only to
make capital flow into real-estate investment.”?3¢ To lay a foundation
for swift development of the economy, state legislatures in many in-
stances also manipulated contract remedies to indirectly encourage such
development, such as through the enactment of a variety of lien laws.
For example, legislation to create the mechanic’s lien was first passed in
Maryland to encourage master builders to enter into contracts to erect
and finish houses in the new capital city of Washington, D.C.; eventually,
state after state adopted increasingly broader versions of the lien, which
played a “developmental” role in the growth of the United States, mobil-
izing labor and capital to ensure that houses got built. Lien laws were
“enormously important because of the pervasive, ruinous force of the
business cycle. . . . The law reflected a desperate search for security—
how to protect one’s own assets and how to get recourse against the other
man’s.”135 Lijke land grants, mechanic’s liens functioned as promotional
devices: “[bly the act of giving real security to the worker, the statute
gave a line of credit to the land-owner. . . .”136

Without such security, capital may not have flowed as swiftly to de-
velop the new frontier that was the United States. In the early years of
America’s development, people generally favored:

legal arrangements which legitimized and encouraged the maxi-

mum exercise of private will. But economic growth was the end, rather

than some abstract ideal of freedom of private enterprise from public

interference. Positive use of law in the economy—land grants to subsi-

dize the building of canals and railroads are a good example—was

widely approved where this use of law was deemed likely to promote

economic development. Abstraction, then, had to give way whenever it

interfered with the greater goal.137

The U.S. economy depends more on credit than any other country in
the world, and lending institutions in the U.S. are willing to extend
credit and transfer funds because of the legal certainty of security inter-
ests under U.S. law, specifically Article 9 of the Uniform Commercial
Code.138 Article 9 was designed to apply to “all consensual security in-
terests in personal property and fixtures,”’39 and the aim of the Article

134. See FRIEDMAN, supra note 113 at 246,

135. Id. at 245.

136. See CoNTRACT Law IN AMERICA, supra note 99, at 43. By the same token, boat and
vessel acts (such as the one enacted in Wisconsin in 1838) provided laborers and suppliers
with an in rem action for claims against vessels in local waters. Id. at 144.

137. Id. 186.

138. John M. Wilson-Molina, Mexico’s Current Secured Financing System: The Law, the
Registries and the Need for Reform (visited Apr. 10, 1999) <http:/www.natlaw.com/pubs/
spmxbk3.htm.>.

139. U.C.C. § 9-102, cmt. (1998) (regarding Purposes).
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was “to provide a simple and unified structure within which the immense
variety of present-day secured financing transactions can go forward
with less cost and with greater certainty.”140 Article 9’s success in achiev-
ing such objectives, by shaping rules based on commercial lending mar-
ketplace principles, “has fostered the development of the world’s largest
and most active commercial and consumer credit markets.”141

Conversely, getting credit in Mexico—whose personal property se-
cured financing law has been compared to that of the U.S. before the
advent of Article 9142—can be difficult and often costs three times more
than in the United States or Canada (whose Canadian Personal Property
Security Act (PPSA) is based on the U.S. model).143 Mexico’s “crazy
quilt” of varying security devices, each with its own filing system and
standards for granting priority interests (where it is very difficult to de-
termine whether all the necessary legal documents have been filed to
create a binding security agreement), makes filing extremely costly and
creates uncertainty, thereby discouraging the extension of credit by
banks.'44 As one commentator observed, “Mexican banking laws do not
offer the legal certainty and protection demanded by banks needed to
given them the confidence to lend money to small start-up compa-
nies.”’45 The lack of clear investment laws or “rules of the game” thus
has hindered Mexico’s economic development.146

Article 9 provides support for the proposition that codification of
legal principles can help reduce costs and increase predictability for con-
tracting parties, thereby promoting economic growth. Yet Article 9 and
Mexico’s experiences may have even more to teach us about the potential
dangers of legislation. Although electronic signature legislation can act
as a catalyst in promoting economic growth by increasing predictability,
there is a very real danger that a “crazy quilt” of conflicting electronic

140. Id. §9-101, cmt. (emphasis added).

141. Dr. Boris Kozolchyk, What to Do About Mexico’s Antiquated Secured Financing
Law (Section II.B.) <http:/natlaw.com/pubs/bk9.htm>.

142. See Wilson-Molina, supra note 138 (citing William H. Hawkland and Alejandro M.
Garro, Committee on Secured Transactions: Introductory Note From the Reporters,
AcapEMiA PUERTORRIQUENA DE JURISPRUDENCIA Y LEcisLacion 3-21 (1989))
(“[E]stablishing that most civil law jurisdictions use a complex system of various personal
property secured financing mechanisms to achieve poorer results than those accomplished
under UCC Article 9.”); DaLe B. FurnisH, MExicAN Law oN SECURED TRANSACTIONS, IN
Domwe BusmEess 1N Mexico 37.01 (SMU ed., 1987).

143. See Kozolchyk, supra note 141.

144. David W. Eaton, Transformation of the Maquiladora Industry: The Driving Force
Behind the Creation of a NAFTA Regional Economy, 14 Ariz. J. INT'L & Comp. Law 747,
827 (Fall 1997).

145. David W. Eaton, Mexican Participation in the Maquiladora Industry: Loan Them
the Money!!! 14 Ariz. J. INTL & Comp. Law 329, 332 (Fall 1997).

146. Eaton, supra note 144, at 832. Such concerns fueled calls for legislative reform.
See generally supra notes 142-146.
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signature legislation could actually decrease predictability and inhibit
the growth of e-commerce.

IV. CONCLUSION

Although it seems proper to reject the imposition of undue restric-
tions on e-commerce, we must recognize that legislation can, if properly
written, encourage rather than restrict, and promote rather than dis-
able, the desirable public policy goal of global e-commerce. In evaluating
the merits of electronic signature legislative initiatives, we must be sure
to distinguish between regulatory legislation, which often dictates re-
strictive standards and conditions, and enabling or facilitating legisla-
tion, which can be used to support freedom of contract and increase
predictability and certainty in online transactions without inhibiting the
development of new business models and technology for authentication
and message integrity. We must also keep in mind that limiting the leg-
islative helping hand that we extend to e-commerce is not risk-free; be-
nign neglect may well produce stagnation or at least slow the
development of business online. Retention of existing law during a pe-
riod of rapid technological innovation can, paradoxically, create instabil-
ity and uncertainty. Conversely, when law moves with change in
business practice, law can actually have its most stabilizing effect and
facilitate economic growth.

We have seen what has already been done by the initial trailblazers
in e-commerce—companies whose businesses were already firmly rooted
in electronic media (such as the computer industry) or whose businesses
translated easily to e-commerce business models.14? While many are us-
ing the Internet to great effect for advertising and distributing other con-
tent, many more have yet to realize the ultimate promise of this powerful
communications medium to engage in online transactions. The difficult
question is this: what role can legislation play in encouraging the explo-
ration of the transactional frontiers that this new world of e-commerce
has to offer?

The answers to the legal issues raised in this article are far from
clear. Electronic signature legislation can and should serve as a vehicle
for advancing e-commerce, but we no doubt will need to adapt our legis-
lative approaches as new business models and technologies emerge and
the case law develops. In particular, we should closely monitor whether
the wide diversity in the various state laws regarding electronic signa-
tures is hindering the development of e-commerce, new business models,
or new technologies, and whether the lack of uniform state or federal e-
commerce legislation is putting the U.S. at a competitive disadvantage.

147. Examples include credit card-based sales of consumer products (i.e. amazon.com)
and as online stock trading.
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History has shown us that Mexico’s delay in reforming its divergent mix
of secured transactions laws to provide predictability and keep pace with
the legal innovations of countries such as the U.S. and Canada greatly
inhibited the extension of credit in Mexico and thereby hindered its eco-
nomic growth. We would do well not to make the same mistake with our
electronic signature laws.

One thing is certain: great change predominates the e-commerce
world, and unless we move with change, we will become its victims.
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