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COMMENTS

ARE “EVAN’S LAW” AND THE
TEXTALYZER IMMEDIATE
SOLUTIONS TO TODAY’S RAPID
CHANGES IN TECHNOLOGY OR
ENCROACHMENTS ON DRIVERS’
PRIVACY RIGHTS?

AGGIE BAUMERT*

I. INTRODUCTION

Distracted driving contributes to more than 1 million crashes in
North America annually and results in serious bodily injuries, deaths,
and an economic impact estimated by some experts at nearly $40 billion
per year.! Every day approximately 9 people are killed and more than
1,000 injured in crashes that involve a distracted driver.” Driving while
using a cellphone can pose a dangerous cognitive distraction and de-
grade driver performance.” The use of a cellphone while driving in-
creases your chance of getting into a crash by 400%." Texting while
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1. ILL. ST. POLICE, https://www.isp.state.il.us/traffic/distractdrive.cfm (last visited
May 31, 2017).

2. CTRS. FOR DISEASE CONTROL AND PREVENTION, Distracted Driving/Motor Vehi-
cle Safety, https://www.cdc.gov/motorvehiclesafety/distracted_driving/index.html (last vis-
ited, Oct 29, 2017).

3. ILL. ST. POLICE, supra note 1.
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driving makes you 23 times more likely to crash.’

In 2011, Evan Lieberman was killed in a car crash as a result of
distracted driving.® The driver of the car, in which Evan was a passen-
ger, drifted over the yellow line and collided head on with an oncoming
car.” Evan was wearing a seatbelt in the back seat and still suffered
substantial internal injuries and died a month after the accident.® The
driver told the police that “he dozed off while driving.” Although the
crash killed Evan and injured two other passengers, the State police
never charged or cited the driver for using a hand-held cellphone."” The
driver’s phone had been left for weeks in the wrecked car at a tow
yard."" The State police could not check the driver’s phone at the scene
of the accident to find out if he was telling the truth because the police
lacked probable cause to obtain a warrant.'? Frustrated with the lack of
progress in the criminal investigation, Evan’s father, Ben Lieberman,
filed a civil lawsuit in which he subpoenaed the driver’s phone records."
Six months after the accident, Evan’s father learned that the driver was
texting while driving.'* The phone record eventually proved that the
driver was texting immediately before the crash."’ As a result of this
accident, Evan’s father advocated passage of “Evan’s Law” in New York
State, which would allow the police to use a device called a textalyzer at
the scene of the accident.'® The “textalyzer” device would permit “law
enforcement to scan a driver’s cellphone after an accident to see if it
was in use during or before the collision.””” Supporters for the textalyz-

5. Id.
6. David Schaper, ‘Textalyzer’ Aims To Curb Distracted Driving, But What About
Privacy?, NATL PUB. RAD., Apr. 217, 2017,

http://www.npr.org/sections/alltechconsidered/2017/04/27/525729013/textalyzer-aims-to-
curb-distracted-driving-but-what-about-privacy.

7. Joel Rose, New York Wants To Know: Have You Been Texting And Driving?,
NATL Pus. RAD., Apr. 27, 20186,
http://www.npr.org/sections/alltechconsidered/2016/04/27/474980140/nmew-york-wants-to-
know-have-you-been-texting-and-driving.

8. Schaper, supra note 6.

9. Id.

10. Terence Corcoran, N.Y. family who lost son fights distracted driving, USA
TODAY, May 29, 2013, https://www.usatoday.com/story/news/nation/2013/05/29/ny-father-
fights-distracted-driving/2370837/.

11. Schaper, supra note 6.

12. Id.
13. Id.
14. Id.
15. Id.

16.  O’CONNOR’S ANNOTS, NY Bill Would Allow Police to Search Cellphone After
Crash to Check for Distracted Driving, Dec. 5, 2016,
https://www.oconnors.com/blog/2016/12/05/ny-bill-would-allow-police-to-search-cell-phone-
after-crash-to-check-for-distracted-driving/.

17. N.Y.C. L. UNION, New York Civil Liberties Union Comments on the “Textalyzer”
for the Governor’s Traffic Safety Committee,
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er compare it to a “breathalyzer for texting,” and advocate to obtain the
information without a warrant, like a breathalyzer.'®

The goal of “Evan’s Law” is to increase enforcement of existing laws
that prohibit the use of cellphone or other personal electronic devices
while driving, through the creation of field tests by police officers at the
scene of the accident."” The bill would approve electronic scanning de-
vices, which are reliable and accurate for the purpose of conducting the
field testing.”” Further, “Evan’s Law” would permit police to conduct
warrantless inspections of drivers’ cellphones or other personal elec-
tronic devices at the scene of the accident.”’ Specifically, “Evan’s Law”
would allow the police to conduct a field test on the driver’s cellphone or
other personal electronic device at a crash site to determine whether a
distracted driver caused the accident by using the cellphone or electron-
ic device just before a crash.*

In the pre-digital age, before cell and smartphones, a search of a
driver was limited by physical realities and constituted only a narrow
intrusion on privacy.” Today, “Evan’s Law” and similar laws, as well as
the availability of devices such as a textalyzer, create concerns regard-
ing drivers’ privacy rights. Some advocates argue that the field testing
authorized by “Evan’s Law” directly infringes a fundamental privacy in-
terest for drivers in New York State.”* Notably, certain privacy advo-
cates, for example the New York Civil Liberties Union, argue that law
enforcement officers should be required to obtain a warrant to access
drivers’ cellphones.”” In support of their claim, they cite to the Su-
preme Court decision, Riley v. California, where the Court has recog-
nized drivers’ privacy interest.”® Further, the position of the opponents
of the bill is that drivers should have the right to continue to have a

https://www.nyclu.org/sites/default/files/field_documents/nyclu_textalyzer_comments_fina
L.pdf (last visited March 2, 2018).

18. Id.

19. S.B. 2306, N.Y.S. 2017-2018 Sess.,
https://www.nysenate.gov/legislation/bills/2017/52306 (last visited June 6, 2017).

20. Id.

21.  O’CONNOR’S ANNOTS., supra note 16.

22. Id.

23.  Riley v. California, 134 S.Ct. 2473, 2489 (2014).

24. Mem. from the NYCLU, Elec. Frontier Found., TechNet, The St. Privacy and
Sec. Coalition on An Act in relation to the field testing of mobile telephones and portable
electronic  devices (S.2306/A.3955), https://[www.nyclu.org/en/press-releases/telecom-
industry-and-privacy-rights-groups-oppose-police-textalyzer-phone-search-bill (last visited
Apr. 25, 2017).

25. Jason Tashea, Checking Texting N. Y. Considers Textalyzer’ Bill That Allows
Police to Learn Whether Drivers in Crashes Were Texting Behind the Wheel, 102 A.B.A. J.
18, 19; S.B. 2306, 240th Sess. (N.Y. 2017).

26. An Act in relation to the field testing of mobile telephones and portable electronic
devices, supra note 24.
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privacy interest in their cellphones or other portable devices to remain
free from warrantless searches by law enforcement.?’

This article will focus on distracted driving caused by cellphones
and smartphones and other portable electronic devices that have web-
browsing and text-sending capabilities. It will address the following is-
sues: 1) the current application and changes in Illinois law and police
practice that cause a decrease in enforcement of distracted driving laws;
2) the New York State Senate Bill S2306, or “Evan’s Law” proposal, as
the only solution to decrease distracted driving; 3) current laws and
regulations that do not fully address problems associated with distract-
ed driving; 4) the U.S. Supreme Court decision that prohibits cellphone
searches because it implicates privacy issues and Fourth Amendment
concerns and thus leads to increased use of cellphones by drivers; and 5)
recommendations to enact “Evan’s Law” to permit the use of a textalyz-
er without abuse of a driver’s cellphone privacy rights being violated.

II. BACKGROUND

1.DISTRACTED DRIVING AND ITS ASSOCIATION WITH CELLPHONE USE

A driver who engages in distracted driving behavior places himself,
other drivers, passengers, and pedestrians in danger and potentially
risks their lives.”® A distracted driver is one who fails to focus 100% on
the act of driving.” According to the National Highway Traffic Safety
Administration (“NHTSA”), distracted driving includes not only cell-
phone use such as texting, but also other conduct including eating, talk-
ing to passengers, and adjusting the radio and/or climate controls.*

Distracted drivers constitute a grave public hazard when using a
cellphone or changing control settings inside their vehicle.” Using
hands-free technology such as a headset or voice active controls while
driving a vehicle is also considered a distraction and can have danger-
ous and devastating effects.’> A study conducted by the 2015 Washing-
ton Traffic Safety Commission found that one in ten drivers were dis-
tracted in some way while on the road, and that 70% of those observed

27. Id.

28. Nat'l Highway Traffic Safety Admin., U.S. Dep’t of Transp., Distracted Driving
2015, https://crashstats.nhtsa.dot.gov/Api/Public/ViewPublication/812381 (last visited
June 7, 2017).

29. ILL. ST. POLICE, supra note 1; An Act in relation to the field testing of mobile tel-
ephones and portable electronic devices, supra note 24.

30. Nat’l Highway Traffic Safety Admin., supra note 28.

31. OFF. OF THE ILL. SEC’Y OF ST., ILLINOIS RULES ON THE ROAD 2017 (June 2017),
https://www.cyberdriveillinois.com/publications/pdf_publications/dsd_a112.pdf.

32. Id.
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were using their phone.”” The National Highway Traffic Safety Admin-
istration (“NHTSA”) reported that in cases where distractions were
caused by dialing or texting, the risk of a crash tripled.”* According to a
State Farm insurance company survey, nearly 30% of drivers surveyed
in 2015 admitted to using the Internet while driving, compared to just
13% in 2009.” The survey found that the%age of young drivers, “aged
18-29, who read social media websites while driving doubled from 21%
in 2009 to 41% in 2014.”° Similarly, the proportion of this population
who actually post to social media while driving increased from 20% in
2009 to 30% in 2014.”” The same survey found the%age of young adults
aged 18-29 who texted while driving was 58% in 2014, down from 71%
in 2009, because the use of social media as a form of communication
may eventually supersede text messaging.”® Thus, it seems that social
media use while driving is increasing among adolescents and young
adults and may be as dangerous as text messaging or talking on the
phone.*

In 2015, crashes caused by distraction constituted 14% of all police-
reported motor vehicle traffic crashes.®’ Individuals between 15 to 19
years old (9%) comprised the largest group of distracted drivers.* The
NHTSA statistics reported 35,092 fatal crashes in 2015.* In that year
alone, distracted driving alone claimed 3,477 lives and an estimated
391,000 injuries among drivers and passengers.” Distracted driving al-
so killed pedestrians, bicyclists, and bystanders.* The registered spike
in collisions and fatal crashes is closely related to distracted driving as-

33. Bart Jansen, New distracted driving law in Washington makes it illegal to hold
phone while driving, UsA TODAY, July 4, 2017,
https://www.usatoday.com/story/news/mation-now/2017/07/24/new-distracted-driving-law-
washington-makes-illegal-hold-phone-while-driving/504821001/.

34. Id.

35. Id.

36. ST. FARM®, Distracted Driving Includes Growing Mobile Web Use,
http://teendriving.statefarm.com/road-to-safety/risky-driving/distracted-driving (last visit-
ed Oct, 29, 2017); ST. FARM®, Smartphones While Driving: We Know It’s Risky. So Why Do
We Do It?, (Mar. 30, 2017), https://newsroom.statefarm.com/8th-state-farm-distracted-
driving-survey/#ZImb7UhRGtcTSF6C.99.

37. M. Kit Delgado, Kathryn J. Wanner, and Catherine McDonald, Adolescent Cell-
phone Use While Driving: An Overview of the Literature and Promising Future Directions
for Prevention, NAT'L CTR. FOR BIOTECHNOLOGY INFO., U.S. NATL. LIAB. OF MED., (Sep.
29, 2016), available at https://www.ncbi.nlm.nih.gov/pmc/articles/PMC5041591/;
Smartphones While Driving: We Know It’s Risky. So Why Do We Do It?, supra note 36.

38. Id.

39. Id.
40. Nat’l Highway Traffic Safety Admin., supra note 28.
41. Id.
42. Id.
43. Id.

44. Id.
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sociated with cellphone useage.®

Besides using a cellphone to access social media, the most deadly
form of distraction is text messaging. Since the year 2000, the use of
equipment with text messaging capabilities has increased from 12 mil-
lion messages annually to over 16 billion messages in 2006.* But in
2014 the numbers are even higher, as an estimated 169.3 billion text
messages were sent worldwide, in comparison to 110 billion in 2009."
In the United States, in December 2009, the 286 million U.S. phone
subscribers sent 152.7 billion text messages per month, for an average
of 534 messages per subscriber per month.* Further, in May 2010, 72%
of adult cellphone users sent and received text messages.* Texting, e-
mailing, web browsing, and similar cellphone use while driving may be
as dangerous as talking on a cellphone or engaging in other forms of
driver distractions.” Any activity a driver engages in while driving has
the potential to distract him from the primary task of driving.’! A com-
parison can be drawn with cellphone use to passenger conversations
while driving show each to be equally risky, while others show cell-
phone use to be more risky.”> However, an important distinction be-
tween the two is the fact that a passenger can monitor the driving situ-
ation along with the driver and pause for, or alert the driver to,
potential danger.”” In recent years, cellphone use, specifically, text
messaging, has dramatically increased in occurrence and popularity
across the world.”

The most common types of distractions that affect drivers’ abilities
to operate vehicles safely and avoid crashes fall into three categories:
visual, manual, and cognitive distractions.”® First, visual distractions
arise when a driver’s eyes are diverted to complete or pay attention to

45. Id.

46. OFF. OF THE ILL. SEC’Y OF ST., ILLINOIS RULES ON THE ROAD 2017, supra note
31.

47. Delgado, supra note 37.

48. Id.

49. Kristen Purcell, Roger Entner, Nichole Henderson, The Rise of Apps Culture
35% of U.S. adults have cellphones with apps, but only 24% of adults actually use
them,DEW RES. CTR., PEW RES. CTR.’S INTERNET & AM. LIFE PROJECT (Sep. 15, 2015),
http://www.pewinternet.org/files/old-
media//Files/Reports/2010/PIP_Nielsen%20Apps%20Report.pdf.

50. Alexis M. Farris, Note, LOL? Texting While Driving Is No Laughing Matter:
Proposing a Coordinated Response to Curb this Dangerous Activity, 36 Wash. U. J.L. &
Pol’y 233, 234 (2011).

51. ILL. ST. POLICE, supra note 1.

52. Id.

53. Id.

54. Delgado, supra note 37.

55. DMvV.org, Three Types of Driving Distractions,

https://www.decidetodrive.org/distracted-driving-dangerous/eating-driving/ (last visited
Oct. 29, 2017).
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another task.’® Examples of such visual distractions include: looking for
items on the floor of the car, checking and adjusting the GPS, changing
the radio station, adjusting the temperature controls, and applying
makeup.”’ Second, manual distractions arise when the driver takes one
or both hands off of the wheel of a vehicle.”® Examples of such manual
distractions include: eating and drinking, smoking, and searching
through a purse or wallet while in the car.” Third, cognitive distrac-
tions arise when a driver focuses away from the task of driving a vehi-
cle.®” Examples of such cognitive distractions include: talking to anoth-
er passenger, thinking about something that is upsetting, road rage,
daydreaming, and being under the influence of drugs and/or alcohol.®!

In the United States, texting while driving falls under all three cat-
egories of distracted driving.®* It takes more attention away from a
driver than distractions that fall under only one category.” First, a
visual distraction takes place when a driver looks at a phone.** Second,
a manual distraction takes place when a driver uses fingers to type
messages rather than keeping his hands on the wheel.*” Third, a cogni-
tive distraction takes place when a driver concentrates on reading or re-
sponding to a conversation rather than focusing on general traffic con-
ditions.® Thus, cellphone use while driving should be restricted
because of increased danger of crashes or even death.

2. 1S A CELLPHONE JUST A PHONE OR A CAUSE OF DEATH IN AUTO
ACCIDENTS?

“Fully eight in ten adults today (82%) are cellphone users, and
about one-quarter of adults (23%) now live in a household that has a
cellphone but no landline phone.” A cellphone is no longer just a
phone but if used while driving can be a cause of death in auto acci-
dents. Also, the use of cellphones for purposes of calling, text messag-
ing, or browsing the Internet has increased immensely.”® In 2016 there

56. Decidetodrive.org, Eating While Driving,
https://www.decidetodrive.org/distracted-driving-dangerous/eating-driving/, (last visited
Oct. 29, 2017).

57. DMvV.org, supra note 55.

58. Decidetodrive.org, supra note 56, DMV.org, supra note 55.

59. DMV.org, supra note 55.

60. Decidetodrive.org, supra note 56.

61. DMvV.org, supra note 55.

62. Id.
63. Id.
64. Id.
65. Id.
66. Id.

67. Purcell, supra note 49.
68. Delgado, supra note 37.
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were 262 million smartphones in active use in comparison to 2009 when
there were only 50 million.” According to CTIA-The Wireless Associa-
tion’s Industry Survey, the use of smartphones has increased 15% every
year since 2009.”

A cellphone differs in both “a quantitative and a qualitative sense”
from any other object found on a driver’s person, such as personal items
carried by a driver.”! Before a smartphone, drivers would not usually
carry sensitive personal information everywhere they went. Since then,
phones used by drivers have been adapted to the technological changes
in society. Today, many cellphones contain sensitive information previ-
ously found in the home of a driver, such as credit card information and
e-mail.”” The phone also contains a broad array of private information
that might not be found in the driver’s home.”” Many cellphones have
mobile applications software, or “apps,” that provide the user with a
range of tools for managing detailed information about all aspects of a
person’s life.”*

The term “cellphone” is deceptive because the assumption is that it
can be used only as a telephone, when in fact, the majority of cellphones
are minicomputers with the capacity to be used as telephones.”” To-
day’s cellphones can be any of the following at the same time: “cameras,
video players, rolodexes, calendars, tape recorders, libraries, diaries, al-
bums, televisions, maps, or newspapers.”’® Because of cellphones’ stor-
age and memory capacities, these devices differ immensely from the
traditional telephones or “old-fashioned flip” phones.”

Drivers find cellphones more interesting and helpful in everyday
life because they couple that capacity with the ability to store many dif-
ferent types of information.”® Even the most simple cellphones pur-
chased for less than “$20 might hold photographs, picture messages,
text messages, Internet browsing history, a calendar, a thousand-entry
phone book, and so on.”” Thus, because of the astonishing number of
ways in which cellphones can be used, if used inappropriately, these de-
vices can be distracting and their use can substantially contribute to

69. Ctia.org, https://www.ctia.org/docs/default-source/default-document-
library/annual-year-end-2016-top-line-survey-results-final.pdf?sfvrsn=2 (last visited Oct.
29, 2017).

70. Id.

71. Riley at 2488, 2489.
72. Id. at 2491.

73. Id.

74. Id. at 2490.

75. Id. at 2489.

76. Id.

77.  Riley at 2478, 2489.
78. Id. at 2489.

79. Id.
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devastating injuries or even death in auto accidents.

3. SUMMARY AND IMPACT OF THE NEW YORK DEPARTMENT OF MOTOR
VEHICLE HEARING

In 2013, at the hearing regarding Evan’s death before the New
York Department of Motor Vehicles, an administrative law judge found
the driver at-fault for using his cellphone while driving; however, the
judge did not cite his cellphone use as a factor contributing to the crash
itself. * The driver did not testify during the hearing.!' The lawyer for
Evan’s estate introduced as evidence the driver’s phone records and
statements that the driver made in a civil suit stemming from the
crash.** In addition, Evan’s lawyer submitted the driver’s Facebook
message that the driver had sent the day after the accident to Evan and
to the two other passengers.”” That message read as follows: “... i am
8000000 sorry ... 1 was exhausted and you were all sleeping too ... I was
bobbing my head and taking those 1 second naps before forcing myself
to stay alert.”® Evan’s attorney stated that the browser on the driver’s
phone, which can be used to access Facebook and other social media,
was on from the early morning of that day up to the time of the crash.”
Further, the attorney stated that the driver’s phone records illustrated
“a consistent usage of a cellphone device texting in and out for the peri-
od that [the driver] was operating the vehicle up until when the acci-
dent happened.”™

On the one hand, the driver’s attorney opposed the introduction of
the phone records into evidence stating that the police filed no charges
and that “[l]aw enforcement concluded there was no evidence connect-
ing the cause to texting or talking on the phone prior to the crash.”®’
Nevertheless, the administrative judge allowed the admission of the
records and cited them in her ruling, and consequently suspended the
driver’s license for a year.*

4. LIEBERMAN’S PROPOSAL OF “EVAN’S LAW” AND USE OF A TEXTALYZER AS
A SOLUTION TO ADDRESS DISTRACTED DRIVING

Considering the above statistics and the cause of Evan’s death, the

80. Corcoran, supra note 10.

81. Id.
82. Id.
83. Id.
84. Id.
85. Id.
86. Corcoran, supra note 10.
87. Id.

88. Id.
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NHTSA and law enforcement need a technological solution to address
the distracted driving problem.”” One of these solutions might be the
textalyzer or “Evan’s Law” as currently proposed by lawmakers in New
York State.”” The bill and the technological device were inspired by Ben
Lieberman’s story; Lieberman lost his son in a car accident caused by a
driver who was texting while driving.”' “Evan’s Law” will allow devices
like a textalyzer to be used by law enforcement to determine if a driver
used a cellphone before a crash. At this point, however, the textalyzer
and “Evan’s Law” are only being considered in New York, but if success-
fully enacted, other states might follow New York State’s lead.’

1. The “Evan’s Law” Proposal would Aid Law Enforcement in
Decreasing, if not Eradicating, Distracted Driving Caused by Use of a
Cellphone.

“Evan’s Law” would create a more efficient way through field test-
ing for law enforcement at the scene of an accident in determining
whether a driver was using a cellphone while driving before an acci-
dent. This would ultimately decrease or perhaps eliminate distracted
driving caused by use of a cellphone or other personal electronic devices
while driving.” As a result of Evan’s death, his father, Ben Lieberman,
co-founded Distracted Operators Risk Casualties, a nonprofit advocacy
group that supports the bill in the New York Assembly.” A co-founder
of the bill is Deborah Becker, whose son was the front-seat passenger in
the head-on collision that caused Evan’s death.” To address the con-
cerns and the danger associated with distracted driving, New York
State legislators proposed the New York State Senate Bill S2306
(“S2306”), called “Evan’s Law.””® “Evan’s Law” is currently in the se-
cond stage out of the total of four stages of the legislative process.”’

“Evan’s Law” “[p]rovides for the field testing for use of mobile tele-
phones and portable electronic devices while driving after an accident
or collision.””® The goal of “Evan’s Law” is to increase enforcement of
existing laws that prohibit the use of cellphones or other personal elec-

89. Anna Gotfryd and Jacob Vannette, Texting While Driving in a New Age of Au-
tomobile Advancements Legal Implications to be Determined, TIMELY TECH, (June 19,
2016), http://illinoisjltp.com/timelytech/texting-while-driving-in-a-new-age-of-automobile-
advancements-legal-implications-to-be-determined/.

90. Id.

91. Schaper, supra note 6.

92. S.B. 2306, N.Y.S. 2017-2018 Sess., supra note 19.

93. Id.

94. Tashea, supra note 25.

95. Id.

96. S.B. 2306, 240th Sess. (N.Y. 2017).
97. Id.

98. Id.



2018] EVAN’S LAW AND THE TEXTALYZER 153

tronic devices while driving through field tests by police officers at the
scene of the accident.” “Evan’s Law” is “[a]n act to amend the vehicle
and traffic law ..., in relation to the field testing of mobile telephones
and portable electronic devices after a motor vehicle accident or colli-
sion involving damage to real or personal property, personal injury or
death.”'”

The bill amends section 215 of the vehicle and traffic law, regarding
rules and regulations of the Department of Motor Vehicles, by including
two new subdivisions, (d) and (e)."”" In subdivision (d) the commission-
er, jointly with the commissioner of criminal justice services, is required
to promulgate rules and regulations to assess the reliability and accura-
cy of the electronic scanning devices used during field testing of mobile
telephones and portable electronic devices.'” This section gives the
commissioner, jointly with the commissioner of criminal justice services,
power to approve electronic scanning devices, which are reliable and ac-
curate for the purpose of conducting the field testing.'”

In subdivision (e), the bill proposes that the commissioner must
provide a public education campaign, which would include pamphlets,
relating to field testing for use of mobile telephones and portable elec-
tronic devices, and the implied consent for testing of any person operat-
ing a motor vehicle in that state.'” “Evan’s Law” would increase en-
forcement of existing laws that prohibit the use of cellphones through
field tests at the scene of the accident and would give power to approve
electronic scanning devices.'”” Thus, the legislation through field tests
would aid law enforcement at the scene of the accident in determining
whether a driver was using a cellphone before a crash and ultimately
decrease or perhaps eliminate the use of cellphone or other personal
electronic devices while driving.'*

i1. Textalyzer is an Effective Way to Determine if a Driver was Using a
Cellphone before an Accident.

Currently, almost all of the states in the United Sates have made
“texting while driving” illegal.'”” Utah, Illinois, and New Jersey have

99. Id.
100. Id.
101. Id.
102. S.B. 2306, 240th Sess. (N.Y. 2017).
103. Id.
104. Id.
105. Id.
106. Id.
107. GHSA, DISTRACTED DRIVING LAwS BY ST.,

http://www.ghsa.org/sites/default/files/201705/DistractedDrivingLLawChart_May17_2.pdf.



154 J. INFORMATION TECHNOLOGY & PRIVACY LAW [Vol. XXXIII

imposed large fines on texting drivers.'” Despite the ban and the large
fines, enforcement of these laws can be problematic for police officers.'”
Even with these state bans and large fines, law enforcement still strug-
gle to determine whether a driver used a cellphone before a crash.''’ As
a result, Ben Lieberman, Evan’s father, has been working with Cel-
lebrite, a company that has developed an electronic device, called a
textalyzer, that is modeled after the breathalyzer.'"

The textalyzer can determine whether a driver was using a cell-
phone illegally on the road just before an accident, just like the breatha-
lyzer determines whether a driver had been drinking before an acci-
dent.'? To make this determination, a law enforcement officer would
attach a cord to connect the textalyzer to the cellphone and in about 90
seconds would receive a report of the driver’s last activities.'” The
textalyzer would display a summary of what applications, screen taps,
and swipes had been opened and used on the phone right before the
crash without downloading the cellphone’s content.'"* For example, the
textalyzer will show that a driver “opened WhatsApp at 2:45,” that
there were several Facebook activities, and the driver “received an in-
coming call at 2:59 and sent an SMS at 3 o’clock.”'"” The textalyzer will
download information about what apps had just been used.''® Further,
the textalyzer would not analyze any sensitive information from the
phone such as personal communications.''” Cellebrite plans to tailor the
device specifically to each state’s jurisdictional requirements.''® Thus,
Evan’s father and the New York lawmakers believe that the textalyzer
will address the problem with distracted driving by aiding the police in
conducting field testing on cellphones at crash sites.'"”

5. CURRENT DISTRACTED DRIVING LAWS AND REGULATIONS IN THE
UNITED STATES.

i. Implementation and Enforcement of State Laws and Regulations as a
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Result of Distracted Driving.

Most states recognize distracted driving as a threat to public safety
and, as a response, have enacted laws such as the “Hand-held Cell-
phone Ban,” the “All Cellphone Ban” (applicable to school bus drivers
and novice drivers), and the “Text Messaging Ban” (applicable to all
drivers, school bus drivers, and novice drivers)."”® In addition, some
states have passed modified prohibitions, which apply only to selected
drivers and limit them to utilizing their cellphones for certain purpos-
s, 121

Some states also classify “texting while driving” as either a second-
ary or primary offense.'” This distinction is important because a sec-
ondary offense does not allow the police to conduct an arrest and a sub-
sequent search, including the search of a cellphone.'” In contrast,
when “texting and driving” is classified as a primary offense, commonly
categorized in a few states, law enforcement officers have no authority
to conduct a full-custody arrest for traffic offenses, effectively preclud-
ing a search incident to arrest and the search of a cellphone."” These
“primary enforcement laws” mean “an officer may cite a driver for using
a hand-held cellphone without any other traffic offense taking place.”'*
The “Text Messaging Ban” is in effect in 47 states, as well as D.C,,
Puerto Rico, Guam, and the U.S. Virgin Islands for all drivers.'?® All of
these states have primary enforcement except Florida, Nebraska, Ohio,
and South Dakota."”’ In those four states, the use is a secondary of-
fense.'”® Arizona, Missouri, Montana, and Texas do not ban all catego-
ries of drivers from texting.'”” Missouri prohibits text messaging by
novice or teen drivers."”” Montana is the only state that does not have a
“Hand-held Cellphone Ban,” “All Cellphone Ban,” or “Text Messaging
Ban” prohibition.""
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The “Hand-held Cellphone Use Ban” applies to all drivers and pro-
hibits drivers from using their cellphones while driving. This type of
ban is enforced in 14 states, in addition to D.C., Puerto Rico, Guam, and
the U.S. Virgin Islands."** Hand-held operation of a cellphone while
driving has been shown to have a three to four fold increased risk of a
near crash or crash, and an eye glance duration greater than two se-
conds increases crash risk."”” There is an implied notion that through
the hand-held ban, hands-free talking is safer than driving while hold-
ing the cellphone to carry on a conversation.”* But the use of a “hands-
free” device most commonly involves some sort of hands-on activity.'*’
This means that one hand is off the steering wheel “whether it is to
manually set up and attach the device, to dial the phone in order to
make a call, or press a button to answer an incoming call.”"*

The “All Cellphone Use Ban” means prohibiting any use of a cell-
phone while driving."””” Although no state has enacted “All Cellphone
Use Ban” to all categories of people, the ban applied to certain drivers.
For instance, in 38 states and D.C. the ban applies to novice drivers or
teen drivers."””® Additionally, 21 states prohibit all cellphone use by
school bus drivers."”” Currently, no state prohibits all cellphone use for
all drivers.'*

Often, local authorities pass their own distracted driving bans -
most include the use of cellphones while driving.'"! However, several
states, including Florida, Kentucky, Louisiana, Mississippi, Nevada,
Pennsylvania, and Oklahoma, have prohibited localities from enacting
their own laws regarding cellphone use.'*

The above listed laws differ from the “Evan’s Law” because they do
not provide for field testing for use of mobile telephone and portable
electronic devices while driving after an accident or collision.'” In addi-
tion, “Evan’s Law”, if passed, would amend the vehicle, traffic, and the
enforcement laws in relation to field testing of mobile telephones and
portable electronic devices after a motor vehicle accident.'*  Also,
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“Evan’s Law” would approve electronic scanning devices, which are re-
liable and accurate for the purpose of conducting field testing.'* Final-
ly, the goal of the “Evan’s Law” is to increase enforcement of existing
laws that prohibit the use of cellphone or other personal electronic de-
vices while driving through the creation of field tests by police officers
at the scene of the accident.'*® The field testing recommended by
“Evan’s Law” would provide printed reports that would constitute evi-
dence that the driver was using a cellphone just before an accident.'?’
The current state laws enacted by each state rely only on the police of-
ficer's statement.'” Thus, the field test report would constitute a more
reliable form of evidence presented in court than police officers testimo-
ny to prove that the driver was using a cellphone or other electronic de-
vice just before a crash.

1. U.S. Supreme Court Decisions Related to Cellphone Searches.

Current U.S. Supreme Court decisions slowly address Fourth
Amendment considerations in view of rapid technological changes in to-
day’s society. The Court has been responding to these technological ad-
vancements at a moderate pace. For example, in Riley v. California, the
Court looked at the applicability of the search incident to arrest doc-
trine to a modern smartphone and flip phone.'* The “flip phone,” which
is no longer commonly used, generally has a smaller range of features
than a smartphone.'”® In Riley, the Court held that an enforcement of-
ficer must obtain a warrant before searching the digital contents of cell-
phones seized from people who are placed under arrest.'””’ The Court,
citing to the Fourth Amendment, reasoned that a law enforcement of-
ficer could not search a cellphone without a warrant, even after an ar-
rest, unless exigent circumstances existed.”” The Fourth Amendment,
enacted to prohibit the government from conducting unreasonable
searches and seizures, states that “[t]he right of the people to be secure
in their persons, houses, papers, and effects, against unreasonable
searches and seizures, shall not be violated, and no Warrants shall is-
sue, but upon probable cause, supported by Oath or affirmation, and
particularly describing the place to be searched, and the persons or
things to be seized.”’”® Further, the Court stated that the search inci-
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dent to arrest exception does not apply to cellphones, but recognized
“the exigencies of the situation” exception that may justify a warrant-
less search of a particular phone that would pass Fourth Amendment
scrutiny.'™

The search incident to arrest doctrine and its application has been
analyzed in many cases before Riley, including Arizona v. Gant.'” In
Gant, the Court held a police officer may search a car in the case of law-
ful arrest, only if the officer reasonably believes that the person arrest-
ed might have access to the vehicle at the time of the search or the vehi-
cle contains evidence of the offense that prompted the arrest.””® In the
absence of these circumstances, a “warrantless search” is unreasonable
and is subject to a few, narrow exceptions.'””’ For instance, when safety
or evidentiary concerns demand it, then the officer is authorized to
search a car without a warrant.'””® Further, an officer is authorized to
search the vehicle when the officer has a reasonable suspicion that a
person, whether or not the arrestee, might cause danger and might
want to re-enter the vehicle to obtain a weapon.'” Lastly, an officer is
authorized to search any area of a vehicle when the officer has probable
cause to think that the vehicle possesses evidence of criminal activity.'®
There might also be other circumstances that would justify a search,
such as officer safety or evidentiary interests.''

Ultimately in Riley, the Court determined that Gant relied on “cir-
cumstances unique to the vehicle context” and endorsed a search solely
for the purpose of gathering evidence.'”® These were unique circum-
stances applicable at “a reduced expectation of privacy” when it comes
to motor vehicles.'” Thus, the Gant analysis could be extended to apply
to cellphone searches because “Evan’s Law” applies solely to the search
of a cellphone which was used by the driver of an auto involved in a
crash.'®”

i11. A Drop in Enforcement of Distracted Driving Laws in Illinois
Caused by Current Changes in Police Practice.

In 2014, Tlinois enacted a statute that prohibits the use of hand-
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held cellphones, texting or using other electronic communications while
operating a motor vehicle.'® The statute does not permit cellphone use,
or use of other electronic devices for the purpose of composing, texting,
emailing, browsing the Internet, or conducting other similar activities
while operating a vehicle.'® Illinois law also prohibits the use of head-
sets while driving.'”” Headsets are defined as “any device, other than a
hearing aid, that allows a person to hear or receive electronic communi-
cations.”'® But the use of a single-sided headset or earpiece with a
wireless/cellphone device is permitted while driving.'” Thus, using
hands-free technology, for example a headset or voice activated controls,
is considered a distraction while driving and can be devastating to driv-
ers, passengers, or pedestrians in case of accidents.'”

The Illinois statute, however, does permit hands-free devices or
Bluetooth technology for drivers age 19 and older.'”' That said, Illinois
using a cellphone while holding the device and utilizing the speaker
phone is not considered hands-free and is a violation of its state law.'"

In cases where a driver believes that he must make a phone call,
even with hands-free technology, the Illinois statue recommends that
the driver pull to the side of the road before making the call.'”? In addi-
tion, the Illinois statute creates ten exceptions where drivers can use a
cellphone that is not hands-free.'”* Some of the exceptions where a
driver can use a cellphone include: to report an emergency situation,
when a vehicle is parked on the shoulder of a road, and in a vehicle
stopped due to normal traffic being obstructed, and in a vehicle that is
in neutral or park position.'”

The violation of this statute is “an offense against traffic regula-
tions governing the movement of vehicles.”'’® An enforcement officer
can fine a person who violates this law with a maximum of “$75 for a
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first offense, and $100, $125, and $150 for subsequent offenses.”"’” Also,
the City of Chicago enacted an ordinance to penalize texting while driv-
ing, under which fines can range from $90 to $500.'”* In addition, driv-
ers of vehicles that cause an accident as a result of distracted driving
may face criminal penalties and incarceration.'”

Although each state has some laws that address distracted driving,
the enforcement of traffic laws has dropped nationally and locally."®® In
2016, the number of tickets decreased to 186 from 25,884, in 2015; in
2015 the number of tickets had decreased from 45,594 in 2014."" As of
April 16, 2017, there were only 24 tickets issued.'™ For instance, in II-
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linois, the Illinois State Police noticed a drop in enforcement of the state
distracted driving law.'® Also, over the past three years, the number of
municipal tickets issued by Chicago police to drivers using their mobile
devices has fallen dramatically.'™

One of the explanations for the downward trend in enforcement is
the 2015 amendment to the Chicago police cellphone citation policy.'®
The policy conforms to the changes in state law that mandated that
cellphone violations be subject to the same process as other traffic viola-
tions."®™ As a result of this change, violators are sent to traffic court
and, in order for the ticket to be enforced, the citing officer is required
to be present in court."” Before this change, the citing officer’s presence
was not required and the municipal citation could be upheld before an
administrative law judge.'™ Therefore, law enforcement officers are in
need of rapid assistance with new enforcement technological solutions.

III. ANALYSIS

Although there are laws and regulations that govern cellphone use
while driving, privacy concerns still remain to be addressed that will fa-
vor enactment of “Evan’s Law” and the use of a “textalyzer.”

1. “EVAN’S LAW” WOULD AID LAW ENFORCEMENT IN DETERMINING THE
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DRIVER’S CELLPHONE USAGE PRIOR TO OR AT THE TIME OF A COLLISION
AND WOULD ALLOW ENFORCEMENT OF DISTRACTED DRIVING LAWS AFTER
AN ACCIDENT WHILE PROTECTING THE DRIVER’S ESSENTIAL PRIVACY
RIGHTS.

To justify the passage of “Evan’s Law,” lawmakers argue that the
use of mobile telephone and personal electronic devices increase the oc-
currence of distracted driving.'"” Because many drivers engage in this
distracted behavior, the lives of other drivers and passengers traveling
on New York state roadways are in danger.”” Despite public infor-
mation campaigns and laws that prohibit the use of mobile telephones
while driving, as well as the “text stops” signs along all major New York
highways, the reports show that 67% of drivers admit to the use of their
cellphones while driving even when they know that they pose a danger
to themselves and others on the road."”' In 2001, the New York legisla-
ture enacted a law prohibiting the use of cellphones while driving, and
in 2009 updated the legislation to include all portable electronic devic-
es.'”” In addition, the New York executive branch started a public cam-
paign against cellphone use while driving, and established “text stops”
along all major New York highways.'”” However, legislators supporting
“Evan’s Law” point out that in one year alone, a 10-year trend of declin-
ing collisions and casualties was reversed, as crashes are up 14%, and
fatalities increased 8%, suggesting that the problem not only still exists
but also has worsened.'*

Furthermore, lawmakers recognize that law enforcement has diffi-
culties enforcing these public safety laws, especially after an accident
when it is impossible to discern whether the operator of a motor vehicle
was using his or her cellphone immediately prior to or at the time of the
collision.'” Supporters of “Evan’s Law” advocate technology that would
aid law enforcement and that would allow law enforcement to immedi-
ately determine cellphone usage without an inquiry into content.'*
Lawmakers advocate that this advanced technology would allow en-
forcement of distracted driving laws after an accident while still pro-
tecting essential privacy rights.'””” Finally, lawmakers also point out
that while it is the technology that is causing the serious danger to the
public, technology also has the capacity to aid law enforcement in tack-
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ling, if not eradicating, distracted driving.'”®

1. Current Laws Make it Difficult for Law Enforcement to Prove that a
Driver was Engaged in Distracted Driving by Using a Cellphone.

Were it not for Evan’s father’s determination to file a civil lawsuit
to subpoena the driver’s cellphone records, the actual cause of Evan’s
death would not have been discovered.'”” The investigations by police
and prosecutors showed no cellphone use.*”” Further, the criminal in-
vestigators did not seek phone records, and the State of New York has
no laws that prohibit drowsy driving.””’ Drowsy driving often occurs
when a driver has not rested or slept enough, but it can also happen due
to untreated sleep disorders, medications, or drinking alcohol.*”* Here,
however, drowsy driving was not the cause.””® If not for Evan’s father,
it would never be known that the driver had actually been texting be-
fore the crash.”™

In many states, even though police officers are to some extent en-
forcing the distracted driving laws, it remains difficult to determine
when the use of prohibited devices is a contributing factor to a crash.’”’
Indeed, without a witness present, proving that a driver was using a
cellphone while driving is virtually impossible.””® Therefore, without a
witness present there is almost no way of telling whether a distracted
driving was a contributing factor to the crash.

1. Subpoenaing Drivers’ Cellphone Records is an Inefficient and
Impractical Method to Effectively Decrease Distracted Driving.

Today, the principle method for finding out if a driver was using a
cellphone while driving and whether distracted driving contributed to
an accident is to subpoena the driver’s cellphone records.””” For a law
enforcement officer to obtain the driver’s phone records, the subpoena
must be issued a cellphone company.””® This process takes from two
days to a month and is not considered a part of law enforcement proto-
col.?” The current subpoena process is not practical because there is in-
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sufficient time for enforcement officers to obtain each driver’s phone
records from every car crash.’’® Thus, the subpoena process practicality
causes problems for law enforcement departments, as they do not have
sufficient manpower to follow up on these inquirers.”"'

Even when cellphone records are obtained by subpoena, the records
do not identify such distractions as the driver’s interactions with e-mail,
social media, or Web browsing.?’* Thus, cellphone records obtained by
subpoena do not provide the entire picture of what the driver was doing
before the crash and do not accurately determine whether distracted
driving was the principle cause of the crash.’’® Therefore, subpoenaing
the driver’s cellphone records is an inefficient and impractical method
for law enforcement to effectively lower or even substantially eliminate
distracted driving in the United States.

i11. Differing Types of Laws Restricting Cellphone Use Precludes Law
Enforcement from Accurately Determining Whether the Driver’s
Behavior was Illegal Cellphone Use.

Certain state laws require law enforcement officers to distinguish
whether the driver’s use of a cellphone is illegal.*’* In Indiana, for ex-
ample, the law prohibits only “Text Messaging”*"> In addition, there is
no “Hand-held Ban” and “All Cellphone Ban” that would apply to people
under the age of 21, thus the officers are faced with a difficult task of
distinguishing texting from other uses.’'® Law enforcement officers
must make this determination from a distance by glancing into a mov-
ing car and observing the driver using a cellphone.”’’ Because law en-
forcement officers make this decision while the car is in motion, they
may observe a driver only appearing to be using a cellphone.’’® Thus,
even a driver’s lawful cellphone use may cause officers to be suspicious,
create unnecessary presumptions about the driver, and ultimately re-
sult in a wrongful traffic stop.*"”

Even in states where a “Hand-held Ban” or “Text Messaging Ban”
are enforced, it is still difficult for enforcement officers to prove that a
driver was engaged in distracted driving before a police traffic stop or

210. Id.
211. Id.
212. Schaper, supra note 6.
213. Id.

214. United States v. Paniagua-Garcia, 813 F.3d 1013, 1014 (7th Cir. 2016).
215.  GHSA, DISTRACTED DRIVING LAWS BY ST., supra note 107.

216. Id.
217. Paniagua-Garcia, 813 F.3d at 1014.
218. Id.

219. Id.at 1015.



2018] EVAN’S LAW AND THE TEXTALYZER 165

an accident.””” One Indiana case demonstrates this difficulty. In U.S.
v. Paniagua-Garcia, a police officer observed a driver, who “appeared to
be texting” on his cellphone while driving.”?! The driver denied that he
was texting while driving; further explaining that he was just searching
for music.”? A search of the driver’s cellphone proved that the phone
was not used to send a text message at the time when the officer saw
him.”* The court determined that the officer did not see the driver tex-
ting before the traffic stop.””* Further, the court indicated that the of-
ficer had only seen that the driver was holding a cellphone in his right
hand while his head was bent toward the phone.”” The court stated
that the government failed to establish that the officer had probable
cause or a reasonable suspicion that the driver was violating the no-
texting law while driving at the time of the traffic stop.”® Thus, the
court concluded that the driver’s behavior was consistent with any one
of lawful cellphone uses under Indiana state law.**’

As illustrated in Paniagua-Garcia, law enforcement officers have
struggled to distinguishing from a distance whether a driver using a
cellphone in compliance with a given state’s law.”*® By enacting “Evan’s
Law” and allowing a textalyzer, law and technology would aid law en-
forcement officers in determining whether a driver was using cellphone
illegally.*”® The bill would permit a textalyzer to be used by the police
only in the investigation after the accident, but it is difficult to predict
whether the use of a textalyzer should be extended to regular traffic
stops.230

iv. Justice Alito’s concurrence in Riley v. California Supports
Enactment of “Evan’s Law.”

To justify “Evan’s Law,” supporters of the bill cite drivers’ increased
use of technology while driving and the negative impact that technology
has on roads today.””' Legislators find support for “Evan’s Law” in Jus-

220. Mary Wisniewski, supra note 178.
221. Paniagua-Garcia, 813 F.3d at 1014.

222. Id.
223. Id.
224. Id.
225. Id.
226. Id.

227. Paniagua-Garcia, 813 F.3d at 1014, 1015.

228. Id. at 1015.

229. New Stop, supra note 112.

230. Alice Gainer, Evan’s Law Would Allow Cops To Use Textalyzers’ To Probe Dis-
tracted Driving Allegations, CBS NEW YORK, Apr. 7, 2016,
http://mewyork.cbslocal.com/2016/04/07/evans-law-textalyzer/.

231. S.B. 2306, 240th Sess. (N.Y. 2017).



166 J. INFORMATION TECHNOLOGY & PRIVACY LAW [Vol. XXXIII

tice Alito’s concurrence in Riley v. California.”** In Riley, the Court con-
sidered two cases, consolidated for appeal, that dealt with similar issues
pertaining to a warrantless cellphone search incident to a lawful ar-
rest.””® In the first case, the police stopped David Riley for expired reg-
istration tags.”* During the stop, the officers learned that his license
had been suspended.”® As a result, Riley’s car was searched and seized,
and he was arrested for possession of concealed and loaded firearms
found in his vehicle.”® The officers seized Riley’s cellphone from his
pants pocket.”” After the officers examined information on the phone,
they noticed that some words in the text messages and the contact list
were related to gang members.”® Because of these findings, Riley was
charged in connection with a shooting and attempted murder.”® As a
defense, Riley claimed that the searches of his phone violated “the
Fourth Amendment because they were performed without a warrant
and there was no justification by exigent circumstances.”**

In the second case, Brima Wurie was arrested after the police
claimed that they observed him participate in a drug sale from a car.**!
On the “flip phone” external screen, which police seized from Wurie,
they noticed that the phone was receiving multiple calls from a source
identified as “my house.”** The officers opened the phone and accessed
its call log from which they traced the number to Wurie’s apartment.”*’
After securing a search warrant to enter the apartment, they found
drugs, cocaine, and firearms.”** Subsequently, Wurie was charged with
drug and firearm offenses.**

In Riley, the Court held that the warrantless search exception fol-
lowing an arrest exists for the purpose of protecting officer safety and
preserving evidence, neither of which is at issue in the search of digital
data.**® “The digital data cannot be used as a weapon to harm an ar-
resting officer,” and police officers have the ability to preserve evidence
while awaiting a warrant by “disconnecting the phone from the net-
work” and placing the phone in a “Faraday bag”, which will help “iso-
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lates the phone from radio waves”*’ The “Faraday bag” is a sandwich
bag “made of aluminum foil: cheap, lightweight, and easy to use.”**

Furthermore, the Court stated that information contained in and
on a cellphone i1s not immune from the search, but instead a warrant is
required to conduct a search of a cellphone, even if it was seized inci-
dent to arrest.”* In its reasoning the Court categorized cellphones as
minicomputers that contain massive amounts of private information,
which are very different from the traditional items that can be seized
from an arrestee’s person, for example a wallet.**

In addition, the Court held that information accessible from the
phone but stored using “cloud computing” is not even “on the arrestee’s
person.””' The Court defined cloud computing as “the capacity of In-
ternet connected devices to display data stored on remote servers rather
than on the device itself.””? Thus, the cellphone user may not be aware
that a particular information is stored on the device or in the cloud.””
However, the Court held that some warrantless searches of cellphones
might be permitted in an emergency when the law enforcement’s inter-
est is so compelling that a search would be reasonable.””® Further, the
Court recognized “the exigencies of the situation” exception, where a
search without a warrant is reasonable under the Fourth Amendment
because the officer’s needs are “so compelling.””> Exigencies include
“the need to prevent the imminent destruction of evidence in individual
cases, to pursue a fleeing suspect, and to assist persons who are serious-
ly injured or are threatened with imminent injury.””® The Court also
emphasized that the search incident to arrest exception differs from the
exigent circumstances exception, which requires a court to look at each
particular case and see whether an emergency justified a warrantless
search in that case.”’

The Riley decision is relevant to “Evan’s Law” and the textalyzer
because both will be used if an officer’s needs are “so compelling” to in-
vestigate whether the cause of an accident was the use of a cellphone.
The Court in Riley was concerned with addressing two issues, the harm
to officers and destruction of evidence. The Court determined that both
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are present in all custodial arrests.”® However, The Court determined
that there are no comparable risks when searching digital data.”’ The
Supreme Court was concerned with a search of data contained in the
memory of a modern cellphone.”® In considering “Evan’s Law,” the
scanning device is only trying to determine whether a cellphone’s appli-
cations were active immediately before a crash.®' A law enforcement
officer would not have access to any content, such as text conversations
or pictures.”® The goal of “Evan’s Law” is to aid police in the investiga-
tion after a crash and to act as a deterrent from using cellphone while
driving.”® The bill will designate members of the government to prom-
ulgate rules and regulations to assess the reliability and accuracy of the
electronic scanning devices used during field testing of mobile tele-
phones and portable electronic devices.”®* The members of the govern-
ment will have the power to approve electronic scanning devices, which
are zl(;?liable and accurate for the purpose of conducting the field test-
ing.

In contrast to Riley, where the Court said that the information ac-
cessible from the phone is most likely stored using “cloud computing,”
the proponents of “Evan’s Law” assure that the information law en-
forcement needs will be accessible with a field test “on the arrestee’s
person.””®® The proponents of the textalyzer state that the device would
be able to determine whether a driver was using a cellphone illegally
shortly before an accident.”®” To make this determination, an law en-
forcement officer would attach a cord to connect the textalyzer to the
cellphone and in approximately 90 seconds would receive a report of the
driver’s last activities.”® The textalyzer would display a summary of
what applications had been opened and used, screen taps, and swipes
occurred on the phone right before the crash without downloading the
cellphone’s content.”® Further, the textalyzer would not analyze any
sensitive information from the phone such as personal communica-
tions.””® To make the use of the textalyzer legal, the company will tailor
the device specifically to each state’s jurisdictional requirements, thus
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providing Congress or state legislatures with the power to assess the
legitimate needs of law enforcement and the privacy interests of cell-
phone owners.*”!

As the Court in Riley wrote that “[a]bsent more precise guidance
from the founding era, the Court generally determines whether
to exempt a given type of search from the warrant requirement ‘by as-
sessing, on the one hand, the degree to which it intrudes upon an indi-
vidual’s privacy and, on the other, the degree to which it is needed for
the promotion of legitimate governmental interests.”*”> Justice Alito’s
concurrence in Riley indicates that precise guidance from the New York
legislature and technical information from the makers of the textalyzer
could be sufficient to justify the passage of “Evan’s Law” without violat-
ing the Fourth Amendment.*”

In Riley, Justice Alito cocurred in a part of the judgment, doubting
that the warrantless search exception following an arrest exists for the
sole or primary purposes of protecting officer safety and preserving evi-
dence.”’* As far as the privacy interests at stake, however, he agreed
that the majority’s conclusion was the best solution.’”” Furthermore,
Justice Alito stated that legislators are better positioned than the U.S.
Supreme Court to respond to changes that have taken place or will take
place in the future as a result of technological advances.”’® Thus, he
suggests that the legislature enact laws that draw reasonable distinc-
tions regarding when and what information within a phone can be rea-
sonably searched following an arrest.”’”’

Justice Alito agreed with the holding in Riley that the interest in
protecting officers’ safety and preventing the destruction of evidence did
not justify dispensing with a warrant requirement for searches of cell-
phone data.’”® However, he indicated a willingness to reconsider the
Court’s holding in Riley when “either Congress or state legislatures, af-
ter assessing the legitimate needs of law enforcement and the privacy
interests of cellphone owners, enact legislation that draws reasonable
distinctions based on categories of information or perhaps other varia-
bles.””” Thus, Justice Alito’s concurrence is even more relevant today
because of current data indicating that every day approximately nine
people are killed daily and more than 1,000 injured in crashes that in-
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volve a distracted driver.**

Therefore, Congress or state legislatures should assess the legiti-
mate needs of law enforcement and the privacy interests of cellphone
owners in considering whether to enact legislation, such as “Evan’s
Law.” Texting, e-mailing, web browsing, talking, and similar cellphone
useage behind the wheel create an imminent danger both to the officers’
safety and the public on the road.”®" The Court’s majority opinion rec-
ognized “the exigencies of the situation” exception, where a search
without a warrant is reasonable under the Fourth Amendment because
the officer’s needs are “so compelling.”*** Hence, like in Riley, an officer
at the scene of the accident should be allowed to conduct field testing,
dispensing with a warrant requirement for searches of cellphone data,
when the officer believes the accident was caused by cellphone use.

v. Analogy to Implied Consent Statutes and Drivers’ Refusal to Comply
under these Statutes Support “Evan’s Law” and Use of the Textalyzer
to Combat the Problem of Distracted Driving.

Advocates of “Evan’s Law” and use of the textalyzer find support in
the “implied consent theory” currently used to combat the problems
with drunk driving.*®** To address the problems of drunk driving, states
nationwide have enacted implied consent statutes.” These statutes
“specifically require that a person who is arrested for driving while un-
der the influence of alcohol submit to a chemical test of his blood,
breath or urine to determine the alcohol content of the blood.”** A per-
son who applies for a driver’s license impliedly consents to take the
breathalyzer test imposed on anyone driving in the respective state.”
Implied consent to a breathalyzer test is one of the conditions to obtain
a driver’s license. ®*’ These statutes are used by all states to combat
drunk driving.®® Under these implied consent statutes, refusal to take
the breathalyzer test results in the revocation or suspension of the priv-
ilege to drive.®® The period of revocation or suspension differs from
state to state usually ranging from three months to a year.*”’
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“Evan’s Law,” proposes that a driver’s license 1s a privilege granted
by the state. In order for a driver to maintain the privilege, the driver is
required to comply with established conditions set forth in the law.*”!
The lawmakers propose that under the bill, like drivers who refuse to
take a breathalyzer test, drivers who refuse to allow the police to use
the textalyzer on their cellphones at the scene of an accident can also
have their driver’s licenses suspended or revoked.””” To support its rea-
soning, the legislature used studies that have indicated that texting
while driving impairs a driver to the same level as a .08 blood alcohol
level.”” Thus, the New York legislature claims that it is in the state’s
interest of the State of New York to penalize the impairment caused by
texting while driving.® It is also in New York’s interest to enact
“Evan’s Law” to encourage public safety and avoid the loss of human
lives.””” TFinally, the legislature asserts that the public safety reasons
supporting the use of the textalyzer justify and balance out any privacy
concerns related to such use.**®

2. PRIVACY CONCERNS

In the pre-digital age, a search of a person was constrained by
“physical realities” and caused “only a narrow intrusion on privacy.”*"’
Modern cellphones create privacy concerns far beyond those implicated
by the search of “a cigarette pack, a wallet, or a purse.””® Thus, a
search of contents of an “arrestee’s pockets works no substantial addi-
tional intrusion on privacy beyond the arrest itself may make sense as
applied to physical items, but any extension of that reasoning to digital
data has to rest on its own bottom.””” The question of whether field
testing authorized by “Evan’s Law” directly implicates a fundamental
privacy interest for drivers in New York State or other states, requires
proof that the field testing technology is not capable of scanning or col-
lecting content. Therefore, a slight infringement upon the privacy of
drivers caused by enactment of “Evan’s Law” and use of the textalyzer
is warranted.

1. The Danger Imposed by Distracted Driving to the Vast Number of
Persons Using Roads Outweighs the Rights of a Driver whose Privacy is
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Slightly Infringed by Use of the Textalyzer.

The danger imposed by distracted driving to the vast number of
persons using roads outweighs the rights of a driver whose privacy is
slightly infringed by use of the textalyzer.’”® The textalyzer could help
enforcement officers determine whether a driver involved in an auto ac-
cident was using a cellphone before the crash.’” According to Cellebrite,
the textalyzer would only indicate whether the cellphone was in use
immediately before the accident and would not access or retrieve any of
the phone’s sensitive content.”®® Nevertheless, the notion of plugging
some type of device into a cellphone to display the log of cellphone use
creates various privacy concerns.’”

One of the concerns with the passing of “Evan’s Law” is that this
legislation would permit police officers to use a device such as the
textalyzer to obtain data from the driver’s cellphone.’™ The textalyzer
would allow police to analyze the driver’s cellphone without a warrant
after a car crash to see if prohibited use of the cellphone had occurred.*”
Because law enforcement would not be required to obtain a warrant to
search the driver’s cellphone after the crash, there is a concern that
such a law would expand the police power to obtain sensitive personal
information in violation of the Fourth Amendment protection against
search and seizure.’” Thus, allowing the police to use the textalyzer
would provide a way for the enforcement officer to avoid the warrant
requirement, which currently protects cellphones from search and sei-
zure.”"’

Although the U.S. Supreme Court recognized that a motorist’s pri-
vacy interest in his vehicle is less substantial than in his home, that in-
terest still deserves constitutional protection.’”® Notwithstanding the
constitutional attack upon implied consent statutes in many states,
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there is a strong preference from the courts in those states to uphold
the statutes.’®” Courts usually offer two reasons to sustain the validity
of implied consent laws.’'’ The first theory treats driving on highways
of a state as a privilege rather than a right, permitting a state to condi-
tion that privilege on adherence to state law.’’'’ The second theory
states that implied consent statutes are a reasonable regulation of driv-
ing on state highways under the state’s police power.’’* Additionally,
for the second theory to be applied, due process must be met.’’*> There-
fore, courts defend this theory on the basis that “the interests of society
outweigh the rights of the individual and the dangers imposed by the
drinking driver to the vast number of persons using the highways are
such that they warrant a slight infringement upon the liberty of indi-
viduals.”'* Therefore, because of the legitimate public safety concerns
“Evan’s Law” seeks to address, the bill should be enacted even if
“[p]rivacy comes at a cost.”"

1. “Evan’s Law” Attempts to Balance Public Safety Concerns and
Privacy Interests Concerns.

According to Evan’s father, “Evan’s Law” attempts to balance pub-
lic safety and privacy interests concerns.’'® “Evan’s Law” provides that
no electronic device administering the scan of a cellphone or portable
electronic device will compromise “the content or origin of any commu-
nication or game conducted, or image or electronic data viewed.”'” In
Riley v. California, the Court affirmed the Fourth Amendment protec-
tion for a cellphone and required police to obtain a warrant when
searching a cellphone during a stop, unless exigent circumstances exist-
ed.”’™® Justice Alito, concurring, stated that the rule used in the pred-
igital era should not be automatically applied to the search of a cell-
phone.’” In the digital era, the cellphone capacity to store information
1s much greater than a person could ever have had on his person in
hard-copy form.**” Thus, the use of cellphones in today’s society calls for
a new consideration of law enforcement and privacy interests in a bal-
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ancing test.”'

In Riley, Justice Alito pointed out that the Court favored protection
of privacy interests with respect to all cellphones and all information
found in them.”” This approach taken by the Court creates incon-
sistency regarding privacy interest concerns.’” According to Justice
Alito, the Court’s holding favors information in digital form over infor-
mation in hard-copy form.***

Justice Alito offered an example of two arrested suspects to illus-
trate the difference between information in digital form and hard-copy
form.”” One individual “has in his pocket a monthly bill for his land-
line phone, and the bill lists an incriminating call to a long-distance
number.”*® In addition, he also has in his wallet his photos, and one of
these snapshots is incriminating.””” On the other hand, the second sus-
pect has in his pocket a cellphone with the same incriminating infor-
mation.’””® The call-log displays a call to the same incriminating phone
number as the bill in the first example.’” In addition, the cellphone
contains a number of photos, and one of these photos is incriminating.**
Thus, in the first scenario under the established law before Riley’s hold-
ing, the law enforcement officer may seize and examine the phone bill
and the snapshots in the wallet without obtaining a warrant.”>’ But in
the second scenario, under the Court’s holding in Riley, the information
stored in the cellphone is protected.” The reason for this distinction is
that modern cellphones involve privacy concerns far beyond those “im-
plicated by the search of a cigarette pack, a wallet, or a purse.””” The
storage capacity of cellphones has several interconnected consequences
for privacy.”** For example, first, “a cellphone collects in one place
many distinct types of information that reveal much more in combina-
tion than any isolated record. Second, the phone’s capacity allows even
just one type of information to convey far more than previously possible.
Third, data on the phone can date back for years.””> Further, the Court
states that “an element of pervasiveness characterizes cellphones but
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not physical records.””*® In the near past, officers might have sporadi-
cally stumbled across a highly personal information such as “a diary,”
but today more than “90% of American adults who own cellphones” save
“on their person a digital record of nearly every aspect of their lives.”**’

Unlike Riley, where the police stop in one instance involved expired
registration tags, the bill refers to “accident or collision involving dam-
age to real or personal property, personal injury or death.””*® “Evan’s
Law” only has to do with the use of a cellphone before a crash, where
in Riley the Court does not talk about use.” Instead Riley discusses,
seizing and searching a phone’s content at the stop and in custody.**
This distinction is very important to define privacy boundaries between
content and use of a cellphone or portable electronic device.**' Thus, the
focus should be on whether metadata information deserves the same
protections as does the content of communications.**

Today, the content of an individual’s communication is no longer
the only information that is available.’” The individual also sends data
about the communication that allows the communication to effectively
reach its intended recipient.’** This is commonly called “communica-
tions metadata - data about data.”*® The traditional definition of
metadata would even include the times at which the message was made
and sent.’*® “Metadata paints a picture about an individual’s patterns
of behavior, viewpoints, interactions and associations, revealing even
more about that person than the content of their emails or phone calls
might.”**” Cellphones are continuously producing this information.***

“There’s no explicit content in metadata, but metadata can be used
to infer features of someone’s life.”*** Cellphones’ metadata can lead to
sensitive assumptions about the users of the devices.” For instance,
MetaPhone, an Android application for crowdsourcing phone metadata,
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provides personalized results about the phone user.”>’ The results con-
firmed that phone activity easily reveals private relationships, is deeply
interconnected, and can be identified.”® The study results show that
telephone metadata is sensitive, particularly when combined with a
broad array of readily available information.”” The use of metadata
can be troubling, especially when people do not care about it.*** This
could be particularly problematic, when the proposed “Evan’s Law,”
does not provide data retention or data use standards.**

The textalyzer’s technology is still in development state, thus it is
still unknown how much information the device could retain.”® Cell-
phones are equipped with a variety of mobile applications software or
“apps” that allow the user to gather and sort detailed information about
all facets of a person’s life.””” Today, there are cellphone applications for
almost anything that people wish to do in their personal life.**® It is es-
timated that the average smartphone user has installed 33 apps, which
can describe and reveal information about the user’s life.**

In Justice Alito’s words, “[m]any cellphones now in use are capable
of storing and accessing a quantity of information, some highly person-
al, that no person would ever have had on his person in hard-copy
form.”® A cellphone’s capacity to store information related to a per-
son’s life that would otherwise not be easily discoverable has several in-
terrelated consequences for privacy.’®' Justice Alito’s pointed out that a
cellphone may collect in one place many distinct types of information
that describe much more in combination than any single record.*® A
cellphone can convey far more than previously possible.**® The whole of
an individual's private life can be reconstructed through many photo-
graphs with private information, unlike a photograph kept in a wal-
let.** The data on the phone can date back to the purchase of the
phone, or even earlier.’® For example, a person might carry a reminder
to call Mr. Jones, but the person would not keep in his pocket a record
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of all his communications with Mr. Jones for the past several months.**

If “Evan’s Law” becomes effective, the New York Department of
Transportation and other agencies would be in charge of setting stand-
ards and creating rules and regulations to implement the bill.**’ This
approach could be troubling because such agencies could influence and
adjust the standards of obtaining information from cellphone users. In-
deed, this bill could allow agencies, along with law enforcement, to ob-
tain information from drivers domiciled in the State of New York. Be-
cause today’s cellphones hold for many Americans “the privacies of life,”
issues related to such devices deserve special attention.”®® Unlike any
other personal belongings that store our most personal information,
cellphones and other personal computers must be protected as intended
by the Founding Fathers.’® Accordingly, “Evan’s Law” allowing the
field testing of a cellphone with devices such as the textalyzer must
provide and analyze data retention or data use standards.’”® Although
the textalyzer’s technology is still in the development stage, the compa-
ny should provide data to the legislatures about how much information
the device could retain.’’’ Thus, analyzing the data would be crucial to
determine whether law enforcement should be required to obtain a war-
rant to conduct field testing of a driver’s cellphone.’"

IV. RECOMMENDATION

“Evan’s Law” addresses the legitimate public safety concern that
“[p]rivacy comes at a cost” and addresses how to protect society from a
greater harm caused by distracted driving.’”” Because “Evan’s Law”
provides that no electronic device administering the scan of a cellphone
or a portable electronic device can access the content or origin of any
communication or electronic data viewed, the passing of the bill is likely
to overcome these privacy concerns. >’* As guaranteed by the bill, a
cellphone or a portable electronic device would only be searched for the
purpose of field-testing.’”> Such test would be performed by a law en-
forcement officer at the accident site, during which the officer would at-
tach a cord to connect the textalyzer to the cellphone and in a few se-
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conds would receive a report of the driver’s last activities.””® The report
would contain a summary of what applications, screen taps, and swipes
were open and used on the phone prior to the crash.’’” This report
would be created without downloading the cellphone’s content.’” As
stated by the company that is developing the textalyzer, the device
would not analyze any sensitive information such as personal communi-
cations from the phone.’” Thus, the textalyzer, without accessing any
of the private information or data stored on the phone, could serve as a
tool for law enforcement to determine if a cellphone was used just before
an accident and thus, would ultimately reduce accidents caused by dis-
tracted driving.

According to the New York Civil Liberties Union (“NYCLU”), an or-
ganization that is vocally opposed to “Evan’s Law,” the bill lacks sup-
porting evidence that this police procedure will prevent distracted driv-
ing or car accidents caused by distracted driving.’® The organization
instead proposes creating a law that would include constitutionally pro-
tected privacy rights and would not change the behavior of the driver.**!
Further, the NYCLU states that “Evan’s Law” would authorize police to
obtain sensitive personal information in violation of the constitutional
protections against search and seizure.*®* Thus, the legislature would
directly encroach on a fundamental privacy interest for drivers in New
York State.’™

The NYCLU argues that until it is established that “the field test-
ing technology is not capable of scanning or collecting content, drivers
will continue to have a privacy interest in their cellphones ... to remain
free from warrantless searches by law enforcement.”® This privacy in-
terest 1s already granted by the United States Supreme Court to drivers
in Riley v. California.’” The Court held in Riley that the Fourth
Amendment requires that law enforcement acquire a warrant prior to
engaging in a field test on a driver’s cellphone at the site of a collision or
accident.®®® Thus, the NYCLU suggests, that legislatures would “be bet-
ter advised to incentivize the use of tech applications that prevent dis-
tracted driving, and to develop voluntary driver education programs
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that cause drivers to avoid dangerous driving practices involving elec-
tronic devices.”"’

Such initiatives have already been introduced in major cities. For
instance, in 2016, the City of Chicago established Vision Zero Chicago
to renew its commitment to saving lives and preventing serious inju-
ries.™ Also, the Chicago Police are currently working with other city
agencies on a plan to increase awareness enforcement and to eliminate
distracted driving.”® This data-driven, multi-agency approach is de-
signed to improve traffic safety for all road users, whether in vehicles,
on a bike, or on foot.” The implementation of this program is predicted
to reduce the number of roadway crashes with the goal of eliminating
traffic fatalities and serious injuries in Chicago by 2026.””' Further, in
support of National Distracted Driving Awareness Month, the Illinois
Association of Chiefs of Police (“ILACP”) asked the Governor of the
State of Illinois to declare an Illinois Distracted Driving Awareness
Week in an effort to bring attention to the dangers and consequences
associated with distracted driving.’”?

Another example of initiatives on a local level, is the Children’s
Hospital of Philadelphia White Paper.’”> The purpose of the Children’s
Hospital of Philadelphia White Paper is the “Evaluation of EndDD.org’s
Student Awareness Initiative: Effectiveness of a Program to Prevent
Teen Distracted Driving” with assistance of volunteers speakers
throughout the country.” For example, these volunteers include: safe-
ty professionals, teachers, trial lawyers, college students, driver’s edu-
cation instructors, law enforcement, physicians, nurses, occupational
and physical therapists, injury prevention coordinators, and other
health care professionals, who have reached thousands of teens and
adults with distracted driving presentations.”” As of January 2016,
more than 275,000 teens and 15,000 adults have seen the EndDD.org
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presentation in 45 states and Canada.’’® The program has been ex-

panding and presentations are being given to middle school and college
students, adults and businesses.*”’

For example, The Chicago Bar Association Young Lawyers Section
(“YLS”) recently undertook an initiative called the “End Distracted
Driving” program.”® The YLS attorneys and law students work togeth-
er with local high schools and hold “End Districted Driving” presenta-
tions to high school students both in small classrooms and in large
gatherings.”” The presentations have been empirically tested and
shown to influence attitudes and behavior among teenagers.'”
“[Slignificant changes were made from pre to post presentation with re-
spect to teen-parent communication about distracted driving, including
increasing teens’ intention to speak with parents about stopping parent
cellphone use - texting and talking - while driving; an increase in teens’
belief in the importance of having those conversations with parents; and
an increased frequency of having actual conversations with parents
about stopping cellphone use while driving.”*”" There was also a signifi-
cant reduction in parents’ texting while driving as observed by their
teens.’” According to EndDD.org, the pre to post presentation with re-
spect to teen-parent communication about distracted driving made posi-
tive changes.*” There have been significant changes including increas-
ing teens’ communication with their parents about stopping parent
cellphone use, texting and talking, while driving.*** As a result, there
was a meaningful reduction in parents’ texting while driving as ob-
served by their teens.””” But even as a result of these programs, statis-
tically significant changes with respect to teen to teen communications
and reports of teens’ use of cellphones while driving were not signifi-
cantly reduced.*”

In addition, there is also Do Not Disturb driving mode added by
Apple in 10S 11, called “Do Not Disturb While Driving” that might help
remove the temptation to use a cellphone while driving a vehicle.*”” The
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main purpose of the feature is to decrease distracted driving.*”® Do Not
Disturb has been expanded with a new “Do Not Disturb While Driving”
feature that mutes all incoming notifications on an iPhone when it is
connected to a car’s Bluetooth or WiFi.** The new feature “Do Not Dis-
turb While Driving” in i0OS 11 operating software hides incoming notifi-
cations while a person is driving a vehicle."'’ The feature senses when
ymi1 1might be driving and prevents notifications to be sent to the driv-
er.

Do Not Disturb While Driving is an extension of Apple’s Do Not
Disturb feature, which reduces announcements on demand or during a
preferred schedule.*'? In addition to limiting or muting notifications, Do
Not Disturb While Driving can also respond to people who contact the
driver while he is driving to inform them about the current task of be-
ing on the road and being unavailable.*”® If, however, a contacting per-
son must contact the driver, the person can use the word “Urgent” and
i0S will show the announcement on the iPhone device.*"* To unlock the
device there is an extra step to tap a button that says “I'm Not Driv-
ing.” 13

The feature is created for passengers who have Do Not Disturb
While Driving turned on and set to activate automatically or when con-
nected to the car’s Bluetooth.*'® Using the feature for the first time, the
iPhone 1i0S 11 senses that you might be driving, and shows a descrip-
tion of the Do Not Disturb While Driving feature after you stop.*!’
However, this feature is available only in certain countries, including
the United States.*'® “Tap Turn On While Driving,” and it will turn on
automatically when your iPhone connects to your car via Bluetooth or
when your iPhone senses driving motion.*”* The owner of the cellphone
has an option to change the method the iPhone uses to determine
whether a person is driving, or turn the feature on manually.*** Another
problem with the feature is when the driver’s car is not connected to
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Bluetooth but the car supports CarPlay, the Do Not Disturb While Driv-
ing is not automatically activated.**!

The feature is also questionable because it allows the driver to se-
lect which contacts a driver wants to Do Not Disturb While Driving to
reply.*”? The feature allows a driver to select contacts from a list of “No
One,” “Recent,” “Favorites,” and “All Contacts,” to be sent a notification;
thus it is unclear whether an unselected group will be notified or al-
lowed to deliver a message to the driver.*” Under pressure from driv-
ers, the feature might create an “exceptions” list to include specific ap-
plications and contacts to automatically allow notifications through
without interruption.** As an example from a reader of an article,
“[t]hen we would be able to specify apps like Waze as an exception app
and contacts like Mom as an exception contact, both of whose notifica-
tions would be automatically allowed through without hinderance.”**
Thus, the Do Not Disturb While Driving feature could defeat its main
purpose and would not decrease or eliminate distracted driving.

In addition, drivers might be afraid to enable the Do Not Disturb
While Driving feature because they might think that Apple Maps, or
third-party mapping maps, Siri control, and music and podcasts are al-
so disabled.*® The application allows one to unlock the phone, but driv-
ers feel that it is burdensome and is an additional step.*’ For example,
one reader has stated that “[n]ot only do I have to lie and say I'm not
driving, I then have to re-enable DND! All just to check Waze or change
my music after my phone locks.”*® Thus, there is also a question
whether the Do Not Disturb While Driving feature by forcing the driver
to lie 1s unethical, especially, when other programs implemented by the
EndDD.org value integrity through its educational platforms at schools
and in fostering bonding relationships between a child and its parent in
regard to distracted driving.

Even if the device is successful, another concern with the Do Not
Disturb While Driving feature is the absence of an iPhone among driv-
ers. Drivers who do not use iPhone or do not know how to operate an
iPhone to enable the device properly will be prevented from using this
feature, and their phones will not send a notification to their contacts.
Enabling the Do Not Disturb While Driving feature on an iPhone re-
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quires manual set up and knowledge of the settings.*” There are five
steps to activate Do Not Disturb While Driving and to adjust those set-
tings and customize your Auto-Reply contacts message on iOS 11.*°
For drivers who are not familiar with their iPhone functions, to follow
those five steps might be cumbersome and they ultimately will opt-out
from doing so.*’' Thus, the Apple feature, Do Not Disturb driving mode,
with the updated version, might be only one contributing factor to lower
distracted driving but will not eliminate it entirely and will not aid en-
forcement officers in determining if the driver was using a cellphone be-
fore an accident. “Evan’s Law” will allow police to use a textalyzer to
help enforcement officers determine whether a driver involved in an au-
to accident was using a cellphone before the crash.** The purpose of
use of the textalyzer is different from the purpose of the Do Not Disturb
While Driving feature. The textalyzer is to be used after the crash by
law enforcement.*’’

Although these initiatives are beneficial to society and might re-
duce texting while driving in the long term, they do not address the
immediate problems with distracted driving that face law enforcement
officers. They do not help the police officer to determine whether the
driver was texting and using a cellphone just before the accident and
whether the use of the cellphone was the main cause of the accident.**
The textalyzer would allow responding officers to determine whether a
cellphone was in use when a traffic accident happened simply by con-
necting the device into the driver’s cellphone.*’ By plugging the device
to the cellphone, the device will only show whether the cellphone was in
use.”® The Textalyzer would not access the phone’s content, but privacy
advocates argue it will give the police a way to avoid the warrant re-
quirement that would normally protect cellphones from search and sei-
zure.”’

The NYCLU admits that distracted driving is a serious concern, but
argues that is why laws exist that permit police to access phones and
phone records when there is a need.”®® The organization also argues
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“Evan’s Law” goes a step further to give police power to take and search
drivers’ phones, with the most personal and private information, “at
every fender bender.””’ Furthermore, the NYCLU states that there is
no certainty that the textalyzers can even detect distracted driving.**’
Yet, of one thing the NYCLU 1is certain, imposing this proposed law
would violate people’s privacy and could potentially impute driver’s
guilt for innocent activities.*!

On the other hand, the current subpoena process used by the en-
forcement officers is not practical because there is insufficient time to
legally track down each driver’s phone record from each car
crash.**® Consequently, the alternate burdens imposed by a subpoena
or other current state laws are insufficient to protect those safety con-
cerns when balanced against privacy interests.*” Thus, a device such
as a textalyzer could have an immediate positive effect on drivers and
the safety of society at large. With the textalyzer, a police officer could
put direct pressure on drivers for whom texting while driving is more
than just personally risky, but the driver becomes a danger to everyone
on the road.*" Also, the use of the textalyzer could create a traffic safe-
ty culture around the country and ultimately reduce traffic fatalities
and injuries resulting from distracted driving.*® Thus, the safety im-
posed through “Evans Law” outweighs privacy implications that an in-
dividual may face.

V. CONCLUSION

In summary, distracted driving, and the lack of appropriate regula-
tions to prevent the risks it creates, is one instance where the law has
not adapted as rapidly as required to address the needs of the changing
society driven by fast paced changing technology. Not so long ago, legis-
lators and courts were not concerned with smart cellphones and their
capability of processing vast amounts of data. Further, the courts were
not burdened with the potential limitations to the driver’s privacy
rights stemming from attempts to regulate such devices because such
technology did not exist. As a result, current laws and regulations do
not fully address law enforcement problems associated with distracted
driving.**® Law enforcement officers nationwide are in need of “Evan’s
Law” and devices such as the textalyzer to react to the challenges of
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modern technology.*”’ The United States Supreme Court decision in Ri-
ley v. California could not address “Evan’s Law” challenges because of
the rapidity of technological changes.**® It only illustrates the privacy
implications when conducting a search in a persons’ phone.**

The changes in Illinois law, as well as other states, have decreased
enforcement of distracted driving laws and have resulted in an in-
creased number of automobile accidents deaths.*”® Therefore, if “Evan’s
Law” is enacted in New York and other states follow, the textalyzer
may be a solution to immediate problems with distracted driving with-
out invading the drivers’ cellphone privacy rights.
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